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Abstract

Database servers that are used to provide multimedia information services in World Wide
Web(WWW) environment have to support the access control mechanism that allows authorized
users to access the constructed databases.

In this paper, we define an authorization model as well as authorization policies to enforce the
proper access control on databases in the BADA-M object-oriented database server and propose an
access evaluation algorithm. Also we implement this model and the algorithm in the BADA-II
database server, Considering the service environment of the WWW, we expect that database service

providers can simply and effectively protect thier data using the proposed model.
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Conflict Resolution: a” € MAR.

a € AR 1a s a’

("2 denotes that a’ precedes a)
ff t(a) == "+, @) == -,
where t ! function that return the

type of an authorization rule.
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/* evaluate class and attribute privilege */
boolean

{

/* search a rule for the target_class */
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authorization_evaluation(user, target_class, attr_id, op)

flag = class_privilege_evaluation(user, target_class, op) ); // step1
if (flag == negative)
return(0); // permission denied
/* in case of defined attribute */
if (attr_id == local attribute) // step 2

flag = search_attribute_rule(user, attr_id, op);

if (flag == (grant | | denied)
return(flag);
/* attribute rule is undefined */
else

if (positive class authorization rule exists) // by authorization policy 3

return(l);
else
return(0);

/* in case of inherited attribute */

else

goto step 1;

// by authorization policy 4

// step 3

// evaluate privilege of attr_id in the superclass

/* search corresponding authorization rule in catalog */

flag search_attribute_rule(user, attr_id, op)

{
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scan the Privilege_Member catalog;

/ / for matching the authorization rule

/* there is the positive authorization rule */

If (searched rule is positive )

return(1); // permission gganted

/* there is the negative authorization rule */

If (searched rule is negative )

return(0); // permission denied

/* no authorization rule is matched */
else

find the superset of op;

If (op finded)

goto search_attribute_rule(u, a, s_op);

find the superset of group;
If (group finded)

goto search_attribute_rule(su, a, op);
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// s_op is the acendent of op

// su is the super group of u
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object content retrieval function |

I  query interface function
]

Interface Manager

1 i

[ 1

" it
‘ W

Schema Manager

Object Manager

Query Manager

access validation Client Cache ) send query query results
CLIENT
SERVER
Sub Schema Convertor | Query Manager
M a¢cess validation
anager Validator
Transformer
AE Module .
t i ‘ Optimizer
Authorization : E tor
| AD Module xecuto
Manager - s
Object Manager
Privilege Catalog
MIDAS
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