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1. ¥ 9 [Scopel]

)

ISO/IEC 10118 A 2 &= pn-H|E 28 ¢

3 ¢uYEE AHgste dARTE e

o

ol AATFe 2P Lz Fol olv 77 .

g #ANA FEE7I7F HFstt [This part
of ISO/IEC 10118 specifies hash-functions
which make use of an n-bit block cipher
algorithm. They are therefore suitable for an
environment in which such an algorithm is

already implemented.]

T b4 gue RAGFE Yed R

» X3F3e AR F o5

HAle A" €3xEEY ¥ o, n B}
AAY 22 ol IHHAIZ=E YAt ¥
BolZ ¥ WA 2n Bt ZFAY e o)
o HAZ=E AAPstes FHolth [Two
types of hash-functions are specified. The
first provides hash-codes of length smaller
than or equal to n, where n is the block-
length of the algorithm which is used. The
second provides hash-codes of length less

than or equal to 2n.]

2. $0o] A9 [Definitions]

ISO/IEC 10118¢] Al 1 RN A8 &9
of B3l A 2 FeoAe= v 8o Fogrt
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AL R} : [For the purposes of this part of
ISO/IEC 10118, and in addition to those
presented in part 1, the following definition
from ISO /IEC 10116 applies: ]

21 n-WE 2% 45 ¢3UF : Bew
9% gsRee Pzt A Y &
s 438 & [n-bit block cipher
algorithm : A Block cipher algorithm
with the property that plaintext blocks
and ciphertext blocks are n bits in

length.]

3. F3 E3 [Normative
reference |

olgfe] & ISO/IEC 10116 2 &
THOEAN ISO/IEC 10118¢] A 2 Fojx
2% WEES T Uth oty EE
Fol t‘a‘}i% FAele B ZE
£ AARHeZ, ISO/IEC 101188] A| 2 ¥
ALgstE e SAEL olgdl HAEH U
FEZTo HA NARE i]-o}- Bolol g
ojth. [SO/IECY FAHLEL HA9 AR
A4 # gt [ The following standard

contains provisions which, through reference

A

Z

2
Horfo i [

i

I U [ TR

o

In this text, constitute provisions of this part
of ISO /IEC 10118, At the time of publication,
the edition indicated was valid. All standards
are subject to revision and parties to
agreements based on this part of ISO/IEC
10118 are encouraged to investigate the
possibility of applying the most recent edition
of the standard indicated below. Members of
IEC and ISO maintain registers of currently

valid International Standards.]

[ISO/IEC 10116 : 1991, Information
Technology -Security techniques-Modes of

operation for an n-bit block cipher algorithm]

4. 7139} ¢ko] [Symbols and
abbreviations |

ISO/IEC 10118¢) A] 1 FoA AME AE
o tal A 2 BAME Theel sEsh ol
A=} : [ Throughout this part of ISO /IEC
10118 and in addition to those presented in
part 1, the following symbols and abbrebia-
tions apply: ]

e n-HE & ¢35 <I3gF
(ISO/IEC 10116 #3) [n-bit
block  cipher algorithm(see
ISO /IEC 10116)]

K A8 F ed 2ole 7] (ISO/IEC

10116 & ) [Key for the
algorithm e (see ISO /IEC 10116)]
eK g F edt 7] K& AHET ¢
334 (ISO/IEC 10116 #x)
[ Operation of encipherment using
the algorithm e and the key K
(see ISO / IEC 10116)]
uoru e n-HE £ dIYF e
of B3 712 ¢ WF [Transforma-
tion of one n-bit block into a key
for the algorithm e]
Towy - n ° BFUwW 28 Te 73
9= n/27) HERZ FAHE 2EHY
n o E5ddW 3 T 714
9z (ntl)/2 7 MERZ FAH
2E

g [- when n is even, the

string composed of the n/2
leftmost bits of the block T -
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when n is odd, the string
composed of the (n+1) /2 leftmost
bits of the block T]

Tign - nol BFdd 88 T 713 2
€% n/2 /] ¥ER FAHEY 2E

n o] B4YW 29 TY 7t

A 08F& (n1)/2 /) ¥lEE 7

}\O\ﬂ_

o

[>

E¥ [- when n is even,
the string composed of the n/2
rightmost bits of the block T -
when n is odd, the string
composed of the (n-1)/2 right-

most bits of the block T]

E"S ‘HEuE" g
& FAFLE WG A
o= EFe 7b3 A% v EV AN4Y vEV
)} [In contexts where the terms “most
significant bit” and “least significant bit”
have a meaning, e.g. where strings of bits
are treated as numerical values, then the
leftmost bits of a block shall be the most

significant. ]
A3} [Requirements]

ISO/IEC 10118 #| 2 H-o] siHTF4+E AL
g o AEsor & A5 [Users who wish
to use a hash-function from this part of
1SO /IEC 10118 shall select]

n-vlE 58 o435 ¢3F e . [- an n-
bit block cipher algorithm e;]
g M(F A HE u (9 uw) 5 [- one

(two) transformation(s) u (and u’):]
 AE M 2715 IV (& V) 5 [-
one (two) inintializing value(s) IV (and

Iv’):]
SE0])7] WY ; [ - a padding method; ]

H(Ly) ¢ Ao, [- the length of H(L,).]

il A ok AHE-E n-H|
28 ¢35 ¢xa&e ISO/IEC 10118 A] 2

row ISO/IEC 9799 A
the Register of Cryptographlc
Algorithms =+ 22dA A=hE 4+ At} ©
So] AMEE dxEFel g3 EH FAo 3
Agdgd 28-S tAHE F ASE 2k
gt} [An example of such a selection is
presented in annex A. The n-bit block cipher
algorithm to be used is not specified in this
part of ISO/IEC 10118 and may be selected
from the Cryptographic
Algorithms, as defined in ISO/IEC 9799, or

from another source. Nonetheless, it should be

Register of

taken into consideration that a cryptographic
property of the algorithm used may introduce
some weakness into the resulting hash-

function. ]

F7HA e s
T F A9 ¥ u vE ol &3, 2 A
AL AHEE dxgFe g gE2ee
ISO/IEC Al 2 HeMEe dHstA Ferh o
&g &Fo] the Register of Cryptographic
Algorithmsol|A] Ael =¥, W3 u, u'7F HYH
d AHgAle 2AEE MR AMREIE

a2}, [The two types of hash-functions

™

[e]

»
o

make use of either one transformation, called
u, or two transformations, called u and u’,
which are not specified in this part of
ISO /IEC 10118, as they depend on the
algorithm used. If this algorithm has been

selected from the Register of Cryptographic
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Algorithms, and the transformations u and W’
are defined, users are encouraged to use
them. ]

6. single Zo] A ZE HA 34
s+ [Hash-functions providing
a single length hash-code]

6.1 1 & [General]

o] HollA 4sd AHHATTE n Bt FA
U Ze oy sz=g wET. [The
hash-functions which are specified in this
clause provide hash-codes of length LH,

where LH is less than or equal to n.]

ALEE WME u e e &Y BYS 4

Z ed tig HAF LK-¥E 7|2 WA
ok ue FAF W42 ISO/IEC 10118 A 2
2o WHYE vloldot [One transformation
denoted by u is used, the purpose of which is
to transform an output block into a suitable
LK-bit key for the algorithm e. The
specification of u is beyond the scope of this
part of ISO /IEC 10118.]

6.2 #4383 =& [Hashing operation ]

eg n-vE £ g3 ¢313F IVE Zo]
7t nel Z7|gtelgr @k IV & wE] AAE
A A=y 2 A FA AL SO/EC
A 2 Feof ¥9E yojdr} [Let e be an n-
bit block cipher algorithm and IV be an
initializing value of length n. IV shall be
selected from a prescribed set of fixed values,
the specification of which is beyond the scope
of this part of ISO/IEC 10118.]

Holel Dol #HAs HE J dAES AA
A=}, [ The hash-code H of the data D is

calculated in four steps.]

6.2.1 CkA| 1 (£8) [Step 1 (splitting)]

glolet D& n-bit B3E D, D, .2 U&
t}. [The data D are split into*n-bit blocks
Dly DZ’ ---]

Fo - wix|g BY L 4AEHA 22 F A
HZF, Zol7t n Bt && § oh). [NOTE -
The last block may be incomplete(ie, its

length may be less than n).]
6.2.2 CHA 2 (=HE0]7]) [Step 2 (padding)]

mpA et £ 8] Zoj7t no] HEF doeE
e HEole wy-e ISO/IEC 10118 A

Hol g "ojdrt AA d& SO/EC
10118 A 1 ¥¢ H =2 Bo] Ut} [The data
are padded in order to ensure that the last
block has length n. The padding method is
beyond the scope of this part of ISO/IEC
10118. Examples of such a method are
presented in annex B of part 1 of ISO/IEC
10118.]

6.2.3 CHH| 3 (B+2) [Step 3 (iteration)]

D, D, .., D& QWE°71E§ & F9 n-HE
B Eolt. HE IVE 9. €89 H, H,
- Hee o2 #ABE, i& 1A g7tAdd dst
o, tEHow FYPste Adrt: [Let D,
D,, .., D, be the n-bit blocks of the data
after padding. Set H, equal to IV. The

output blocks H;, H, .. H, are calculated
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iteratively in the following way, for i from 1

to q:]

K, = u(H,)
Hi eKi(Di) @ D.

@A 32 2 19 Vel [Step 3 is
shown in figure 1.]

j]:+
H

Figure 1 - Iteration of single length hashing operation

6.2.4 CiH| 4 (XI27]) [Step 4 (truncation)]

A4= He w9 29 29 He 713
2&Z LH BlEEZ Ay [ The hash-code
H is derived by taking the leftmost LH bits
of the final output block H,.]

7. double Zo] d4ZE AA 4
3+~ [Hash-functions providing
a double length hash-code]

7.1 7 & [General]

o] oA Hed dHATdFE 2nBt) ZFA
b 72 oty HFEIA= L,Eg AAIO

[ The hash-functions which are specified in

this clause provide hash-codes of length L,

where Ly is less than or equal to 2n.]

AHEE F e ®HE u w7tk s
£ Z¥& 43 F eo Y HAT LK-
HE 7|8 HBAAG, u, vy HE&ELS
ISO/IEC 10118 Al 2 *of ¥WHE Hojdrh
2, u w9 e AATSe nt 3
a3t FAFeZ, Ki 9 K'i grol &4 b=
A ugl vE AYIt} [Two transformations
denoted by u and u’ are used, the purpose of
which is to transform an output block into a
suitable LK-bit key for the algorithm e. The
specificaion of u and u’ is beyond the scope
of this part of ISO/IEC 10118. However, it
should be taken into consideration that the
selection of u and W is important for the
security of the hash-function, In particular, u
and u’ should be chosen such that Ki and K'i

are always distinct, ]

7.2 31413} 74 [Hashing operation ]

e€ n-vE E9Y ¢35 dugE VY IV
€ Zol7t n¢dd 27IFECIH g} VY IV
£ Ve g 43" AN dgsy 2
FAHA AL ISO/EC Al 2 Ko HYE |
Adg. fge) udV)e w(IV) © H2EF
IV 9} IV’ o] Meig]ojof 3} [Let e be an
n-bit block cipher algorithm, IV and IV’ be
two initializing values each of length n. IV
and IV’ shall be selected from a prescribed
set of fixed values, the specification of
which is beyond the scope of this part of
1SO /IEC 10118, Moreover, IV and IV’ shall
be selected so that u(IV) and w(IV') are
distinct. ]
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dolel Dol sl4Z= HE W @AE AA  and H, H, ., H, are calculated iteratively

A ArEt) [The hash-code H of the data D is

calculated in four steps.]

7.2.1 HHAH 1 (28 [Step 1 (splitting)]

dole} D& E2E n-bit D, D, ... Y&
t}. [The data D are split into n-bit blocks
D, D,, ..]

ZFo| - ulxgt £ 4Asx] &8 F 3
H&, dol7t n Bt 3 £ o). [NOTE -
The last block may be incomplete (ie., its

length may be less than n).]

7.22 EMA| 2 (5420|7|) [Step 2 (padding)

ot gt 28] Zo)7t no] HESE HolugE
g QEele Wy ISO/IEC 10118 A
2 79 ¥HE Hojdo dA 4= ISO/IEC
10118 Al 1 F¢ ¥5 Bel 3+ [The data
are padded in order to ensure that last block
has length n. The padding method is beyond
the scope of this part of ISO/IEC 10118.
Examples of such a method are presented in
annex B of part 1 of ISO/IEC 10118.]

7.2.3 EHA| 3 (gH=2)[Step 3 (iteration)]

D, D, ., D& HE71E & ¥ n-HE
gEolth Hot H, & 22 Ve IV'E 4
. 29 829 H, H, .H% H, H, .., H,
e F3L, iE 194 g7A \:ﬂs}oq’ u}
Moz F#8std A"t [Let D, D, .., D,
be the n-bit blocks of the data after padding.
Set H, and H’, equal to IV and IV’
respectively. The output blocks H,, H,, .., H,

2l

Jz r1r O

)

in the following way, for i from 1 to q:]

K, = u(H_,) an K, = u(H)
T, = eK{(D;) @ D, and T,

- eK,i(Di) @ Di
H = Tien H T'itegna and H;;
= T,,[left] || Ti[righﬂ

=4 3& 29 29 Yeblo. [Step 3 is

shown in figure 2.]

7.2.4 THA 4 (Xt27]) [Step 4 (truncation)]

Ly7t #Asd o, ddZ=s HY Ly/27A
A4 9% MESH H9 L/ b 9%
MESS Agste] 448 Lot E5Y o,
HAIEE HY (Le+)/2A 713 9% HE
3% H. 9 (Ly-1)/27) 9% vESS 943
o AAgTh [In case L, is even, the hash-
code is the concatenation of the L,/2
leftmost bits of H, and the Ly/2 leftmost bits
H'.. In case Ly is odd, the hash-code is the
concatenation of the (L,+1)/2 leftmost bits
of H, and the (Ly-1)/2 leftmost bits H’,.]

Z A [Annex A]

(#x) [(informative)]
DEA¢] A& [Use of DEA]

Al /N2 [General]

o] HE2 [ISO/IEC 101189 A 2 HA
Aed AH3AYH P¥Este DEA(ANSI
X3.92)& o] &sle WS A9t DEAE
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D;

D;

7

Ti[left] Ti[righk]

Til\ef!] T"qrigh\)

H

—

T'i[leﬂ] T‘i[rig,ht]

T'i[\eft} Tiiright]

H"‘

Figure 2 - Iteration of double length hashing operation

3t DES@ ooz d#EA do. oy d
HEL [3]e]y [4]e] 71&HJYH(RE C
3). [ This annex presents a way of using
the DEA(ANSI X3.92) in conjuction with
hashing operations specified in this part of
ISO/IEC 10118, The DEA is also known
under the name DES, These methods have

Bt o A

been described in [3] or [4](see annex

C).]

DEA9] 2ol AFEL2 n = 64, Ly = 56
ojt}, [ The parameters for DEA are n = 64
and Ly = 56.]

A.2 Clause 6.2 3}<4}3 =43 [hashing
operation |

IVE 16348 EAlE '5252525252525252°
2 AAS, [IV should be equal to
'5252525252525252" (in hexadecimal notation).]

x:3

B oue &g 2 X = x%.x4 & 64-
1E 2E3 X9 ojARHY el dx. 23
oY = uX)E XA X X X X X
Xip Ksp Xgy HIEEZ fl £ x,9 x,8 '10=2
AR golth. Ade Y& A 1 Y =

X, 10°%, XXX, XX 10.. X, | The transformation u

T
far
fr

it

should be chosen as follows, Let X =
X;X,.. X be the binary decomposition of a 64-
bit string X. Then Y = u(X) is the string
obtained after removing the bits x5 X5 X
Xa, X Xis X5 Xe Of X and forcing the bits
X, and x; to the values '10°, The result is :

Y = %'10°%,X:XeX,XoX10...Xes. ]

Fo| - AT AT FEIFAL
T332 ¥E& £ Ak, [NOTE - The
resulting function is believed to be a hash-

function but may not be collision-resistant. ]
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A3 Clause 7.2 3413 #%4 [hashing
operation ]

e A3ds Y3ttt [IV should be the
same as in clause A3,

IV'e 16742 EA" '2525252525252525°
2 AAIY, [IV' should be equal to
'2525252525252525’ (in hexadecimal notation).

g ue A3 AF Bdsty HE ve

% = XX.XuS 64-B|E 2EH X
dolgt stxt 2F Y = uw(X)
XA Xy Xis Xpyy Xpy X Xegy Xep Xt HIE
S A F x8 x& 0VE AAS grolth
A= g2 2o 0 Y = x01'%,X:XeXrXoX10...
Xg. [ The transformation u should be the

M o do

same as in clause A3 and the transformation
v’ should be chosen as follows, Let X =
X,X,...Xes De the binary decomposition of a 64-
bit string X. Then Y = u(X) is the string
obtained after removing the bits x; Xy, Xo
Xan Xeo Xag Xse, Xeg Of X and forcing the bits
X, and X; to the values ’01’. The result is :

Y = x,'01'XX:XeXrXeXi0... Xe3. ]

Fo| - Adg+e AAgsrgr Lo &

IR J1E 2°H0e DES ¢33E FI3Y
S o AME A Erted FEIY A
2 WolAt} [4] #x. [NOTE - The

resulting function is believed to be a hash-

Fis

function. It is also believed to be a collision-

resistant hash-function in environments where
performing 2* DES encipherment operations
with a fixed key 1s deemed to be

computationally infeasible. See also [4].]

B 2B [Annex B]
(#3) [(Informative)]

o] [Examples]
B.1 7/} & [Generall

o] 2 ISO/IEC 10118 A 2 ¥ 22 A
o Agd s)HZ=ALt ISO/IEC 10118 A
2 ¥ 55 B d¥d Yo7 W g
o)E Bt} [This annex gives examples for
the computation of a hash-code using the
hash-functions specified in annex A of this
part of ISO/IEC 10118 and the padding
methods specified in annex B of ISO/IEC
10118.]

BlolgtA2E YL "Now_is the time_ for
_all_"o g parity HE glE 1634E X
Alg 7HIE ASCIH ZEo|t("_"& o9& ¢
v]) : [The data string is the 7-bit ASCI
code(no parity) for "Now _is the time for

” ”

_all_”, where denotes a blank, in

hexadecimal notation: ]

4E6F77206973207468652074696D6520666F
7220616C6C20°

B.2 Clause A.2 single Z o] #1413 #% [hashing operation(single length)]

HEo]7) ¥ 1 [Padding method 1]
i D,

1 4E6F 772069732074

5252525252525252

H

]

858A260F7391482D
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2 68652074696D6520  858A260F7391482D BDEOGE66A0454081
3 666F7220616C6C20 BDEO6E66A0454081 FF87B67E29BB87B1

ti2o]7] ¥4 2 [Padding method 2]

—

D, H,, H,

4E6F772069732074 5252525252525252 858 A260F7391482D
68652074696D6520  858A260F7391482D BDEO6E66A0454081
666F7220616C6C20 BDEOGE66A0454081 FF87B67E29BB87B1
8000000000000000  FEF87B67E29BB87B1 DI992E6CBDEDIBASL

W N =

B.3 Clause A.3 double Z o] #4374 [hashing operation(double length) ]

G Eol7] ¥¥ 1 [Padding method 1]

i Di H]-l H’J

p—

4E6F772069732074 5252525252525252 2525252525252525
68652074696D6520 858 A260FFD4873A8  49771DD37391482D
666F7220616C6C20  B002740352F7CF4F  CFE8087E1B93CCB2

W N

i H, I

J

858A260FFD4873A8  49771DD37391482D
B002740352F7CF4F  CFE8087E1B93CCB2
42E50CD224BACEBA 760BDDZBD409281A

g Eo]7) ¥ 2 [Padding method 2]

D, H, H’

—

4E6F772069732074 5252525252525252 2525252525252525
63652074696D6520  858AZ60FFD4873A8  49771DD37391482D

666F7220616C6C20  B002740352F7CF4F CFE8087E1BI3CCB2
8000000000000000 42E50CD224BACEBA 760BDD2BD409281A

NIV

HJ 1 H’)

—

858 A260FFD4873A8  49771DD37391482D

B002740352F7CF4F  CFE8087E1B93CCB2
42E50CD224BACEBA 760BDDZBD409281A
2E4679B5ADDICA75 35D87AFEAB33BEE2

LR S I N Y
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_‘?.%C [Annex C] [2] ANSI X392 - 1981 : American
(23) [ (informative) ] National Standard for Information
Bibliography Systems - Data Encryption Algorithm,
[3] S.M.Matyas : Key Processing with
[1] ISO/IEC 9979 : 1991 Information control vectors, J. of Cryptology, Vol. 3,
processing - Data cryptographic n°2, 1991, pp. 113-136.
techniques - ISO standard procedures
for the registration of cryptographic (B2 932 AHgsledd £1& 3 & o
algorithms. A 2 £90A ZALE B30)
oD FEERBNT
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