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( Information Infrastructure )

ABSTRACT

Database & Hackers
(The Emergence of the Cypherpunks)

The Cypherpunks first appeared in the fall of 1992. They made a public
warning about the possible misuse of the escrow encryption system (common-
ly known as the Clipper Chip these days). Subsequent announcement of the
Clipper Chip proposal by the Clinton administration in 1993 proved that the
Cypherpunks are the powerful warriors on the frontline for the absolute total
privacy of citizens.  The public key cryptosystem, the first encryption system
discovered in the private sector, ié very resistant to all known cryptanalysis,
and 1s suitable for use in the internet environment. So the Cypherpunks
want the society where everyone can get total privacy by using public key
cryptosystem. In fact, total privacy for everyone-including tax evaders, crimi-
nals, and terrorists-will change the current society in an unrepairable way.
For example, untraceable digital cash will diminish the power of the existing
nations to the nill, Or the traceable digital cash might lead to a totalitarian
society. There must be a compromise somewhere between the protection by
the public law and the protection by oneself, The Cypherpunks think that
the disappearance of the existing nations is quite natural in the process of
the human history. They also think the future society will be characterized

as the capitalistic anarchy. The choice is in our hands, now.
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