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Unicity Distances, Trapdoors and

Pseudorandomness, B.Colbert,

L.Brown

Q-Deformed Quntaum Cryptography
and a New Eavesdropping Strategy.
J. Hruby

Blind Multi-signature Scheme
Based on the Discrete Logarithm
Problem, P.Horster, M.Michles,

H.Peterson

Some Cryptographic Properties of
Exponential Permutations and
Boolean functions, X.Chang,

Z.Dai, G.Gong

Testing for Independence between
Subsets of Plaintext and Ciphertext
Blocks,
J.Golic

H.Gustafson, E.Dawson,

DESV-1, G.Carter et. al.

The New Draft ISO Standard for
Hash Functions Based on Modular
Arithmetic, B.Preneel

Factoring: the DNA Solution,

D.Beaver

Can you actually sign with error-

correcting codes?, J.Stern

How to use the LUC Digital
Signature Scheme as an Encryption

scheme, N.Demytko

Cryptography-the Business Requi-

rements, M.Ames

STRANDOM-A Cryptographically
Strong Pseudorandom Number
Generator Based on HAVAL,

Y.Zheng
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November 28

8:00 - 9.00 Registration
9:00 - 9.15 Welcome, J. Seberry. J.
Pieprzyk

9:15 - 10:15 Invited Speaker - T. Beth,
European Institute for
System Security,
Multifeature Security
through Homomorphic

Encryption
10:15 - 10:45 Coffee Break

10:45 - 12:25 Secret Sharing

- M. Burmester, Y. Desmedt, and G. Di
Crescenzo, Linear non-abelian sharing
systems and their application to thresh-
old cryptography

- K. Okada and K. Kurosawa, Lower
bound on the size of shares of nonper-
fect secret sharing scheme

- W-A Jackson, K.M. Martin and C.M.
O’Keefe, On sharing many secrets

- K. Kurosawa and K. Okada, Combina-
torial interpretation of secret sharing

schemes
12:05 - 2:00 Lunch

2:00 - 3:15 Stream Ciphers

- M.J. Mihaljevic, A correlation attack
on the binary sequence generators with
time-varying output function

- A. Fuster-Sabater and P. Caballero-Gil,
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On the linear complexity of nonlinearly
filtered PN-sequences

- J.D. Golic, Intrinsic statistical
weakness of keystream generators

3:15 - 3:45 Coffee Break

3:45 - 5:00 Cryptographic Functions

- S. Chee, S. Lee, and K. Kim, Semi-
bent functions

- J. Seberry, X-M. Zhang, and Y. Zheng,
Structures of cryptographic functions
with strong avalanche characteristics

- G-7Z. Xiao and M-X. Zhang, Maximum
correlation analysis of nonlinear com-

bining functions

November 29

9:00 - 10:00 Invited speaker - Catherine
Meadows, Naval Research
Laboratory, USA,
Formal Verification of Cry-
ptographic Protocols:
A Survey

10:00 - 10:30 Coffee Break

10:30 - 12:10 Protocols

- Y. Yacobi, Efficient electronic money

- V. Niemi and A. Renvall, How to pre-
vent buying of votes in computer elec—
tions

- C. Boyd and W. Mao, Design and anal-
ysis of key exchange protocols via secure
channel identification

- A. De Santis, T. Okamoto, and G.
Persiano, Zero-knowledge proofs of
computational power in the shared

string model

Free Afternoon

6:30 -~ 10:00 Rump Session

November 30

9:00 - 10:00 Invited speaker - Hideki Imai,
The University of Tokyo,
Information security aspect
of spread spectrum

10:00 -~ 10:30 Coffee Break

10:30 - 12:10 Authentication and Digital
Signature

- R. Safavi-Naini and L. Tombak,
Combinatorial structure of A-codes
with r-fold security -

- P. Horster, H. Petersen, and M.
Michels, Meta message recovery and
Meta blind signature schemes based on
the discrete logarithm problem and
their applications

- M.M. Alabbadi and S.B. Wicker, A dig-
ital signature scheme based on linear
error—correcting block codes

- P. Beguin and J-J. Quisquater, Secure
acceleration of DSS signatures using

insecure server

12:10 - 2:00 Lunch Break

2:00 - 3:15 Cryptanalysis

- D. Atkins, M. Graff, A.K. Lenstra, and
P.C. Leyland, The magic words are
squeamish ossifrage

- E. Biham, Cryptanalysis of multiple
modes of operation

- T. Tokita, T. Sorimachi, and M. Matsui,
Linear cryptanalysis of LOKI and
s2DES
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3:15 - 3:45 Coffee Break HEB 7 9993 74

3:45 - 4:35 Hash Functions General Chair:

- Jacques Patarin, Collisions and inver— Jennifer Seberry
sions for Damgard’s whole hash func- Department of Computer Science
tion U. of Wollongong

- C. Charnes and J. Pieprzyk, Attacking NSW 2522, Australia
the SL2 hashing scheme Phone: +61 42 214327

4:35 ~ 5:25 Key Distribution Fax: +61 42 214329

- K. Kurosawa, K. Okada, and K. e-mail’ jennie@cs.uow.edu.au

Sakano, Security of the center in key
Organizing Committee

Margot Hall (U. of Wollongong,

distribution scheme

- T. Matsumoto, Incidence Structures for

Key Sharing Australia)
Mark Arnold (U. of Wollongong,
December 1 Australia)
Ghulam Chaudhry (U. of Wollongong,
Australia)
9:00 - 10:15 Public Key Cryptography .
) ) j Ahmad Dastjerdi (U. of Wollongong,
- P. Smith and C. Skinner, A public-key .
d a digital signature Australia)
cryptosystem and a dig J Nitin Devikar (U. of Wollongong,
system based on the Lucas function Australia)

- M. Abe and H. Morita. Higher radix Mansour Esmaili (U. of Wollongong,

nonrestoring modular multiplication

Astralia)
algorithm and public-key LSI architec- Bill Forsyth (U. of Wollongong,
ture Australia)
- K. Kurosawa, K. Okada, and S. Tsujii, Hossein Ghodosi (U. of Wollongong,
Low exponent attack against elliptic Australia)
curve RSA Shahram Lang (U. of Wollongong,
Australia)
10:15 -10:45 Coffee Break Justin Lister (U. of Wollongong,
' Australia)
10:45 - 11:35 Block Cipher Algorithms Anish Mathuria (U. of Wollongong,
- L. O'Connor and J.D. Golic, A Unified Australia)
Markov Approach to Differential and Viswanathan Narain (U. of Wollongong,
Linear Cryptanalysis Australia)
- E. Biham and A. Biryukov, How to Colin Spargo (U. of Wollongong.
strengthen DES using existing hard- Australia)

ware
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Program Chair:

Josef Pieprzyk

Department of Computer Science
U. of Wollongong

NSW 2522, Australia

Phone: +61 42 213872

Fax: +61 42 214329

e-mail: josef@cs.uow.edu.au

Program Committee:

D. Beaver (Pennsylvania State Univ.,
USA),

E. Biham (Technion, Israel),

C. Chang (Chung Cheng Univ., Taiwan),
Z. Dai (Academia Sinica, PROC),

o FERBN

Y. Desmedt (U.of Wisconsin, USA),

T. Itoh (Tokyo Institute of Technology,
Japan),

T. Matsumoto (Yokohama National
Univ., Japan),

A, Odlyzko (AT&T Bell Laboratories,
USA),

T. Okamoto (NTT, Japan),

B. Preneel (Katholieke Universiteit
Leuven, Belgium),

R. Rueppel (R3, Switzerland),

R. Safavi-Naini (U. of Wollongong,
Australia), '

Y. Zheng (U. of Wollongong, Australia).
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