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1991d CD(Committee Draft),

19923 DIS(Draft for International

Standard)7} &3, 19939 IS(International Standard)7} %31 1998\ 11} ZAEJ} I
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1.4 # (Scope)

ZAEF ISO/IEC 10118L AAHEFE 4
stn] wpetr 15, FAAT EAEH MB2E T
At A4€ 4 ok ISO/IEC 101189 =
B FEAAN 4o YH2EY L HolHAE
Holgl F2m FHAEHL demsst FErt.
(International Standard ISO/IEC 10118

specifies hash-functions and is therefore
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applicable to the provision of authentica-
tion, integrity and non-repudiation ser-
vices. For the purposes of all parts of
ISO/IEC 10118, the input string of a
hash-function is called a data string and

the output string is called a hash-code.]
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A ISO/IEC 9797& #=x3%t2t. (NOTE
- In contrast to -he calculation of a
Message Authentication Code (MAC).
the goal of which is to ensure authen-
tication of a message employing a
secret key, the generation of a hash-
code does not involve a secret key.
For the calculation of the MAC the
user is referred to ISO/IEC 9797.)

o] ISO/IEC 101189 Al 1¥eM & ©] =
BEFe BE O& RidA TEHLE AMLHe
e, 715, g a7x7E 7=t (This
part of ISO/IEC 101.8 contains defini-
tions, symbols. abbreviations and require-
ments which are common to all the other

parts of this International Standard.)

2. 80| A9l (Definitions)

ISO/IEC 101189 EE& R &AM thgo &
o] Foj7} AL} (For the purposes of all
parts of ISO/IEC 10118, the following
definitions apply :)

2.1 =¥ AYY AT (collision-
Do

resistant hash-function)

54 2E HAWT

1o 288 X E AME TE F oY ™
= 2E A& A 49 E7H53th. (A Hash-
function satisfying the following proper-
ty: - it is computationally infeasible to
find any two distinct inputs which map

to the same output.)

AN da bsde A% Agael 54
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(NOTE - Computational feasibility
depends on the user’s specific secu-

rity requirements and environment.)

2.2 dlelel2E" (dlo]8])(data string
(data)) : s§& e 4 vIEAER,
[The string of bits which is the

input to a hash-function.)

2.3 #4lZE=(hash-code) : S35 2
gol H|JE~E® [The string of bits

which is the output of a hash-

function.]

T Bde dHz= Z2A Y ¥ oA
& Zte v ol & AE3tn Ut ¥A
Azzo, 2AAEZ3=, 9% 4 A,

gl gk 3 &3 o] 1 dojtk. [NOTE - The
literature of the subject contains a
variety of terms which have the
same or similar meanings hash-code.
Code,
Manipulation Detection Code, digest,

Modification Detection
hash-result, hash-value and imprint

are some examples.]
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2.4 4

3

¥ (hash-function)
Bheel £ 7k 4ae BEeke 173

9 Zole} MEAEY 02 g ATl FF

(A function which maps
strings of bits to fixed-length strings
of bits, satisfying the following two

properties: -~ it is computationally
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infeasible to find for a given output

an input which maps to this output:

- it is computationally infeasible to

find for a given input a second input
which maps to the same output.]

Fl #d 28 AT AU v oy

Ze g 8018 AHgstn Ao 4=

e 47t 2 oot [NOTE. 1

- The literature of the subject con-

,

tains a variety of terms which have
the same or similar meaning as
hash-function. Compressed encoding
and condensing function are some

examples.)

B2 A dgrtede 5= ArEALe] 53
@ w279 B AL B
{NOTE2 - Computational feasibility
depends on the user’s specific secu-

rity requirements and environment.)

2.5 #%7|3k(initializing value) : #1413
Zo AP gosted A4 3k (A
value used in defining the starting

point of a hash-function.]}

2.6 ©Hl&°]7l{padding) : HelEl2EZ]

Z71A0 HEZ Hol: [Appending

extra bits to a data string.]

7159} eFof (Symbols and
abbreviations)

ISO/IEC 101189 2E % oA t}&e 7]
%9 9Foi7} b€}, (Throughout all parts
of ISO/IEC 10118, the following symbols

and abbrebiations are used:)

D tiol&l (Datal

H i+ Z=[Hash-code)

1V %7]g(Initializing value)

Lx HE2EH X9 vE Zo|(Length
(in bits) of string of bits X)

XY HEXEZ X9 Y9 92 (Concatena-
tion of strings of bits X and Y)

X@Yy HEXEH X Y ey =%
[Exclusive-or of strings of bits X
and Y]

REHEA Eg qe X 4\3]E7}7].¥

= A Zof] 210
At} (All strings of bits are written with

the first bit in the leftmost position.]

4. 9F /\}%L[Requirements]}

HAFFE ol837] 9A8iA, Foste AAE
< ZA7te] AAle] BN ATl HEA B
HolE g AMgajobiie). ofw o
AA7} AT E H &8t Aol ul
olElE Teojd Bz FFsof 2 F=
t}. (The use of a hash-function requires
that the parties involved shall operate
upon precisely the same data, even
though the representation may be
different in each entity’s environment.
This may require one or more of the
entities to convert the data into an
agreed representation prior to applying a

hash-function.]
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hash-functions specified in ISO/IEC
10118 use one (or more) initializing
value(s). In this case. provisions shall be
made in order to ensure that the entity
which produces the hash-code and the
one which checks it shall use the same
initializing value(s). Examples of such

provisions are presented in annex A.]

ISO/IEC 10118 &€ | a4 goll A
€ HH2ERE aTFHE Holg ©EY] Y
HEe)7)17F Besin. giiel7] BHE Qe
7t 2% ISO/IEC 101189 2zt B2 243
g Ak, o2 Hle o 5 Bel AAHY
2ich. {Some of the hash-functions speci-
fied in ISO/IEC 10118 require padding,
so that the data string is of the required
length. The padding methods may be
specified each part of ISO/IEC 10118
where padding is needed. Examples of

such methods are presented in annex B.)

2% A (Annex A)

3 (informative)
&71%kll g kW (Guidance
on the initializing value)

7

ol
38 #%

- Sl g ) Adeich o)z Hed gt

- dH 2 diolele) AZA(Ze), de )l F3¢
< @& ol & £ 9. {An initializing

value can be chosen in a variety of

—_—

;e o ez Add9d 3o 9

e b
rlo

i

ways: it can, for example, be! - a fixed
value: - a value randomly chosen at

each execution of the hash-function:

- a value depending on one or more
characteristics of the data to be
hashed(length, type, etc.))

o] ISO/IEC 10118 A 1-‘?—9—1 44 &
A A% ol g Rshe YAt 2e
N%E AEHE AS HEAHI] A AAL B
Sojof gtz Hejdlth olze 1Y @ A
&3tz 7hgsitt. Edste AAAA Z27)gkol
deiA A g%s Aede FELS
Ho g deso]of gt} A& Eof Ve 842
o} dAs dAEAME 7Y dHo] 8 #
A}, (Clause 4 of this part of ISO/IEC
10118 states that provisions shall be

CEEL]

]
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Fohe

made in order to ensure that the entity
which produces the hash-code and the
one which checks it use the same
initializing value. This can be achieved
by using a fixed value. Where the initial-
izing value is not previously known to
the checking entity. it is to be conveyed
in a manner which ensures its integrity.
For example, the IV may be concate-
nated with the hash-code and input to a

digital signature mechanism.)

22 B(Annex B)
1 ((informative))
tlEo]7] ¥ (Padding methods)

ISO/IEC 10118¢] tt& R & 4&d A
H AAIZE=EE AME o el e A
of 3t 7B +x At o] ¥ F 7hA] We)
AA s glet. 2=t A Ao} gt )
olgje] Hol7} siAZ=S HEANA dHA U
A Foid glEolr] ¥y 27t Axndn. glEele
HIEE dolEl9} o] ARAHAAY Blld dart
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itk AEAE QEcle HEZ} volEd ¥35
A=A & 4 slth. [The calculation of a
hash-code, as specified other parts of
ISO/IEC 10118, may

selection of a padding method. Two

require the

methods are presented in this annex. If
the length of the data for which the
hash-code is to be calculated is not
known by a verifier of the hash-code,
then padding method 2 is recommended.
The padding bits (it any) need not be
stored or transmitted with the data. The
verifier shall know if the padding bits

are included in the data.)

e ] (Method 1)

AR AR ol & HolHe 75
 Zolg wE7] Al FaT HaPe] ZelnF
‘O HEZ g2, [The data for which
the hash-code is to be calculated are

appended with as few(possibly no) 0

bits as are necessary to obtain the

required length.)

W 2 (Method 2)

27t AxtsolAol & dlolEE 3t
THIEZ gdEd3th o]8A REAR Helee
275 Zolg wEY] 3l o Hag 2
olftF O HIEZ REAZ} (The data for
which the hash-code is to be calculated
are appended with a single 1" bit. The
resulting data are then appended with
as few(possible no) '0' bits as are

necessary to obtain the required length.]

U 2x & AT 1MEV REAHG
(NOTE - Method 2 always requires
the addition of at least one padding
bit.)
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