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(Real-time Intrusion-Detection Parallel System for the
Prevention of Anomalous Computer Behaviours)
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QOur paper describes an Intrusion Detection Parallel System(IDPS) which detects an

anomaly activity corresponding to the actions that interaction between near detection

events. IDES uses parallel inductive approaches regarding the problem of real-time

anomaly behavior detection on rule-based system. This approach uses sequential rule

that describes user’s oehavior and characteristics dependent on time, and that audits

user’s activities by using rule base as data base to store user’s behavior pattern. When

user’s activity deviatss significantly from expected behavior described in rule base,

anomaly behaviors are recorded. Observed behavior is flagged as a potential intrusion if

it deviates significantly from the expected behavior or if it triggers a rule in the parallel

inductive system.
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Target System Intrusion Detection

@ Subject: Users(User, Expert Systerm(IDFS)

Passwd, System,...)
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@ Activity Rule
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AUDIT-RECORD RULE

Condition :

Body :
END

new Audit.Record

Audit.Record matches Profile
Profile.Variable Type = t
AuditProcess(Audit-Record, Profile):
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PERIODIC-VARIABLE-UPDATE RULE
Condition : Clock mod p = 0
Profile.Period = p
Profile. Variable-Type =t
Body PeriodProcess(Clock, Profile):
END
(3) B4 BlRE 7 @ 23 FIFAA 4 FJ8 EH A,
@ ML HAFY g2Tst FHAA FoR
N2 X2 off 2P}
ANOMALY-RECORD RULE
Condition : new Anomaly-Record
Anomaly-Record.Profile matches profile-pattern
Anomaly-Record . Event matches event-pattern
Body : PrintAlert(’Suspect intrusion of type.. .
Anomaly-record):
END
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PERIODIC-ANOMALY-ANALYSIS RULE
Condition : Clock mod p = 0
Body: Start = Clock - p:
A = SELECT FROM Anomaly-Records
WHERE Anomaly-Record.
Time-stamp)Start:
generates summary report of A:
END
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(® Object_name : ¥ " 2A &

@ Object_type : 9&d Ex 29| e

® Priviledges_used :
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® Status : 282 Ay
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@ Event_type : File & A&

@ Event_time : 10_MAR_1993 09:23:03

® Process_ID : 00000082

® Image_name @ DISK:BACKUP.EXE

(® Object_name :

DISK : AUTHORIZATION.DAT
® Object_type : FILE

@ Access_Requested :

WRITE, CONTROL

Status : NORMAL, Normal
succesful completion
® Priviledges_used : SYSTEM
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While (delete (any_M0))
{ notify( );
If (node = confirmed)
then { Al_request( );
Wait_Al_request( ):
Al_confirmed( );
report_to_user( ); }
else If (node = non_confirmed)
then { Al_request( ); }
else If (error( })
then {
retransmit( ); }
system( );
exit( ); 1}
While (receive_Al_request( ))
{ information_collection( );
diagnose( );
recovery_procedure( );
Al_report_indication( );
If (node = confirmed)
then { Al_request( ); }
system( );
exit( ); 1}

e E s PAE BE Axdd Qe A
Qo] oJalo] A H AT
8919 Au) 2o Bap sd€ G a2y
B A2 A5 e ml-z—

Az delel £ 392 A 5, o8

e Aade] AGRIA A AT EG
32 A8 429 24 3& 429 AF o
Aol AWE AP SR

AE e A2EE PN BE A2dloz AT

n\l

? A3 bolEHE $Ystn, &x ZzHAe

Atgste] Bt HaE A%

M ox

3 Lxg :):E,z-" }\

AH&A A A F g

AAZE A)-=A] BE A 2"AA AL The
g PEo B4 AY-vA B 29 7 A
S AL 7IRe R ste F2 W Hgsidt
A 23 FY57] A AAH AL 7wl
A Nadlez 7EE £ Ad wEHd 2

92 FF & BAE 28] st FE 7B
(Inference Engine)$ ¢|&38t1 v}, duty
d FE Axde ZF Ao B dlo|HE
Abgste] ARE Ao 299 TS AHde
Rolth, 2Y, WEAT A 2wl B4 4
Ae AA-gA9 2q TAE st Az
o Axn B3 wol€e AN red #Hd @

g 71%9 H2E 5 A4 dlolx 12l o2
@751—5—]._‘:_ ﬁt;‘d W o) A ;\]z\alo] elz]7)ul A] A6

oz Avad. An 24 HBe 7 delel
2ANA B2 24 AL FEE A8 9



HE A HFE A BAE A AN A BA HE Aadd B¢ A7 41

223 7% Aul2st A3 dolHE B4

AS oAgA £BE S e, we g 2
Q7w Yas 2a8d dioz A

A7k BA T2Asd BEYL
2

A-FAE g
BY EXARES 42T RIS e 2
d-27 BE Axge] END 7Y THHe
Aoz YEYA AAAL Jgdtt = o
= A E ste A2ET A A9 AAE BE A
ago] EAgta, 74 AN E e AarE FA
£ 3t Al2dd o] ol Fold £ Jlen Z
AAE e Alx" Alold AF A o] e
Afolth B, 7 AZAZH Alelds 3 xE
Alzdo] EAE 4 9tk B Al2®e o ==
7t 22 £ ke A% CAlolY] 3 AlaRlelgt

AHET. B dAE AY-8A 2AnE 32
;}h U @Zde Age Bge Holwl, :—w
2s Aoz AUt Wb, DS
3 g A1 49 23 oE g4 /\lé%ﬂ
el A%ol Basich
shie Alzwlo] Al Thel ZAE
2% A, B, C%} A= iz 1 e e
NzH A7} Bl A4 ATel S 5F U

Ao g FAlste Az ATstn, Axw C
= A28 Boe] 3% A% o2 E Ao A
HolA ATE A% A4 W 2% Algaie g
Mgt T Axo he A4 4AE e W9
2y PAZ we A2 Brl 534F 7%

gg_h

2A % 2e A

4,
s
M
3
ﬂﬂl
>
)
pacA
o) ‘Q
rlr
S
o
(2
)
ek
fr

91
e
ox
iy
1)
g
>
>
o
o Mt ¥ o

SR A A FHA
A 8T8 & Ak, we

BEAAE ZICQ_El-x] Bnuo ZHag

o

o°=l«.

e

P

£

a:)

Ko

flu

=)

&L R

N, fo o
A

oo of

i3
>
Jlop
rlo
>
oo
DI
i
i
o %
£
1)
fiAA
i
)
>
4o

A

L2 o Kot L2
i3
moé

2
t
%
T ]

3% A mE A BuE FE 73
vehiE thes 2ok o714, vES)

e —g 7132 AgHYeR, 3 =

ft
o

4 r2 o
i

£ AYHYT. A > BE A% B Aol 42 S
of ] e}

fail fail
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success
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1. IF (C1l: The call-setup between A
and B is failed)
THEN A or B may be failed.

2. IF (C2: The call-setup between C
and B is failed)
THEN C or B may be failed.

3. IF (C3: The call-setup between A
and C is successed)
THEN (P1: B must be failed.)
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Time-based Inductive Machine Qutput

;11 Following are some of the more

interesting rules discovered by TIM.,

rule7291: #3(RULE DESCRIPTION

((NIL(AND(TREATMENT(X) =A)) ({(80

87))((65 67)) (=((15 200 HNIL T T))
(NIL(AND(TREATMENT(X) =C)) ({(140

157))((32 50)) (= ({90 125)))NIL T T)))

CHILDREN NIL

PARENTS(rule7044 rule7002)

COVERS-EPISODES(episode6885
episode6884 episode6886 episode6887)

ENTROPY 0.56233513

EMER 0.5004024

P-COVERED 3

N-COVERED 1

TOTAL-COVERED 4)

rule7266: #S(RULE DESCRIPTION
((NIL(AND(TREATMENT(X) =C)) (((140
157))((32 32))(=({90 125)))NIL T T)))
CHILDREN NIL
PARENTS(*ROOT*)
COVERS-EPISODES(episode6886
episode6884 episode6885)
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ENTROPY 0 PARENTS(*ROOT*)
EMER 0 COVERS-EPISODES(episode6888

P-COVERED 2
N-COVERED 0
TOTAL-COVERED 2)

rule7024: #S(RULE DESCRIPTION

((NIL{(AND(TREATMENT(X)=C))

(((80 8M)((67 67))(=((15 20)))NIL T T)))

CHILDREN NIL

PARENTS(*ROOT")

COVERS-EPISODES((episode6886
episode6884 episode6885)

ENTROPY 0O

EMER 0

P-COVERED 2

N-COVERED 0)

rule7044: #S(RULE DESCRIPTION

((NIL(AND(TREATMENT(X)=C))
(((140 157))((32 50); (=((90 125)))
NIL T T)))

CHILDREN (rule 7291)
PARENTS(*ROOTY)
COVERS-EPISODES(episode6889
episode6887 episode6886 episode6884
episode6885)

ENTROPY 0.67301166

EMER 0.6365142

P-COVERED 3

N-COVERED 2
TOTAL-COVERED 5)

rule7002: #S(RULE DESCRIPTION

((NIL(AND(TREATMENT(X)=C))

(((80 87))((65 67)) (= ((15 20)))
NIL T T)))

CHILDREN (rule7291)

episode6887 episode6886 episodebd84
episdoe6885)

ENTROPY 0.67301166

EMER 0.6365142

P-COVERED 3

N-COVERED 2

TOTAL-COVERED 5)

.+1 learning from multiple sequence

.55 The fule to be found is
(exist(>=1)x(forall y(linked(x y))) —

k in two time units

.+ Definition of “linked”, which is a
commutative binary predicate
++ {for undirected graphs).
The classifying event is defined as

.+ the propostion "k”

(define-functor 'linked:commutativity
t:arity 2:type "boolean)

(define-functor 'k:commutativity t:arity
p:type 'boolean)

(define-k-exp'(k() =t))

v+ Definitions of assumptions

(define-asusmptions
‘closed-world ¢
‘sequence t
‘induction-type ‘characteristic
‘strategy ‘conservative
:labeling ‘event-labeling

single-named-object nil)

.+ Definition of backgound knowledge: a
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node is assumed to be linked
13 to itself.

(define-bk-rules’ ({forall x(implies
t(linked(x x) = t)))))

7 Allows no embiguity so that only

perfect rules will be found.
(setq uniformness-threshold 0)
. Definition of episode #1

(define-event ell
(make-event
‘objects “(abcd)
description’(and(linked(a b)))
‘time 1))
(define-event e12
(make-event
objects’(a b ¢ d)
:description’(and(linked(a b))
(linked(b ¢)) (linked(c d)))
‘time 3))

(define-event el4
{make-event
‘objects’(a b ¢ d)
‘description’(and(linked(a b))
(linked(c d)))
‘time 4))
(define-event el5
(make-event
‘objects’(a b ¢ d)
:description “(and(linked(a b))
(linked(b ¢})(linked(b d)))
‘time 5))

(define-event el6

(make-event
‘objects’'(abcde)
‘description’(and(linked(a b))
(linked (b ¢))(linked(c d))
(linked(a d))(linked b d)))
‘time 6))
(define-event k1
(make-event
Tobject ()
‘description’ ((k))
‘time 7))
(define-episode’(ell el2 e13 el4 el5
el6 k1))
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