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HE AREE old A e A 3AE ZE
g x5 2rl. (This part of ISO/IEC 9798
specifies entity authentication mechanisms
using a public key algorithms. Two mech-
anisms are concerned with the authenti-

cation of a single entityf(unilateral
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authentication) while the remaining are
mechanisms for mutual authentication of
two entities. A digital signature is used to
verify the identity of an entity. A trusted
third party may be involved.]
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|{H¥el W48 AM2%Y. [The mechanisms
specified in this part of ISO/IEC 9798 use time

variant parameters such as time stamps,
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sequence numbers, or random numbers, to
prevent valid authentication information

from being accepted at a later time.)
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©ogd WY de. dwezol 2ael 14l
Bostn, AEAZoE (A& 7Yl weh) 33

W2 438]e] Mol sttt (If a time stamp
or a sequence number is used, one pass is
needed for unilateral authentication, while
two passes are needed to achieve mutual
authentication. If a challenge and response
method employing random numbers is
used, two passes are needed for unilateral
authentication, while three or four passes
(depending on the mechanism employed)
are required to achieve mutual authent-

ication.)

2. 383 (Normative reference)

FAlels AT BE 282 N
B [SO/IEC 97989 A 3
= AHFES ofefid] WA BEe] HA HEES
stop ®7] whett}. IECSH ISO9 sl Ee] 4l
A BEE el g

(The following standard contains

provisions which, through reference in this

text, constitute provisions of this part of

ISO/IEC 9798. At the time of publication,
the edition indicated was valid. All
standards are subject to revision, and
parties to agrcements based on this part
of ISO/IEC 9798 are encouraged to
investigate the possibility of applying the
most recent edition of the standard
indicated below. Members of IEC and ISO

maintain registers of currently valid

International Standards.]

[SO/IEC 9798-1: 1991,
technology - Security techniques - Entity

Information

authentication mechanisms - Part 1:

General model.

3. Aelek 714

(Definitions and notation)

[SO/IEC 9798 A 3 R+ ISO/IEC 9798
A 17l A s FHelet rIHE HEdn.

(FFor the purposes of this part of
ISO/IEC 9798 the definitions and notation
described in ISO/IEC 9798-1 apply.)

4. 87271 (Requirements]
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AbSEtE ol e MEE HET ¢ 9ot
(In the authentication mechanisms spec—
ified in this part of ISO/IEC 9798 an entity
to be authenticated corroborates its
identity by demonstrating its knowledge of
its secret signature key. This is achieved
by the entity using its secret signature key
to sign specific data. The signature can be
verified by anyone using the entity’s public
verification key.]

fe] Q1ZF 7ol = et 22 3%&7&01 A
thoolE Tl shuete F5HA gow 15 At
£ EZATIAG old " = giA €. (The

authentication mechanisms have the
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following requirements. If any of these is
not met then the authentication process
may be compromised or it cannot be

implemented.]

a) A5Ad A=
oF @}, [a)

valid public key of the claimansz.)

FAAe HED FHI7H 2ol

) A verifier shall possess the

Ao AlE Aalute] an gla AMEE F
L vl Ao o gct. [b) A

claimant shall have a secret signature
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key known and used only by itself.]

F AFAE ol sk o] FAIT TANVIE Ae

7R ol th(RE B ). e <1F
A, Bel #H7E [SO/TEC 9798 A
15 dlolubs Aol wrhe W e
le A 3z27F AL Fr U

gl 9le NE g

= A 7Ho1 ;\] ;] = 213750 g
k. [Note - One way of obtaining a
valid public key is by means of a cert-
ificate(see annex B). The generation,
distribution. and revocation of certif-
cates are outside the scope of this part
of ISO/IEC 9798, There may exist a
trusted third party for this purpose.
Another way of obtaining a valid public

key is by trusted courier.]

5. 21= 7|¥ (Mechanisms)

71estE AALFE 7INES A 4R J

Al-8- 5¥D}—

). [The specified entity authentication
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mechanisms make use of time variant
parameters such as time stamps, sequence

numbers or random numbers(see annex ()]

[SO/IEC 9798 Al 3 oAM= b3} Ho] E
& el o)

Y)

Token = X, | FXlsS, (Y - Y,

Mgk dole" = Ao i glF¥ o A}
g Y e Y E keI A ekA] ek

Holel "= "X, | ' Xi"& 7Fe)zic-. (In this

fo oo

part of ISO/IEC 9798, given a token
defined as

Token = X, | [X Sy (Y- 1Y)

the “signed data’ refers to Y, | - Y/

used as input to the signature scheme and

the “unsigned data” refers to "X, ' - | X"}

gael MR voleel Y PRE Al
B9 5 Qow mael Austd ge dolHe
= o] FEE ZFA7IA ot ®rHISO/IEC
97965 o &

in the signed data of the token can be

,‘

Zz). [If information contained

recovered from the signature, then it need
not be contained in the unsigned data of
the token(see, for example, [SO/IEC

9796) .}

el e delee i Pu(dE 5u,

Haah & Akt ojul ¢ e, At
B Eitel Aqusha] e dlolH s of ARE

F¥RMAIF)A] gobre ¥k, (If information in the
signed data of the token (e. g., a random
number) is already known to the verifier.
then 1t need not be contained in the
unsigned data of the token sent by the
claimant.]

otefe] 1% FIEolAM
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o 28 ot H2E d=of AR tie
He 22 Aol gtk [All text fields specified
in the following mechanisms are available
for use in applications outside the scope of
this part of ISO/IEC 9798 (they may be
empty). Their relationship and contents
depend upon the specific application. See
annex A for information on the use of text
fields.)

F d5A19 28l ISO/IEC 9798 A 379 1
EEQIF 7oA AFAME B
£ AL A9 Algeolnt. (NOTE - As the
distribution of certificates is outside the
scope of this part of ISO/IEC 9798, the
sending of certificates is optional in all

mechanisms.)

5.1 YUF

(Unilateral authentication)
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authentication means that only one of the
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two entities is authenticated by use of the

mechanism.]

5.1.1 18 & o

(One pass authentication)

o] Q1& YE e FAA A7l 91F HAE A3
st FHAA AE AEA B/ AF@n. AlAaEv
AWM E AT o] & AT 2H /A
A g TAGH(FE C FE). (In this

authentication mechanism the claimant A

>~
A

initiates the process and is authenticated
by the verifier B. Uniqueness / timeliness

is controlled by generating and checking a

time stamp or a sequence number(see

annex C).)

13 A AdF 71HE 2 1 veuiA.
[(The authentication mechanism is illu-

strated in figure 1.)

(1) CertA || TokenAB

B 2)

a8

T332 A7t 432 BllAl EUli= EE(Token
AB)9] A& thg3} At [The form of the
token (TokenAB)., sent by the claimant A

to the verifier B is:)

TokenAB = [ || B Text2 [|sS,() | Bl Text1),

ojuf TR} A AlZbHo] BlL R UMD
U AIZEE T, 5 AT AlBRo] Wge 3
Aot HAEAe] J1ed qF¥H Fo] o] FoiA =
8o ub} H93hch. [where the claimant A

uses either a sequence number N, or a time

Z

ol

P

stamp T, as the time variant parameter. The
choice depends on the technical capabilities
of the claimant and the verifier as well as

on the environment.)

1 =533 A5 olele dA7 EES BolE
AE %47] $sted AA" BE Token
ABSl A™ 3 dolHdl ZFA|Ak g},

(The inclusion of the identifier B in

°f

fr

the signed data of TokenAB is nece-
ssary to prevent the token from being
accepted by anyone other than the

intended verifier.]

ditdes 92EQE o A% A <

o
RS

FEA e (In general, Text2 is not

authenticated by this process.)
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3 ol 1% AW @ s $go ARt
UT-(FEF A FH=E).
this mechanism could be key distribu-

tion(see annex A).)

(1) A= Bl TokenABE Hultd, ASHE
Huls A2 A9 Atgelth. [A sends
TokenAB and. optionally, its certifi-
cate to B.)

(2) TokenAB7} 9l WAIA & @od Be &
of B8 & gt [On receipt of the
message containing TokenABR, B
performs the following steps:]

(i) A9) Q15N E AZsAY 11 vt wo
2 Az 7F A9l frE” FA7E 2ta ol
&% s

possession of a valid public key of A

(It ensures that it is in

either by verifying the certificate of

A or by some other means.)

(DA ZTEY dHEHEE FA et E o
U= A2l MEE 353 5. TokenAB9
A dojEo] Q= AHY P (RB)Y

wrel AA Be ns AAEH geAE
ZAE o 24 TokenABE 7 ZF3ot,
[It verifies TokenAB by checking
the time stamp or the sequence
number, by verifying the signature
of A contained in the token and by
checking that the value of the
identifier field (B) in the signed
data of TokenAB is equal to entity
B’s distinguishing identifier.]

5.1.2 23 & &
{Two pass authentication’

ol A% VM BER B 9% A4 E A4}

(One application of

o =G4 AZ
olE FAMge 2N mHA / HAAE

Aot Gt ReE AN
A
& C #x). (In this authentication
mechanism the claimant A is authenticated
by the verifier B who initiates the process.
Uniqueness / timeliness is controlled by
generating and checking a random number

RB(see annex C).)

23] Af QAF 7IHE 29 20 YA}
(The authentication mechanism is illust-

rated in figure 2.)

(1) Ry || Textl
A B 3
(2) CertA || TokenAB

g 2

T42F AZ7F A5 Bl Al EHE E2(Token
AB)9 ¥4 &3 #Zd. [The form of the
token (TokenAB),

to the verifier B is:]

sent by the claimant A

TokenAB = R, || Ry || Bl Text3 || s5,(R, | R, || B || Text2).

TokenABell X W= Bel %3} o]ty He A}
Fgog o] QF 7IYe] o] &5 #Fd G
t}. [The inclusion of the parameter B in
TokenAB is optional. It depends on the
environment in which this authentication

mechanism used.)

@ Q1 71HE A3yl ¢4 B7E Apale] A
b odlolE] el e A9l M-S dEe A

& 7] 98] TokenABol= Yok R 9

o olE Eel, A7t BYE 718 AA AT
ol9le] BAO0ZT AE-5F o) o]# 3} ot
Zx7} "dasith. (NOTE

number R, is present in TokenAB to

—

~ The random
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(1) B= 4k

(2)

prevent B from obtaining the signature
of A on data chosen by B prior to the
start of the authentication mechanism.
This prevention may be required, for
example, when the same key is used
by A for other purposes in addition to

entity authentication.]

R& E+=d,
S Aol HUle RS A¢Y Argeltt. (B
sends a R, and,

optionally, a text field Textl to A.]

dAE He Textl

random number

A% BolAl TokenABE Huledl, AFME
HUlE= 2o A alglolt}t (A sends Token
AB and, optionally, its certificate to B]
TokenAB7} e WiAIAE W& w, B
ke #HE gt

the message containing TokenAB, B

(On receipt of

performs the following steps:)

(i) A9] JIFAME AZFsHAE 2 5re] W e
2 A9 HEI INE Za USE
Ql gk,

possession of a valid public key of A

(It ensures that it is in

either by verifying the certificate of
A or by some other means.]

(ii E&el e Ao MEE HF 7+
(DA Aol Al Bl wh4=¢k Ry7F Token
ABe| A deolHo] sle Fakat &
o218 ZAMEFC 2 A TokenARE A=3
t}. (It verifies TokenAB by checking
the signature of A contained in the

token and by checking that the

o]—’7

random number R,, sent to A in

step (1), agrees with the random
number contained in the signed

data of TokenAB.)

5.2 A%z el= (Mutual authentication)

AFoled AF7IHE AHE3le F B4l A

= <+ 9u)gct. (Mutual
authentication means that the two com-
municating entities are authenticated to

each other by use of the mechanism.]

FE%EE 3k7] flEl 5.1.13) 5.1.2004 7<%
F 71¥Eel 5.2.13 522004 Z4zb gkt
AN E AAAE v | 27 o 5 A
ol #y ol FrrECt
described in 5.1.1 and 5.1.2 are extended

in 5.2.1 and 5.2.2 respectively, to achieve

{(The two mechanisms

mutual authentication. This is done by
transmitting one further message resulting
in two additional steps.]

5.2.394 gt 7IHE Wl e wAAE

ApgsEd v NS BE AL s MR ol
Ao old Yoz A% A4S s&gan,

5.2.3 uses

need not all

(The mechanisms specified in
four massages which, however,
be sent consecutively. In this way the
authentication process may be speeded

up.J

5.2.1 23 ®5 2&

(Two pass authentication)

mechanism uniqueness / timeliness is
controlled by generating and checking time

stamps or sequence numbers(see annex C).)
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(The zuthentication mechanism is illustr—

ated in figure 3.]

(1) CertA || TokenAB
4) A .| B (2)

O

(3) CertB || TokenBA

a8 3

A7} Bl A EE E&(TokenAB)el 3o

5.1.1414 71 A= FLstct. (The form of

the token (TokenAB), sent by A to B, is
identical to that specified in 5.1.1.]

TokenAB = Lf‘\f B || Text2 | s5,( ‘[“‘?i B || Text1).

B7b AollAl Huly EF(TokenBA)S] 2 &
&3 2}k (The form of the token (Token
BA). sent by Bto A, is!]

TokenAB =\ [ Al Textd [ sS,(y; | A | Text3)

o] FPield AlztEel AUAME F o a%
AEEAE TS PEAe] ed S@w 9

Fo] ol Fojz)= 3 & vk (The choice
of using either time stamps or sequence
numbers in this mechanism depends on
the technical capabilities of the claimant
and the verifier as well as on the environ-

ment.

F AFE HFA olele] HAUF ESE Hols
ol A& 9] Yste] HAY A BE Token
BASH TokenAB®l A&t wlolElol zpzt £
gAlAHok gtk (NOTE 1 - The inclusion
of identifiers A and B in the signed
data of TokenBA and TokenAB, respec-

tively, is necessary to prevent the

tokens from being accepted by anyone

other than the intended verifier.)

A (HHF ()= 5
gttt (Steps (1)

those specified in 5.1.1, one pass authent-

1L 1ol A 7]

and (2) are identical to

ek A =Y

=

ication.)

(3) B AoA TokenBAE RHul=d <EAE
Bl A Ade Algleltd (B sends Token

BA and. optionally, its certificate to A.]

(4) 34 (3)e] WA A= 51,19 3 (D9 &
AR R o R o E
step (3) is handled in a manner analo-

(2) of 5.1.1.]

(The message in

gous step

Hozw M Aislel A ek o] 7y

AAHE 5118 ABE FYALR A

(INOTE

messages of this mechanism are not

(F& A ?—}Z:). 2 - The two
bound together in any way, other than
implicitly by timeliness: the mecha-
nism involves independent use of
mechanism 5.1.1 twice. If it is desired
to bind these messages further,
appropriate use could be made of text

fields{see annex A).)

5.2.2 33 H& QE

(Three pass authentication)

o] 1% 71 & Wrakg AT AL o] B FAL
Foad a1/ / ANEE FASHFE C F
Z). [In this authentication mechanism
uniqueness / timeliness is controlled by
generating and checking random num-

bers(see annex C).)
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33 A4 9= 71HE a9 4o JERRALT
(The authentication mechanism is illus-

trated in figure 4.]

(1) R, || Textl
(2) CertA || TokenAB - B 3)

(5) A

(4) CertB || TokenBA

ag 4

E&e 42 33 £}, (The tokens are

of the following form:]}

TokenBA = Ry [| Ry [| A l] Text5 || sSu(Ra [| Ry | A [} Text4).

TokenABdl A W4 Be] 3 X9} Token
BAoX W Aol 23 offs AE Algtez o
AF 7Igio] ol gl 4o =22 Ut (The
inclusion of the parameter B in TokenAB
and the inclusion of the parameter A in
TokenBA are optional. They depend on the
environment in which this authentication

mechanism is used.]

B U5 7IHE AlFElel 9A B ARde] Al
et dojelo] g A9 AW de S
=7] 9a) TokenABol& =gk R,7F it}
& Eo], A7} BY3 718 AH AF o9
9 BHo 2w AMRT 7 $o o]t o =

=7F asteh, AR o2 daat Ryt
TokenBA®l itk ozt of d4=grol AW
A viAlA o] G 22AE #lske A
o] Hetie] o] f& I Hasltt (NOTE -
The random number R, is present in
TokenAB to prevent B from obtaining
the signature of A on data chosen by
B prior to the start of the authentication

mechanism. This prevention may be

required, for example, when the same
key is used by A for other purposes in
addition to entity authentication. For
similar reasons the random number Ry
is present in TokenBA. Furthermore
checking that this random number is
the same as the random number in the
first message is necessary for security

considerations.)

(1) B= A A @4t R,E Bl g2E g
Textl & B A& A" Apgo|r},
sends a random number R; and,

optionally, a text field Textl to A.]

(2) A BolAl TokenABE EWlEd AFAME
BElle e A9 Atgoltd. [A sends
Token AB and, optionally, its

certificate to B.]

(3) TokenABZ} & HIAIRE #3t& W, B=
2o #FE& P, (On receipt of
the message containing TokenAB, B

performs the following steps:]

() A9} AZNE AFSAG 2 ve) e

2 A9 FAY FMNE I d&S

do

1&g}, (It ensures that it is in pos-
session of a valid public key of A
either by verifying the certificate of
A or by some other means.)

(i) B2 e A9 M-S HFsta, 34
(DAl AcllAl Bz 3k Ry7} Token
ABe9] M3 dolE o sle Gtz 2
SA & ZA 224 TokenABE HIE
t}. (It verifies TokenAB by checking
the signature of A contained in the

token and by checking that the
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random number R;, sent to A in @ (1) CertA || R, || Text @
step (1), agrees with the random A ""(Nl")far;g”'k“”Tex{iﬁ’ .
number contained in the signed (3) TokenBA
4) T e [¢Y]
data Of TOkenAB] (’;)T()kenAB
18] K
(4) BE AolA] TokenBAZ Huled AZME Hwo
BuiE AL A9 Atgkolt} (B sends Token ) )
Ege #2412 51 286 e e An 4}

BA and, optionally, its certificate to A.)

(5) TokenBAZ} Sl& VIAIAE gk o), A=
(3re] 2 (D (D)8 AR B S F3
gth, el AE TokenBAS A9 & dlol#
o & Fdk R #3 (DellM wre b
Rt BEAE Bl

the message containing TokenBA, A

(On receipt of

analogously performs steps (i) and (ii)
listed under (3). In addition, A checks
that the random number R, contained
in the signed data of TokenBA is equal
to the random number R, received in
step (1).]

5.2.3 23 d& HE 2AS

(Two pass parallel authentication)

ol 7IelMe

HEdog gt
-1/14&]/\ %ﬂ

"é’\]ﬂ ZALE S
i’?——"ﬂ Ex et (RE C Z2). (In this mechan-

ism authentication is carried out in

(<]
e
gk

parallel. Uniqueness/timeliness is con-
trolled by generating and checking random

numbers(see annex C).)}

23 A4 HWE AF 7HE 29 59 YR
t}. (The authentication mechanism is illu-

strated in figure 5.]

3}k, (The tokens are similar to those of
clause 5.1.2:)

TokenBA = Ry 1R, || Al Text5 | sS,(Ry || R, | A || Textd).

TokenABo| A W4 Be] 33 o3 ¥} Token
BACIX W4 Af] 33 o R AdE Ao g o]
AF 7o) o] &H= @A @ AUrk. (The
inclusion of the parameter B in TokenAB
and the inclusion of the parameter A in
TokenBA are optional. They depend on the
environment in which this authentication

mechanism is used.)

Fl AF 7S
Ak dioleo gt A91 *1"‘5% e AE
7] 918 TokenABol= wak R U,
A E So], A7} BUT 715 AA
o Baogx ALY A5 ol
27y dastth, fARSE o] R ¥
TokenBA®°l %th. (NOTE 1 - The
random number R, is present in
TokenAB to prevent B from obtaining
the signature of A on data chosen by B
prior to the start of the authentication
mechanism. This prevention may be
required, for example, when the same
key is used by A for other purposes in

addition to entity authentication. For
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similar reasons the random number R;

is present in TokenBA.]

(1) Ae BA I3k RE By Ed, Q=49
HAE HE Text]lS Eles A2 A9 Apg
o|t}. [A sends a random number R,

and, optionally, a text field Text1 to B.)

(1) B AdlAl ¢3t R,& Huled, A25A 9
H2E e Text2d BEUle A2 A9 Alg)
olth. [B sends R, and, optionally. its
certificate and a text field Text2 to A.)

(2) At BE Zatel I5ME HF8AY 1 9
o dd dAVE S FAE da
&< #Rlgch (A and B ensure that
they are in possession of a valid
public key of the other entity either
by verifying the respective certificate

or by some other means.]

(3) B AoAl TokenBAE
TokenBA to A.)

(3") Ax BolAl TokenABE Wit} (A
TokenAB to B.)

Bt} (B sends

sends

(4) Ast B2 th&ol S F3T. (A and B

perform the following steps:]

Ast B Zate BEEd e AT
o A Aol Al o]l Bl gk
(370M e BEEo] 3l Holg
ato] YA =AE FAFoaN HF (3)
(37)ellA] e EZE PS5t (Each of them

verifies the received token by checking the

33.9_

Mo
re
ol
o,
o
ox

o
er

%8, —{> R

[o]
AR

= H o
ol

2

signature contained in the token and by
checking that the random number, which it

previously sent to the other entity, agrees

with the random number contained in the

signed data of the token received.]

F2 5.2.39] 7Yl ofe wrpe @7k e
5.1.2¢] 719 2
5.2.3914 A
7% we]
A5 71438tgtt. (NOTE 2 - An alter-
native to mechanism 5.2.3 is to run
mechanism 5.1.2 both ways. The
inclusion of the certificates in the first
messages of mechanism 5.2.3 allows
for earlier certificate verification
which may speed up the authentication

process.)

HE A [Annex A)

(#31) (informative)
H A E J]EQ/] /‘]—%

—1.__

(Use of text fields)

ISO/IEC 97989 A 3%2] 5delA F43
E25e gaE A= TP BEa Aol
M thefst lAE PJ=Eo] 19} Nzﬂ?ﬂo} Al &

S =

¥ 2ok, vk Bﬂ/\lX] %%?‘g o)A g Alwo] Al&
57 @3 HAE Bev) AALEATR HERE
Me& #@isly] Ao d2EE dm glofok &
oo FEAN MEE daEe d="e Y
dolelo] ZEH elie FBug dale] X6z
ore Wl ~E HWrE"= AHslx] 9o Ho|Eo] ¥t
" g2E =5 vepdit) [The tokens specified

in clauses 5 of this part of ISO/IEC 9798
contain text fields. The actual use of and
the relationships between the various text
fields in a given pass depend on the

application. Some examples are given
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below. If a signature scheme without
message recovery is used and if the signed
text field is not empty then the verifier
needs to be in possession of the text prior
to verifying the signature. In this annex
“signed text fields  refers to text fields in
the signed data and "unsigned text fields’

refers to text fields in the unsigned data.]

ol g Hol MAA
ALgEI ATk, dlolE £ QlFel dad YuE
NEEA] AR g s Aue BE & A

e "AE Fro] YRRow E3yo] glojol

wglo] Qe UxE Aniol

gttl. (For example, if a digital signature
scheme without message recovery is used,
any information requiring data origin
authentication should be placed in the
signed text field and (as part of) the
unsigned text field in the token.]

whok B (FEeh) &4l glvhd, st
QeoE WES Algstel Rrle] £ AFE
F ad

(sufficient) redundancy, the cnciphered

{If the tokens do not contain

text fields may be used to provide addi-

tional redundancy.]

gaE oo frbe] Ao MisE S ¥
g vk g B Wk ¥ aE duvh Y
HHE s Abgdow, 511904 AFEE Token
ABY dAE Fu gk AZ4RE 298 4 ook
#] 8l ol ae] AR AWHGTE o}
o AlR e Al7F 778 (time window) & A
P2 ol "ejrmael AT

gropdl = Uoh (R ¢ #FE). [Text fields may

o
of

we

]

ail
it

(forced delay) &

ot

contain additional time variant parameters.

IFor instance a time stamp may be

included in the text fields of TokenAB in
mechanism 5.1.1 if this is used with
sequence numbers. This would allow the
detection of forced delays without having
previously specified a time window for the
acceptance of the sequence number as part
of the authentication request (see also

annex C).]

Mg HAE BEE B X AAAZS
A9 A BAGE o 88 = ek, et @
% AA7F U oRE A HRE g A9
A TER AA AR AYE HEG s

| $1alA], vhe s "AaE oo
vheibg 28 i sdvl (Signed text fields
may be used to indicate that the token is
only valid for the purpose of entity
authentication. Should there be a concern
that one entity might choose a “degenerate’
value with malicious intent for the other
entity to sign. the other entity may
introduce a random number in the text
field.]

vhok Byol Al WE GEabeA HRe
71& AFEEghE Al A 4§ *1 AEE F Ue
ol 4 gagel Ug Az dogvd
Mgt dlxE "o dasiehd MY shr] &-e
HEAe dAYE 2
Aol Fhtd. (Should an algorithm be used

where it may be possible to launch attacks

kv

g8 Yoo ¢l

based on the fact that a particular clai-
mant communicates, and if such attacks
are considered to be a threat, the identity
of the intended verifier should be included
in the signed text field and, if necessary, in

the unsigned text field.]
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A27E TSR e (AFEA &) 4
el o] faA M
S HAE d= 8 ARRE Qo ik F
719l EuiE YA AFA e oE s
oj-ggtrtH, HFAlA " FAI} FHAE
157l HeliM AbgH A deiFe FE F
838}k, [Unsigned text fields can also be
used to provide information to a verifier
indicating the (unauthenticated) identity
which a claimant is claiming. If means
other than certificates are used for
distributing public keys, such information
may be required to allow a verifier to
determine which public key is to be used to

authenticate a claimant.]

€l

g ATHISO/IEC 11770-3 #3). [Text fields
could also be used for the distribution of
keys (see I[SO/IEC 11770-3).]

1>

E d=e 23 Jls v’i‘—ﬂﬁé‘}%al ks

i

7k ISO/IEC 97989] A 3%l 73§ of
W 7|HES o] dFo] AT Q=& At
4 9le® sly] YA 1 /HES Al Fskr] A
A F7HAY WA A E ALESHE &8 Eoko o] &
elzle] ojm EQEH—’] "’Z‘ o] & F

fez]
AR =]
= Ei‘_/:_E_ Yoo oz

50
e

Should any of the mechanisms
specified in this part of ISO/IEC 9798 be
embedded in an application which allows
either entity to initiate the authentication
by using an additional message prior to the
start of the mechanism, certain intruder
attacks may become possible. Text fields
may be used to state which entity
requests the authentication in order to

counteract such attacks, which are

characterized by the fact that an intruder

may reuse a token obtained illicitly.)

HEZ B [(Annex B)
(1) (informative)
elZ4] [(Certificates)

[SO/IEC 97989 | 3%-olA AZFA
719] AFE el AFE3 = S} o] 3
Me AAe dAEa 37 a8z )
AR(AE Eo], AFAHe FE7]%0]
B)EE T AFAME o)F tﬂ"]ﬂ%
A AEA e A3 AMEo R FA R 9
(In this part of ISO/IEC 9798 certificates

can be used to ensure the authenticity of

T
£

o (Ecju oM

public keys. In this case, a certificate
contains an entity’s distinguishing
identifier, the entity’s public key. and
possibly other information (such as a
validity period for the certificate and/or a
serial number). The certificate consists of
this collection of data, together with the
signature of a trusted third party on this
data.)

AsAel T2 A=A Ue A3A] M A
su, Basird HA AZYG FE7E T <
M9 87 219 #geg o|folXt} [The

verification of a certificate consists of
verifying the signature of the trusted third
party, and checking, if required, other
conditions related to the validity of the
certificate such as the revocation or the
validity period.)]

AZH7t A V5L AT 7 o}

Yot o8 7] o oE AAe g
dE F AxE 3] Y&l ISO/IEC 97989

o
%

g

rlo

HU
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A3Fol Hgd BE AF 7IHAME AFA
AlE-E& e Alglo g k. (Certificates are
not the only way of guaranteeing the
authenticity of public keys. To allow an
entity to obtain the public keys of other
entities by other means. the use of
certificates is optional in all mechanisms in

this part of ISO/IEC 9798.]

H2 C (Annex C)
(&3) (informative)
A7k o] W&

(Time variant parameters)

o
ZH’\P%-Z‘?}E Ag FFohd & oA gt ol &

f3te], ofd AV F dalA &

1Z5E e ohgd oA a@d o
ajof gk AEAE o AFAHe) Wag A
Moz ZL Aoz #elsor @t (Time
variant parameters are used to control
uniqueness / timeliness. They enable the
replay of previously transmitted messages
to be detected. To achieve this, the
authentication information should vary
from one use of the mechanism to the next.
The verifier should have either mechanism
to the next. The verifier should have
either direct or indirect control over this

variation.]

ojid AlZtRlo] MFEL A=A AA(HAA
7b A iAol o=A ez ATIA F A &
obd F A e, F W 01*3'91 Mol Hagh
Aol E dE W 53 WiAR &
Abole] Huj &§ Az HAE % 0}04 Abg-eh=
"8 AAY ol &)& AHEEte "ol AA”

L

-

Wit

& zopd =7} 9dtd. [(Some types of time
variant parameters may also allow the
detection of “forced delays” (delays intr-
oduced into the communicatiorn medium by
an adversary). In mechanisms involving
more than one pass, forced delays may also
be detected by other means (such as
“timeout clocks used to enforce maximum
allowable time gaps between specific

messages).]

[SO/IEC 97989] A|3%-<llA] AHEH & A1ZHH
ol Wigge] A 7 §3L AlE, dY¥WE 1
2l gkt 7E AMgFE e &8 okl
weba] 1 gl o e o8 /el A
o] WigEol Yot ol Agde F N ol
o] At ASES (d: AlztEet dEs)
AHEBHEAl B A el Aol Riege] A
of &g AR-H<l A ¥ ISO/IEC 97989 #
o] feloA] Blojung ofriM e =eshx] &
+t}. [The three types of time variant
parameters used in this part of ISO/IEC
9798 are time stamps, sequence numbers
and random numbers. Implementation
requirements may make different time
variant parameters preferable in different
applications. In some cases, it may be
appropriate to use more than one type of
both time
Details

time variant parameters(e.g.,
stamps and sequence numbers).
regarding the choice of these parameters
are beyond the scope of this part of
ISO/IEC 9798.]

C.1 AZtE (Time stamps)

NAEE e AZTHE B

AL} A EAE

weldow JANA Tt BE
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FE AIZbE AR ET. BAs s
Coordinated Universal Time(UTC)elth. A%
e nAE Zvle & AT AES A e
Abggith AL HEEHJDL FAH EF <h

ot 1 EFE W AIIARe] AE H AT
Asbge gz gl ik T 27t A3 e A
2 b7 el ek I HAIR S ottt

Az AIEe

A7t

Fate gAY AR A bl RE VAR E 7]
%'8}1 2 AIRE 2bA qtel] 7] = wiAIR 8 B

g BE WA A disiAde AdTerM 14
& H4Ed 4 9dvt. (Mechanisms involving
time stamps make use of a common time
reference which logically links two commu-
nicating parties. The recommended reference
clock is Coordinated Universal Time
(UTC).

fixed size is used by the verifier computing

An acceptance window of some

the difference between the time stamp in a
verified received token and the time as
perceived by the verifier when the token is
received. If the difference is within the
window, the message is accepted. Uniqueness
can be verified by logging all messages
within the current window, and rejecting
the second and subsequent occurrences of

identical messages within that window.]

mechanism should be used to ensure that

the time clocks of the communicating

parties are synchronised, in order that the
time reference be under the verifier’s
(indirect) control. Moreover, time clocks
need to be synchronized well enough to
make the possibility of impersonation by
It should also be

ensured that all information relevant to

replay acceptably small.

the verification of time stamps, in
particular the time clocks of the two
communicating parties, are protected
against tampering.]

AZEEE o e ARl AAE Fobd 5 A &
t}. [Time stamps allow the detection of

forced delays.)
C.2 ¥4#¥M3 [(Sequence numbers)
A7t mAl A e AAEE S 5
dAN S HE

s
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padt
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ne,
.

ARFArt, (Uniqueness can be
controlled using sequence numbers as they
enable a verifier to detect the replay of
messages. A claimant and verifier agree
beforechand on a policy for numbering
messages in a particular manner, the
general idea being that a message with a

particular manner, the general idea being
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that a message with a particular number
will be accepted only once (or only once
within a specified time period). Messages
received by a verifier are then checked to
see that the number sent with the message
is acceptable according to the agreed
policy. In this way, the sequence number is
under the verifiers (indirect) control. A
message is rejected if the accompanying
sequence number is not in accordance with

the agreed policy.}

7 M 2
pe ZH;G o] 7!

g ek 1H 1%
2 wast Yok o R, AEAE wE A

AR YA c& nzeict ae
Al Thes ge gl Maete] P4 o

e% F9e /A 4 A Boia,
SaAY AR e Sua

A a7+ Faslth (Use of sequence numbers

G

R

may require additional "book keeping . A
claimant should maintain records of
sequence numbers which have been used
previously and/or sequence numbers which
remain valid for future use. The claimant
should keep such records for all potential
verifiers with whom the claimant may wish
to communicate. Similarly, the verifier
should maintain such records correspon-
ding to all potential claimants. Special
procedures may also be required to reset
and/or restart sequence number counters
when situations (such as system failures)

arise which disrupt normal sequencing.)

AEAE 2 Aeste dENEE AR

A oAl AdE Zropd 4 gtk [(Use of
sequence numbers by a claimant does not
guarantee that a verifier will be able to

detect forced delay.]

C.3 ¥zt (Random numbers)

ISO/IEC 97989 Al 3% 48 AF7Y
ol drgEd *}& sh AR 7]
AL W F Udn. 2 XA AAREE O
< d&s + gle pﬁPUdO WEgE 23Er)
{(The random numbers used in mechanisms
specified in this part of ISC/IEC 9798
prevent reply attacks or interleaving
attacks. In the context of this part of
[SO/IEC 9798 the use of the term random
numbers also includes unpredictable

pseudo~random numbers.)

Aol 7 AE7) #AE topy ] e 2
T BEUE AR TR wya, F
Fabe v Bl grashE
IggozM SuE i (o] Am-&5 dhyol
gki g, of "Ae 54 OrdE ¥iste F
HAIA E& dAAAFTE Wk HEA7 2 ¢
FEE oA ARESTE, Al 3 Al 2 b gkel
PE AFRE 715 FUANI HBRAA o
A5E 22 aioes AEA) A 34E F
YA AR ER S Aok ol F ERe 3
& 9] g dREe AR A 9% ol
ol - golok gt} [In other to prevent replay
or interleaving attacks, the verifier obtains
a random number which is sent to the
claimant, and the claimant responds by
including the random number in the
enciphered part of the returned token(This

is commonly referred to as challenge
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response). This procedure links the two
messages containing the particular random
number. If the same random number is
used by the verifier again, a third party
that recorded the original authentication
exchange can send the recorded token to
the verifier and falsely authenticate itself
as the claimant. In order to prevent such
attacks, it is necessary for the random
numbers to be non-repeating with a very
high probability.]

MEAE ohE Abgo] £ o2 2219 o]
Elof Apdle] MEsteE AE A5 Yste], M
stk she dlolEel 1 Akl dagks EEHA
Ak, d & BE7FsAd o2 Abdo] 2xtE dlolElo
Arste A-S WA (The signing by one
entity of a data block which has been
manipulated by a second entity for some
ulterior motive can be prevented by the first
entity including its own random number in
the data block which it signs. In this case.
it is the unpredictability which prevents the
signing of pre-defined data.]

wrge

Felol oA o = Bohester. web
Mool e A

] o
- ey

ol H F (F iy ) T3

19514 124€ 30¢ 4

197414 29 MgEw
19774 249 Megdign
1982y 64
1985 64

WoANEE gEe ofF

bers are by definition unpredictable, and

. [(Random num-

can be considered non-repeating with a
high degree of probability if they take

values from a sufficiently large range.]

F427H

GRS ST AR IR
Ade gopd

(Use of random
numbers by a claimant does not guarantee
that a verifier will be able to detect forced

delays.)

B2 D (Annex)
231 (informative)
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