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2.1 NCSC(National Computer

Security Center)

1981 =%+ Computer Security
Initiativeol] 2&iA Al2dE JFE gstr] $
3tod NSA(National Security Agency) LHOH
CSC(Computer Security Center)& 2A|38
th 2% CSCe HFH Hebs BE gR7 Moﬂ
24 A&7 °1’5‘P°f] 19854 84k} CSCE
NCSC& W& d4gslen NCsCe +2 4
Az

I 1. [e]
T gse

-

 trusted HHEE Alxsle] R FEAE

« commercial vendorsol] 2l&lA fEE H
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workstation, system high workstation,
network products, add-on security
products, security subsystem, formal

verification tools
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3.1 TPEP(Trusted Product

Evaluation Program)
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for Vendors(Aqua book)
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{ Proposal Review Phase (PRI”) |

1
[ Vendor Assistance Phase (VATP) [

'

| Design Analysis Phase (DAP) |

1
[ Evaluation Phase (EP) 1

%

FRAting Maintenance Phase (RAMDP) ’
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7t ®M2tAM HE Al(Proposal Review Phase
: PRP)
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5 A 715 HE(Preliminary Technical Review)

Hrt ARt R 748 FrEe AF
o ME7rel dA AFY AL
AlA 71 HAE Ha4(PTR :
Technical Report) & ZHAd gt

A ekl A
9AE Hrlstn

Preliminary

6) A Bte|(Legal Agreement)
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73 & M&(Team Assignment)

NCSC+ Trusted Products and Network
Security Evaluation Division ¥4 2 % =
2o ez 4 Ue g FrE dFed.
Ae 7led 238 2 3971 7159 A& 9 A
s A Aeg 2}

L. & XY oAl (Vendor Assistance Phase
: VAP)
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2. B A4
RAMP AlgAM 5
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Ch. AAl 24 otA[(Design Analysis Phase :

DAP)
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A7t 742 NSA section 719 7t 3 3
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Corporation, Institute for Defense Analysis,
Mitre Corporation®=%& A AlgHEL 74
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2) &7 ME E7F 21MUnitial Product Asse-
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3) 712 dE 2|23 {Technical Review Board :
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1) EA grelal{Legal Agreement)

o] o] v A e
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Information Systems Security

3 AlE &81(Evidence Review, Testing Prepa-

ration)

Ao e e HotEA wEL MAXM 9 B
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AbehaL Al el Al @S 0l Rk

4y HoF 2 01A £0HDraft Evaluation Report)

H7HE 2 A Foll e HF Hrt B3x(Final
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Board)
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NCSC¥ #7l7F ¢2¥ AlEE Information
Systems Security Products and Service
Catalogue® ©&
235lo] WS}

B71%2] EPL sectiond %

of. RAMP(Rating Maintenance Phase)

Sl Ag=Y
4 i, RAMP
Sl A A ol A8

Ned F7hE F dn Bede AFd Mz

versiong WES 4 3t
3.2 MERY = AF H7HEvaluation of

Network Product)



B H A EREE (1995, 3)

TPEPE
AHE 53 o MEYNA A Fow
WES A A&e] Hrlo ¢
-3 o},

* TNI(red book)

T2 trusted Operating Systemol
A gEl}

" NCSCe #4= of

HEZ AF g TCSECY LFAMg

& Ve gov, wa vA4, Fou
A, delet s WEda 240N 1y
ok & B v)setm Aot

Trusted Network Interpretation

Environments Guideline of the TNI of

TCSEC

trusted ZAFE UEYAE £l 24

2 §Ashed B PR o] E YES
Azt Q7R H A WO @ PAES V&
skt gl

Trusted Product Evaluations @ A
Guide for vendors

WEA AFS H7 w7 943 daprt )
=5 em o] dAE Operating
Systemoi A 2} fAFsHe}

tlelebflo] 2~ ] A4 #H7H(Eval-
uations of Database Manage-
ment Systems)

TPEPE DBMS®] &7l = A4},

dloleblol 22 AlFe] 7= FH9E Trusted
Database Management System Inter-
pretation(TDI, Lavender book)ol w&t},

TDIw wloleiwo] ~ Zha] ) Fo sl A
TCSECE A®3 Ao},
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Hielepuol 2~ B&

2] 4
Heb el (Security labeling)o] 94 g
T 3l

1

21

%

4. FA Hek

MEAHE o9l EARC Kok2 COMSEC
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b AR AL ARE D Qe B HEe] o
HZ of#olr,

COMSEC Zzawe] 288 s &0},
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* Commercial Communications Security

Endorsement Program
e w (high grade) ¢ZAES 3718}

= X2

* Government Endorsed Data Encryp-
tion Standard Equipment
© DES dme] g 248 s AFE 3
7}k gl

* Electronic Funds Transfer Certifica-
tion Program
EE AdeA WA e 2 ALe

= HEE HletE T 1Y
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4.1 CCEP(Commercial COMSEC A= Ao 290 R cycled FY 4 UAT

Endorsement Program) CCEPE &3t g59 7Ii4 dEe S48

AE, 59 g3 FAE AL AE, sdsied

1985477}11 NSAE 7€ ¢35 4ndde A HEWZE HA e of A2 NSAS g H&

ol &3t 15 (high-grade) ¢z AF2 N 714, BHE dE el g 1gdde g A
2h AdE }Oﬂl%ﬂr 3714 high-grade ¥& A H, AFEE 28X 7= et 1 2'3"’1 NS
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CEFE HeletE dushet] AR
o STU (Secure Telephone Unit)
Trunk Encryption Device
Type 2 1 9l&F4 sensitive HEE dFae
ol A

ol

Authentication Devices
Transmission Security Device
Secure LAN

CCEPY A1 42 iAle] AANE
9, A NSAY Faluct A HEs
Fefod s AR gl Wl R glojA AL
A% FIL A A ARl shaste] de
Hapshzdl slck,

ol gt HAow AR stodF AR EHE
el FAe BAEe A Fo T e o
' AZFE AES FEadct et Ay
CCEP4 ¢j& &2l FHL NSAZ
A& HHQA ECPL(Endorsed Cryptographic
Products List)dl &%H Kﬂ FYAAE A&}
ALERE M A F &/, Aol vispA
v BEEA] we

kAl NSAE 7]“’ 71 A wet 54 A
FE g} flelA gA e AGE Foay @
T 7)Ee AU 19859 NsAe e 99
(development risk)® A= @71a, &9
A BE E917] $lske] CCEPE Al sttt o
Aol Aok Wre 2w shve] AEE st
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sQlg tE

ERaiv =
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M= Az- ofF & Z#

do] QA= WA

3ol 7] 98l

£ o3 2,

s AAE ofHRl 18T Fe 9w Al 2
BEFL WA golof gohi= W89l Certi-
ficate Pertaining to Foreign Interests
off At dlofof Flrt,

* DIS(Defense Investigative Service) &%
H ;\]/u ql o] ojoﬂ o] 3k EO“ﬂ@ u]»o}ok
ot ol A& HFA ol EHEA L&A

Lo dagFol BiEe] v wiEejn).

o WHEF FFEEAT(OMC  Office of
Munitions Control) ol E &% ojo} ghc},

+ COMSEC @49 #Aag wxdr] 93
COMSEC Material Control System$
Z} 2 L<:>1o}: kol

« FAHEQ COMSEC ARE awre #olq)
+ COMSEC #Heixs 1 sl NSA
AAzre] A3 dgg sl Ay £ v

W EAL A S o] gstoiol gt

CCEPO) 525H NSAE algsd Ao gl =
g2 Il A (Program Manager) & A4 gho}
CCEP sz g1 A= &3 2o},

7b. =71 M= (Initial Contact)

ASAE NSASH B 553 e AR E o)

ghet,
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SAF 27, AR Eob, Heb At

« A& B34 (Product Assurance Survey)
3Ate] A, A= FH, product integrity.
canfiguration, control, A& X ¥ &3

Lt =23 AX™(Program Decision)

NSAE €A AMME dEstar, A<te Al
“94 iRk Had-S sl gAle] Byt

34 (suitability) & 73kt NSA= A A
o] Aol dx, AE M ol A=A E
o of 5&‘:} 3 NSA+= COMSEC A #<]
L B 7bel7) 9l AR H b
S Hdo, %‘7}%% Prl7lFE o7 NSAQ
Objective Standards for Product Assurance
& o] &8t A TS Hreld ARME FA st

ct. MOU(Memorandum of Understanding)

NSAZF Az Ael AMAXE clstA =
NSA¢H A 2G A& MOUe| M 3te]of g}, o]

MOU¢dl = NSASE a7k "y & of & Atghe] 7]
5o U}
A= AF Frto] BRI v E FHHEF NSA

of A FE Aoln] WE CCEP 872AL #4548
Ao A eksti, NSAE H 83 COMSEC FHE
ANFE Feoln gl #Hels Hud Beg A
& Aokt

2t. ME MA|(Product Design)
A= MOUC whel Al &8 A A 8H5 NSA

203 #Aezls NSA RE Haxgd 235
& A Fate]of gt

16

of. MOA(Memorandum of Agreement)

MOU7ZF Ausd NSAE dAelA
of & 53+ Eowﬂﬂr AE #H a7
EHITH NSAE T EME A etaL

5
d

7

BN
te 2

lA

- TSRD(Telecommunication Security
Requirements Document)

- ADRL(Agreement Data Requirements
List)

A
E;‘{"I \1

rlo

£AE FAsteiol . 1 Z 1)
5 2

o g

»L rlf
o

o}

- TEO(Theory of Equipment Operation)
- TC(Theory of Compliance)

o] AR E MOAJ AR g}
o] MOA® &= QA NSAel Brtae) A 2

AF NE, Gl g LA 5ol BAE o] ot

Bf. HMEZ 72 (Product Development)

A e MOAS &7 Abghol upet A &S 7w
slal A1 g}, ol NSA L2a¥ #elas
NSA9l 2E HgAlgs 23] AlgH& A Feedof
Eia=

Al &2l(Endorsement)

MOAEl BE 874N wrEEY A= H
VAl F2 Hobel 23 ADRLY 71gH BE
- Al &5k, NSAe= AFE #7Hska TSRD
Z3tH MOAe] HAE 33 gdol AFE 5
v} 599 AE2 ECPL(Endorsed Cryp-

tographic Products List)ol &8t & &

P i
g e Fo“
r«

ik

o
%

719] Information Systems Security Products
and Services Catalogued] & i3t L270E

et
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of. MH(Production)

= T
E0 kol o}rﬂ NSAE xﬂ%o] 3 A A atol
e} A= a, TSRD® S91d EE 3 <

Fafelof get.

A kA&

4.2 Government Endorsed DES

Equipment Program

NSAE 19824 DESE o] &3 A& oA
AE A8 59U At o] ZRadE ARt
Ao o] TR ot JAEL 159
DES A && NIST A &3t431, NSASH NIST
e AZ2E A Fe vl DES &g Fol 4 &3
7EHAEA £E Federal Standard 10272
7} B4l Bt #H QA S HEseEAE <
Fatsdch.

19683 NSAE Government Endorsed
DES Program< A& oz #Hx3t7] A|2381%
on 38§ &8 ¥ ];e Aol 2L DES-
based Al &l Wg 5<0& FASHATE

DES A #& OP‘]E Z}] Hof olafiA el
2len NSA Endorsed DES Products List
(NEDESPL)® 7|& DES A& thslir= ALE
A5 HE 9alA Information Systems
Security Products and Services Catalogue®l

FaHEn 3o

4.3 EFT Certification Program

AR-RE vl FEe FEAHl A v
A QFA F2 *P%% AEFA HEHe 59 =
23%, & EFT(Electronic Funds Transfer)
Certification Program for Authentication

DevicesE 83813 9t} o] T2 1o 2f3A

B71¥ 1 £9" EFT Message Authenti-
cation Code ZHlE & 3 & H ol ostod A
53 et

- Federal Standard 1027-DES Encryption
- ANSI X9.17 - Optional Electronic Key

Management

o] Z2aYWol| iy FAe U8 Criteria
and Procedures for Testing, Evaluating and
Certifying Message Authentication Devices
for Federal EFT Use°ll 71& %o it}

4.4 Protected Network Services List

HEE= NSAdl &M 5d %-)d ) 22
A E5+E common carriers] &% §2138k1 Q)
t}. o] H-Eafoll AH| A& point-to-pointE AE
¥ v EF sensitive FEE 2387 HsliA
FA 5 Ut. o] PNSL %% Information
Systems Security Products and Services
Catalogued £ H o] vl UEHA HE Ay

s vhg Al BRE W 5 sl

« PL(Private Line)
Ags ez F9E PLE 458 AHE3H
A Bt BA1E A7 ZX7F FHalA U]
of gt}

+ FDN(Flexibly Defined Network)

Network of sequential links and no

permanent physical circuit

+ SPRS(Switched Protected Routing
Service)
F5(PSTN)EAHE B A sensitive 8
HE B3 T A 224

4.5 Off-Line Systems List

Off Line® <3 A F o 24 Information
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Systems Security Products and Services
Catalogue©] OLSLe] &= vt AEFH
2= vg 22 Aol 3

* Manual Cryptosystems
 operation codes, ciphers, authentic-
2

THAH QA7IZE B ALEH ) g}

ation systems, one-time pad &

» KL-43
. portable keyboard(card key...)

» Signals Operation Instructions(SOI)
: xm Ee g E3e £345 2 dve
Foh A7 PRE B A A

4.6 Hbgule] gl Ak

= R EXH slol]l A= B
3z AFe] F&E AGE ofF 4

4T A Fe FE ﬁ”é—a- a) = g Hoatol
Hulare] B4l UE-& Aty oJH@A ste A E
AHE-S A getr] el Al €9t TEMPEST
HF7 2ol dsAFL T ] OMC(Office
of Munition Control) 2% +&3%|7}& @olo}
gt o]=r g2 njIuge) =]l A Held 4 gt
Az Au 9 Yejo] i Ate thay 2t

1) Type 1

Aoz FHA dole Mo AHEHw v
% AE7IH 4 gE Ak ]°ﬂ7ﬂ“} du g &
NATOS 5%
4--’3531 o} & fHb=tolA
= &7bstar 9let,

2) Type 2

vl 27 ¥ sensitive HlolE} Ao AME-¥|H
o AR 7l vFd ZIgAe B 7hest
t}. Type 13 Zo] NATO % &% =7liA=
AHE& S 7beka Al

3) DES M&

nlage] BE Z|#, nEd AR BRE V|H
A= A kglol wujd & Ut ol AFSAA
gt &) 7)o 9l $EZ7lesh #H 2= DES A

4) 7|Et 2Ot ME

dAe nH duelFo g AEFL v
BE 71#, 972 AR BE JFAx A gl
ol Fuld 4= Ut} o1& AEFL HHZ 37l
A F&7rssitt.

5.4 &

B ARgME TY FEEZT JAZE FRE7I
At Fore] AREF MARA] dgo g
nZel FRET AAE FAATH E =FelA
= WA 2o AR AL Fo 717
NCSCe NISTY &g Folrgton ulze]
AFE Bt TP oA TPEP, WEYA A
¥ %7k DBMS #H7F #rol disiAl £A8kdar
wE EAECH mEgdos CCEP, A% %9
DES A% Z2a%, EFT 4% Z=21¥¢,
PNSL, OLSL % Eetau)e] mhnf A 34 e
st 71esth.

e 71 8 FR BT ol vy
2 9 AEE BEstn BebyH| o] AR Auts)
o givlslr] dsiME AFH JRED Ve
FHstn, FRET AlAge] Y Eg4E Ho

A slatoiol & Aojrt,

Rog A doelre] FHEF A o)
A By Zo] dFEAMete 2844 Agtetn
Z7tA ol f% HHES AAE Mg +&
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