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An MIB Access Control Modeling for the Secure
Management of Large Networks

Jae Hyeon Seo!

Chang Jin Leeg"

and Bong Nam Noh''t

ABSTRACT

An MIB is the heart of a network management system and it stores all information that is
necessary for network menagement. To operate networks safely, it is essential to control access-
es to managed objects. This paper provides three-level architecture of managers so as to per-
form network management more efficiently in large networks. Moreover, mandatory access con-
trol{MAC) policy and role-based access control policy are adopted to ensure the secure access
to the MIB. These policies are modeled by using the active object—oriented data model, which
makes easy to map these access control models into the active object—oriented daiabase.
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CLASS integration-manager
Inheritance : manager
Attributes
manager_name : manager_id;
clearance_level : {TS, S, C, Uk

domain_manager_list : {domain_manager_id}

Method
create(); delete(); modify();
ENDCLASS
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(Fig. 4) Access contrd model for manaegernent operations

CLASS domain_manager
Inheritance : manager
Attributes
manager_name : manager_id;
domain_name : domain_id;
clearance_level : {TS, 5, C, U}
agent_list : {agent_id};
Method
create(); delete(); modify();
ENDCLASS

(a) F=]zxt S~

EVENT CLASS M-GET
Inheritance : cmis
Active_class © class_name;
Artribute :
invoke_id : object_id;
base_object_class : class_name:
base_object_instance : object_id;
scope : scope_type:
filter : object_id:
access _control © access_control_policy:
attribute_identifier list : {attribute_id};
Method :
create(); delete(); modify();
ENDEVENT_CLASS

EVENT CLASS M-SET
Inheritance @ cmis
Active_class : class_name;
Attribute” :
invoke_id : object_id;
mode ! mode_type;
base_object_class : class_name;
base_object_instance : object_id;
scope | scope_type:
filter : object_id;
access_control | access_control_policy;
synchronization : sync_type:
modification_list : {(attribute, value)};
Methed :
create(); delete(); modify();
ENDEVENT_CLASS
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EVENT CLASS M-ACTION
Inheritance : cmis
Active_class © class_name;
Attribute -
invoke_id : object_id;
base_object_class : class_name;
base_object_instance : object_id:
scope | scope_type
filter : object_id;
access_corntrol I access_control_policy;
synchrenization : sync_type;
mode : mode_type;
action_type ® action_type;
action_information © action_inform_type;
Method :
create(); delete(); modify();
ENDEVENT_CLASS

EVENT CLASS M-CREATE
Inheritance : cmis
Active_class . class_name;
Attribute :
managed_object_instance : mo_id;
superior_object_instance : mo_id;
reference_object_instance : mo_id;
attribute_list : {attribute);
access_control © access_control_policy;
Method :
create(); delete(); modify();
ENDEVENT_CLASS

EVENT CLASS M-DELETE

Inheritance : cmis
Active_class : class_name;
Attnbute -

invoke id : object_id:

base_object_class : class_name:
base_object_instance : object_id:
scope | scope_type,
filter : object_id;
access_control : access_control_policy;
synchronization : sync_type;

Method :

create(); delete(); modify();
ENDEVENT_CLASS

EVENT CLASS M-CANCEL~GET
Inheritance : cmis
Active_class : class_name;
Attribute :
invoke_id : object_id;
get_invoke_identifier :
Method -
create(); delete(); modify();
ENDEVENT_CLASS

get_op_id;

(b) AFA FaM~

RULE CLASS MacList
Inheritance : access_control

Attribute:
Subject : UesrID);
Target : OID;

OpType : cmip_operation;

Event : Mgr_Op_ID;

Condition : EvaluationMAC();

Action : GrantRight();
Method:

EvaluationMAC();

GrantRight();
ENDRULE_CLASS

RULE CLASS CapabilityList
Inheritance : access_control
Attribute:

CapabilitySet : ID_List;
DefaultAccess © ID;

Event : Mgr_Op_ID);

Condition : EvaluationCapList();
Action : GrantRight();

Method: '
EvaluationCapList();
GrantRight({);

ENDRULE_CLASS ’

(e) AT Ao} 73 ZH=

(138 5) HZHO na|x S =
(Fig. 5) Object class structures for
access control managerment
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MacList =1 EvaluationMAC(s, o, op_type) {
switch{op_type) {
case GET:
if( level(s) >= level(o) )
return(TRUE);
else returmn(ERROR Msg):
break;
case SET:
case CREATE:
case DELETE:
if( level(s) == level(o) )
retum(TRUE).
else return(ERROR_Msg);
break:
case ACTION:
case CANCEL_GET:
if( level(s) = level(o) )
retum(ERROR_Msg):
else return(TRUE);
break;
}
return{ERROR_Msg):
}
(a) 7FAA HZ Aol Ao
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CapabilityList :: GrantRight()
{
return(PERMISSION);
A
CapabilityList = EvaluationCapList(MgrID, AccessType)
{ .

#( "select x from CapabilitySet {
where MgrID = x.UserID” )
1f( AccessType == x.AccessType )
return(TRUE);
else
return{ERROR_Msg);
}
returm(ERRQR_Msg)

(b) G278 AT Ao FAA

HZ AF FA =

e HAb o2
(Fig. 6) Methods for access author[zatlon checking
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EVENT CLASS NAME M-EVENT-REPORT
Inheritance : cmis
Active_class : class_name;
Attribute :

invoke_identifier :

mode :

managed_object_class -

managed_object_instance :

event_type :

event_time :

event_information :

Method :

create(); delete();

ENDEVENT_CLASS
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RULE CLASS NAME event_forwarding_discriminator
Inheritance
Attribute :

: discriminator

event : event_id;
condition : check_discriminator_construct;

action : event_report;

destination ® object_id;
discriminator_construct : construct_type;
administration_state : (lock || unlock);
operational_state : (enable || disable);
availability_state : (duty_on || duty_off);

Method :

create(); delete();
check_discriminator_construct();
state_change(); )
attr_value_change(); event_report();

ENDRULE_CLASS
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(Fig. 9) Object dass structures for
event report management
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(29 9)9] (b)el "5 event_forwarding_dis-
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event_forwarding_diseriminator::check_discriminator_construct

{

IF ( event.parameter_list SATISFY discriminator_construct

IN event_forwarding_discriminator)
THEN
send event_report to AEF,
log event to event_log
ELSE
discard event_report;

{28 10) A 231 ZHAL o=
(Fig. 10) Methods for event report checking
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