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[A digital signature in

counterpart to a handwritten signature in

classical mail.]
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[(Most digital signature schemes are based
upon a particular public-key system. Any
public-key system includes three basic
operations : - a process producing pairs of
keys © a secret key and a public key: - a
process using a secret keyi- a process

using a public key.]
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gardell A el 7= v A9k 3 #el
712 4", (In any pubic-key digital
signature scheme, the secret key is

involved in a signature process for signing
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messages, and the public key is involved in
a verification process for verifying signature.
A pair of keys for a digital signature scheme
thus consists of a secret signature key and

a public verification key.)
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SEu ol & HEAAE oA A’
signature with appendix)gtz &t}
a2 A (appendix) @l Aol = @)
FgErE ApgE T

- Zolby & 28 WiAA Zielw el 2§
A AQdE B Foiv 7l (redundancy)

(dlgltd]

(o] A& "wAAe 1A (shadow of a
message)ﬁhﬂ 271z b vk i
of WAl & WAA] EAE A W olgn
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[Two types of digital signature schemes are
clearly identified. When the verification process
needs the message as part of the input, the
scheme is named a signature scheme with
appendix. The use of a hash-function is in-
volved in the calculation of the appendix.
When the verification process reveals the
message together with its specific redund-
ancy(sometimes called the shadow of a
message), the scheme is named a signature

scheme giving message recovery.)
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1€ w A3t} [This International

A gk
Standard specifies a scheme for digital

signature of messages of limited length.)
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(This digital signature scheme allows a
minimal resource requirement for veri-
fication. 1t does not involve the use of a
hash-function and it avoids the known

attacks against the generic algorithm in

use.)
WA A = dold g e gty 2R A eE
dolo] elojo] ¥E ~E4Yd £ U} A8 &

FsAl2gle] 7 2 A A ol g Sl g
AR (AR 9] &4 (imprint of a message) 2k
A BUhER vz 2 kst 228 b
41]7\} /q olxio] q}\- ong_eﬂx% /~£}:_o“o1 o=

strgjolof eafx whEolzl HIE ~E e 32
slel Y (structured set)el®, o|FEA yhgol
AHE ~ElE F9 shir) st=slo] W F-oll A
g0zl HE Hojdtrt [The message need
not be in a natural language. It may be
any arbitrary string of bits of limited
length. Examples of such messages are
cryptographic key materials and the result
of hashing another, longer message, which
is also called the imprint of a message. A
characteristic example is a structured set
of a few strings of bits generated by
cryptographic software and hardware, one
of these strings coding control information

produced within the hardware.)
oA R o] Bestd & wyig
(NOTE - The use of this

International Standard may involve

T sl
patented items.]

1. 9 (Scope)
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Algttd. [This International Standard
specifies a digital signature scheme giving
message recovery for messages of limited

length and using a public-key system.]

tAgE 2 gEel dyEE 3T}

-l Al A Mg Heto] WL Mgt
(signature function)& At&sle A4
3.

- AR 9] RAdFF AN M-S HAbe] 9
3l od 40—7H7]9Jr 81 &4 (verification
function) & *+-&38t= &0,

[This digital signature scheme includes -
signature process using a secret signature
key and a signature function for signing
messages ' — a verification process using a
public verification key and a verification
function for checking signatures while

recovering messages.)

Mg E AgE dAAE 28 tebd g
B2 7% stal 5472 o oY 9 A
A wHH 77 W AA ApA o whaka A Eo] A
ZhE S wAA el sle Beel ol
aiA = oim e P = glrk 193 FH 7
1A gt A ol A& A ASHH Ay
o] vz 7} B4E. (During the signature
process, messages to be signed are padded
and extended if necessary. Artificial
redundancy is then added, depending upon
the message itself. No assumption is made
as to the possible presence of natural
redundancy in the messages. The artificial
redundancy is revealed by the verification
process. The removal of this artificial

redundancy gives message recovery.]

B ITFL 7|9 AR MEdsy a8ln
shelgharel] Wial A WASHA ekt R5 Ad)

Ae FN7I AAFAF I FRT A"l
o7t vk, 75 Bele olelg AUEY ot
M E0] dE Eol d®Ee Atk (This
International Standard does not specify the
key production process, the signature
function and the verification function.
Annex A gives an example of a public-key
system including key production. The
various steps of these operations are

illustrated by examples in Annex BJ.
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the scheme are related to security: this Inter-
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national Standard does not specify the values
to be used in order to reach a given level of
security. However, this International Standard
is specified in such a way as to minimize the
required changes in its use if some of these

parameters have to be modified.]

2. A9 (Definitions)

2 IAREES 93 o9 Fog HEer
(For the purposes of this International

Standard, the following definitions apply.]

2.1 A=A Agrg ZHole] HE 2EF
[message @ String of bits of limited
length.]

2.2 AW : A Z£d5 vE ~EF

(signature @ String of bits resulting

from the signature process.]
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3. 7]1%¢} oFo]

(Symbols and abbreviations)

MP
ME
MR

IR

MP’

Sign

Verif

mod z

XY

XeYy

w42} [Padded message]
Wl %] (Extended message)
g 2t 5ol dARA
(Extended message with redund-
ancy)
w7} 3
219 (Signature)
Aol el (e
the signature in bits]
B wig

[Intermediate integer)

: U]E) (Length of

(Recovered intermediate integer)
THHZIE X HUE AAA
(Recovered message with redund-
ancy)

EHso] g
(Recovered padded message)
v Mg 7)) Aol g e Ay

(Signature function under control

o A 2]

of the secret signature key]
T &Rl Ao g wkm %ol

8k~ [Verification function under

o) =
AR T

control of the public verification
key]

B2EY z A= AR [Arithmetic
computation modulo z]

Z7} [Nibble]

2729 ¢4 (Permutation of the
nibbles]

nlo] E [Byte)

vlo] 9] @2k (Shadow of the
bytes]

HE ~Ef X} Yo| 44
(Concatenation of strings of bits
X and Y]

HE ~E® Xo Yol Wie}d =2

[Exclusive - OR of strings of bits
X and Y)

(NOTES)
1. B8 g4(1elm RE WE EE ulo|E
~EY)E HAY £AME £E vloE
A% 9 AN,

(and all strings of bits or bytes) are

]

[All integers

written with the most significant
digit (or bit or byte) in left position.]
2. (E D& 55 BollAe 16358 A3
%t (The hexadecimal notation,
with the digits 0 to 9 and A to F, is

used in table 1 and in annex BJ.

/N (General overview)

el ¥ AG.6DANE 4% HEng 3
Aoy & 71estm Ak 2 ABASE AU B
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specify - the signature process in clause 5: -

(The next two clauses

the verification process in clause 6. Each
signing entity shall use and keep secret its
own signature key corresponding to its own

public verification key.)

AHE WAAE "eschd oAy 54
F A}, 2 32 Fug 7z A A 7l ek
F2ol wet galAc, e sAdA JlEHE

e, 92 2HEr|7 #7H WA R 25 E
M M7 E ARRSt] AtEH A Aol

(Messages to be signed shall be padded
and extended if necessary. Redundancy is
then added according to rules specified in
clause 5. From the extended messages with
redundancy, signatures shall be computed
using the secret signature key as specified

in clause 5.)
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A g delel A ohe ASAEE 1 AW
o Zt F/) #1715 da Ab&afol ghrh A
& 6HAA Edted R, #<
A §-ol gk wrolZ ol Xt [Kach verifying entity
should know and use the public verification
key specific to the signing entity. A
signature shall be accepted if and only if
the verification process specified in clause
6 is successful.]

7ol 4 9 Bule B R EEe] WolE
ottt (NOTE - The production and the
distribution of keys fall outside the

scope of this International Standard.]

5. AH#4 (Signature Process)
a8 12 AEaAgE de, ZAS A"l
(Figure 1 summarizes the signature

process.)

| A2
[(Message]

\ | /
ESE

(Padding)
I
Eol7}

(Extension)

I
T 7
(Redundancy)

qddyt e
[Truncation & forcing)

[
EERY:

[Signature production)

1 1g

[(Signature)

O8 1 MEDHE (Signature process)

Awabgel Suhe PEE 9As v Ayl
Aol W AR gsdel 4g9e Hael ¥
Vestm ota adek A S FejHew B
Zafokgltt. [NOTE - A good implemen-
tation of the signature process should
physically protect the operations in such
a way that there is no direct access to
the signature function under control of
the secret signature key.)

5.1 "l&el”] (Padding)

WA W Ee] 2EYolth o HE sEZE

z vpolEe] ~EYo] 5| & OF-E T/H7A 9 0%

Qo) etk ez r(Hol A ThAl A&E o)

Aeh) & Bzl 0l 10] tlalzl szabsel AF

ojth, uwpebaf, Sl ro] ghe 1ol 8Atel 7t #

Y} [The message is a string of bits. This

string of bits is padded to the left by 0 to 7

zeroes so as to obtain a string of z bytes.

Index r. to be used later on, is the number

of padded zeroes plus one. Index r is thus

valued from 1 to 8.

Aedor, ggdzl uAgA MPAAM:e
8z+1-r 7He] Halel HEEC] YHE X3etn
siet.

MP =m || m || ... my || m
= (r-1 51292 08) || (9 HHHE)
(Consequently, in the padded message
denoted by MP, the 82+ 1-r least significant
bits are information bearing. MP = m. ||
m., || Il m,, m. = (r-1 padded

zeroes) || (9-r information bits))

oluff | zx 16 k,+3%t} ZAL Fojof s},
iy, Msoirle vAA e Bl ESss V1A ok

<
(k+3)/16 Bk FAG 2L uigsel 8ug
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dA 2tk (Number z

shall be less than or equal to number k+3.

multiplied by sixteen

Consequently, the number of bits of the
message to be signed shall be at most 8
times the largest integer less than of equal
to (k,+3)/16.]

5.2 E°]7] (Extension)

ot vhol Eo] sEgo] A k-] WES £

=B e BRk el o] Sk
A% AHg-EY [(Number ¢, to be used later
on, is the least integer such that a string

of 2t bytes includes at least k-1 bits.)

w742 ?Jﬁ?"ﬂ SHE ofel MPe] 2 H}OI_E_:;% A}
W 9ol Fole AdE wERgorn doj
t}. [The extended message ME is obtained by
repeating the z bytes of MP, as many times
as necessary, in order and concatenated to

the left, until forming as string of f bytes.]

182E 7h2 9] gk is} i-1 (mod z) + 19 @&
B jol tiete] (WebA, ji= i FE z 7hx] 9] gho
)

Z)
S
th) ME9Q] i W) wlo]Ei= MPe| [ W] nlo] E9}
o},
ME = . m || ... my |l m
R — t bytes ——

(For i valued from 1 to f and j equal to i-1
valued from
1 to z), the i~th byte of ME equals the j-th
byte of MP. ME = . m. || ..

¢-~——t bytes —— - )

(mod z) plus one(j is therefore

m, || m,

22z t Bok AAY 2ok 8 kv 13
(mod 16), 14 (mod 16), 15 (mod 16). 0
(mod 16), 1 (mod 16)H W ] gic)
(NOTE - Number z is less than or equal

to number t. The equality may occur
only if k, is congruent to 13. 14, 15, 0 or

1 mod 16.]

5.3 ¥HH7] (Redundancy)

ache b MR—°— & 5 t ujo)
E°l MEE 24‘ Yol t vlolEL] FHEHZIE &
T & 79 WE o2 dojich QlE 2~ rof 9
8l mhro] ) MR 2z Wi niolEe] Hshy] x2be
x| z) ] ghak 212 24 vl e] Zolg g gt

t}, [The extended message with redundancy

Zl WA A =

MR is obtained MR by interleaving the t bytes
of ME in odd positions and t bytes of
redundancy in even positions. Altered by
index r. the least significant nibble of the 2z-
th byte of MR codes the message length by its

value and its position.)

156+ 7= 9] ghe zhi= jo s

-~ MR2] (2i-1) WA o) B MES] i @) v
o ¥ g} @},

- MR 2i ¥ vlo]Ei= ¥ 1o WAE 12
2} Soff ok ME®] i ¥l ulo]E 9} P} o}
gk MRO] 2z WA ulo] B o 9] A MEQ
z Wizl nlo|Ee] s1@labe} oldl s re] wjels

el g et

1

MR = S 0n)@r || m, 0 S im) Hom, 1S Oy 1omg

S 2t bytes —~————>

(For i valued from 1 to f. - the (2i~1)-th byte
of MR equals the i~th byte of ME. - the 2i-th
byte of MR equals the image of the i-th byte
of ME according to the shadow S specified in
table 1, except for the 2z-th byte of MR which
equals the exclusive-or of index r with the
shadow of the z—th byte of ME.

MR = 5 (md@r w8 tmy [0S Gny) o,

= 2t bytes ——————]



80 SR HRE S e L (1994, 6)

z Blo|E9] MP(mp, to mp,) &2 HE 2t Hjo]
E°] MR(mry to mr))2] A4S ofefo] A 4
%, 1B 17H 7 R, ASHe e 4
48t Aok,

Ji=01modz) + 1:mry, ‘=mp;

mry, = S(mp;)
wpARte 2 9z WA HlelEx duz rof o
& Ay drct.

mry. = r @ mr,.
(NOTE - The computation of the 2t
bytes of MR(mr, to mr)) from the z bytes
of MP(mp. to mp,) is performed by
applying successively the following
three formula for i valued from 1 to t. j
t=(-1 mod z) + 1 :mr,, ‘=mp : mr,
= S(mp;) Finally, the 2z -th byte is

altered by index r. mr,.:= r &P mr,.}

5.4 A3 7}2 (Truncation and
forcing)

WA 4 IRE k B ES] ~Edg o2 z=33t
o), #4239 HEE= 1olm, k-19] H&kg] vEE
A HstY ulolES A 2)3 MR k-1 7he] s
9] BESe|tt owt, HaHe] wlo|Ew wA
Hol ol MRe] #3}9] nlo]EolH IRS] &)
Hle|E= u, f[6°] 8 Aolth, [The intermediate

integer IR is coded by a string of k, bits

Ol
rr

El

where the most significant bit is valued to 1
and where the k-1 least significant bits are
those of MR, except for the least significant
If wyllu, is the least
significant byte of MR, then the least
significant byte of IR shall be u,|16.)

byte which is replaced.

5.5 A™ A4 (Signature production)

/ﬂ“ﬂ Zl‘: H]D] }\*1[1‘7]__,_ 7]’111, IRO]] }“1%

g ABAAHA, K HEY 2EfonA o
At
£ = Sign(IR)

[The signature I is obtained as a string of
k, bits by applying to IR the signature
function under control of the secret

signature key. Z = Sign(IR)]

g |0|112/3/4|5/6!/7|819 AB|C|D|E|F
muw/E|3]5|8l9la]|2/rlolplBl6l7]alch
27yt a,a, a0, 0 BEZ PHHGYE &F 7ol
A TR BAIEE ojulAlE g3 22 HESR
e
2,0a,Da, D1 : a,Ba,Da D1 a,Pa.Padl :
2,Pa,Ba, D1

vholE mol Xk p,p 2 TAF
A Sm e FAHE ol R
2 349

dobd 284 S st
ZZE T ,) T ()

1 =9 el aglx s

6. gel7A (Verification process)

A 4
[Signature)
|

}
A Erl A 5
(Signature opening) (Reject)
YES’ NoL ‘
A 2] 5 A w
(Message recovery] [Reje_lct]
YES | NOI
Zrel 7] A 2w
(Redundancy checking] (Reject)
YES| NolL—

B WA=A
(Mo WolEo )
(Recovered message]
(Signature accepted)

a2l 2 sel By
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6.1 A 47| (Signature opening)

] o,

© i

g3rom 2

N FR171E 7 5L ER1ESE A
E2od ujy] A4 IR’ 2 A

= Verif(L)

gheF IR'0] HAAS9) WlES] gho] lolat, A 3&}9]
Z7ke] ko] 6% k HIE ~Eglo] ohjziyl A
£ AFHEt. (The signature I is trans-
formed into the recovered intermediate
integer IR” by applying to L the verificat-
ion function under control of the public
verification key. IR" = Verif(Z) The
signature £ shall be rejected if IR" is not a
string of k, bits where the most significant
bit is valued to 1 and where the least

significant nibble is valued to 6.}

6.2 A 59 (Message recovery)

49 Frivr1E 7kl sl AlR) MR 2t ulo]

Eol ~EYolH -k (mod 16)709 g v

e 0cla, wAlE Hatgl wolEE A9

g il a9l HIEES] gh& IR’ ghat o). i 19l

A moll whet, Tk py | ps g 16

*01 IR"2] #H3k9le] 4/9] x7tolel MR'e] 3
a9 vl Ex M Wu,) || p.e] B

s

MR’ = my | |my ||, m,|Im,

[The recovered message with redundancy MR’
is the string of 2f bytes where the 1-k (mod
16) most significant bits are null and where
the k-1 least significant bits are those of IR,
except for the least significant byte which is
replaced. According to the permutation T

specified in table 1, if g, || gyt . || 6 are

the four least significant nibbles of IR’, then
the least significant byte of MR’ shall be T
() | g MR" = my | my, 1. m.| m,)

2E8 MR MR & tE & o, ~ed
MR & #H39 WEEA UM 00lA 1574
0ol gAY MR 3t k-170e] HIEE
olFol Urt. (NOTE - The string MR
and MR’ may be unequal. The string
MR’ consists of the k-1 least significant
bits of MR padded by O to 15 zeroes in

the most significant bits.]

t el e MR'S) 2f nlol ERRE AXA=ECT)
E 1ol w8 28 Sofl s i A e 2 9l
A wiolEel (2i-1)¥A] ulo|Ee] 1)) wiel
A = 2o

My D S(my, )

gkek t 78] gl Oo|¥ M £+ AXREY. (From
the 2f bytes of MR,
According to the shadow S specified in table

t sums are computed.

1. the i-th sum equals the exclusive-or of the
2i-th byte with the shadow of the (2i-1)-th
byte. m, @ S(m, ) The signature Z shall be

rejected if the t sums are null.)

A 0c] obd FHe] YAz EYdrt,
%%5131 gEolzl w42l MP &= MRS &4 9
Aol ol z 7he] Hshel wlolE L‘E%‘OICP.

MP" = g | g || iy |1 my || my

Ad 2 r& AR Qo] opd e Hsle Zzh
9] #ox BY#HErl (Number z is recovered
as the position of the first non-null sum.
The recovered padded message MP’’ is the
string of the z least significant bytes in odd
position in MR, MP" = m. || M, |] ... my,

[| ...my || m,. Index r is recovered as the
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value of the least significant nibble of the

first non-null sum.]

shek qle) 4 rol 13- 8 Afolel o] opujm
MP’e] 2749 1 HMEES gto] BF Qo] oY
W o fe ARdAg
m,, = (r~1 padded zeroes) || (9-r
information bits)
AR = MP'e] Halgl 8z+1-r M| EES] 2~
Eglow BYHTt [The signature L shall be

rejected if index r is not valued from 1 to 8,
and also if the r-1 most significant bits of
MP’" are not all null. m,, = (r-1 padded
zeroes) || (9-r information bits) The message
is recovered as the string of the 8z+1-r

least significant bits of MP".)

6.3 Y7 A
(Redundancy checking)

w2 MR'E BHEo] glEodzl vl4=x] MP
2HE 528 534 AME FHErE 73
ozl w A A 2k & o) MR"9] 3t k-1 ¥ Ex
I MR 2] HaHg k-1 HIEEo] 204 AW ¢
WolE oWt} (The signature Z shall be
accepted if and only if the k-1 least

e

pag e

significant bits of MR" are equal to the k-1
least significant bits of another extended
message with redundancy computed from
the recovered padded message MP’
according to 5.2 and 5.3)

2 = A (Annex A)
(#31) (informative)

R A 2138 FANT] Al 9] o
(Example of a public-key system

for digital signature)
A.1 A9 (Definition)

FMNE W F AP FOoE o R A4
[Modulus : Integer constructed as the

product of two primes)

T eyl ¢ mEee &9l g5 (Public

verifi-cation key : Modulus and verification

exponent]

H¥ A7) 0 M 54 [Secret signature key

. signature exponent]

A.2 7|38} <Fo]
(Symbols and abbreviations)

RR 39 & (Representative element]
IS £

CRAREI

i)

4 42 (Resulting integer)
2 &2} (Modulus]

Eelo Aol (&Y
(Length of the modulus in bits)
TN 2

TN = B E)

p.q Ee19 294 [(Prime

factors of the modulus]
gol F4*(Verification exponent]
w

}\'1 ¢}

<49 [Signature exponent]
g a, be] H AT

[Least common multiple of

lem(a, b)

integers a4 and b)

noll Wit a9 234 (Jacobi) 71&
(Jacobi symbol of 4 with respect
to 1l

(a|n)

%ﬂ**ﬂﬁﬂ

2 (Legendre) 7}
. [Note - p be an
odd prime, and let 2 be a positive
integer. The Legendre symbol of integer

a with respect to prime p is defined by
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the following formula)

(@} p)=a"""modp

1= azt p] W57t ol 4 poll i
a7t BgE poll dal Al
017\] obid=le whap +1 E& -19 ab& 7kt

4 poll ik po] wiol 2Rma 71aE (o]

ﬁ':agl 2dEE 5t

t}. {When integer a4 is not a multiple p,
then the Legendre symbol of integer a with
respect to prime p is valued to either +1 or
-1 depending on whether integer a is or is
not a square modulo p. The Legendre
symbols of multiples of p with respect to

prime p is null.)

ng B4 e Faeta st aw kol et
I sk H el e B 5
o] Aol Ed el P
ojth, et n = pgold (a|n) = (a|p) (afq
ojt}, ofwl G4 nell thet o F ¢ a0 Apn] 7|

T pe] AQAF4E vany FapAo g Aird ¢

aol 23N 71F &=

a9l 2¥=2 N335 F

2it}. (Let 7 be an odd positive integer, and
let a be a positive integer. The Jacobi symbol
of integer a4 with respect to integer #n is the
product of the legendre symbols of integer a
with respect to the prime factors of n,
Therefore if n = pg, then (a|n) = (a|p) (a]
q). The Jacobi symbol of any integer a with
respect to any integer n may be efficiently

computed without the prime factors of 1.)

A.3 71 A4 (Key production)

A.3.1 ZEel &4 (Public verification

exponent)

zkel AQle BARC S Fel FF 0
g Hego

hi
i

(Fach signing entity shall

select a positive integer v as its public

verification exponent.]

AR S5E BT SEANE HF3ts
71% &l [The public verification exponent
may be standardized in specific applica-

tions.)

[NOTE - Values 2 and 3 may have some

practical advantages.}

%4 29 3 tha HAAQ elgol vk

A.3.2 dlE 2ol 70 ZE2 (Secret

prime factors and public modulus)

zb el e ohg ol Wiz MR
2 pet g8 el & ae]a vpde]ed &
- o7b Eold p-13 g-1-2 vell e s
ojt},
""" vz} Bpold (p-1)/29) (g-1)/28 voll thal
Az aelth, wd pok g% mod 8 thsl §
Fo] obyrlt,

[(Fach signing entity shall secretly and

1/],,4 E49

Je] shc}

randomly select two distinct odd primes p
and g subject to the following conditions. -
If v is odd, then p-1 and g-1 shall be
coprime to v. - If v is even, then (p-1)/2
and (g-1)/2 shall be coprime to v.
Moreover, p and g shall not be congruent to

each other mod 8)

THE Rwe] nd B &ely

= pot g9l Fol
t}. [The public modulus # is the product of

the secret prime factors p and 4.}

n = pyg

muelel doje kelrh. kv k+ 1ot} [The

length of the modulus is k. Number &k shall
equal k. +1)
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1. 2Eele] dFEE A 37 3t
278 A9 o Frp2Q 2ol 12y
ofgict.

2. 0¥ oo Eevle RE8Y #4AE Ud
A dta o] AL AR HeolEE dag
g}, o3t Fele v 2ok

F.,.:n=2% —¢ Zol(length) :
= G4xH|E

F,,.,:n =2 + ¢ Zo|(length) :
k = 64x+ 19 E

o7iA 1 <y < 2x0)3L ¢ { 28 (

2co|

(1. Some additional conditions on the

e
|

It

choice of primes may well be taken into
account in order to deter factorization of
the modulus. 2. Some forms of the modulus
simplify the modulo reduction and need
less table storage. These forms are F,,_ ' n
= 2% - c of length : k = 64x bits, F,,. ' n
= 2" + ¢ of length : kK = 64x+1 bits

where: 1 <y < 2x and ¢ { 2°% { 2¢.]

=9 e e 2 dolo 4 £ 17t
A,y e H 2 vlolEo] BE HESo] 1o/},
(In the negative forms, all the bits of the y
most significant bytes are valued to one,
up to a quarter of the length of the

modulus.]

Feol Fehol A shtel 49 HET} 1 o1
LEeie] doje} 4 ¥ 1744, y el HA9l u}
olEel BE WEZ} 0ol

forms, after a single most siginificant bit

(In the positive

valued to one. all the bits of the ¥ most
siginificant bytes are valued to zero., up to

a quarter of the length of the modulus.]

A.3.3 HIZ2AMH S (Secret signature

exponent)

MUY F5E s-1o] theel M g &
& oFel F4 solck,

-7t Y 9 lem(p-1. 4-1)

o7t A o 1/2 lem(p-1, g-1)
[The secret signature exponent is the least
positive integer s such that sv-1 is a
multiple of = lem(p-1. 4~1) if v is odd - 1/2

lem(p-1, g-1) if v is even.)

A.4 A4 (Signature function)

7} IRE 5494 7|sdHd = ALE k-1
HE ~E3o|t}l [The intermediate integer
IR is a string of k-1 bits computed as
described in 5.4.)

noll tigh IRe] dlEYAE RRel o8] et
2t}

~ v7} &42o|9d, RR2 IRo|t},

~ v} #Agola (IR n) = +1°]H RRE IRo|t},

- vt Zola (IR | n) = -1°|®™ RRE IR/2

ot}

(The representative element of IR with
respect to 1 is denoted by RR - If v is odd,
then RR is IR. - If v is even and if IR | n) =
+1, then RR is IR. - If v is even and if (IR |
n) = -1, then RR is IR/2.]

v7t Fpold poll thdk RRe] #bzmw] 7ZE
+1°]t}. (Note - If v is even, then the
Jacobi symbol of RR with respect to 7 is
forced to +1.]

RRE RR (mod n)o] ©ch, M £& o] Ak
Az} o}t o] AL noll e BH4F 22 Folr}. (RR
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shall be raised to the power s modulo n.
The signature L is either the result or its

complement to n, the least one.]
I = min (RR mod n, n-(RR mod n))

o] A& MBS "Sign"E FA@rh. (This

defines the signature function "Sign”)

I = Sign(IR)
A.5 =l < (Verification function)

M e n/2 Boh &2 o Hgoin] A
B4 152 A7) 98 £ (mod m)o] AM&®ETEH
(The signature L is a positive integer less
then n/2 which shall be raised to the power
v modulo n for obtaining the resulting

integer IS.)

EQE v IR 53 22 B35y
EEEOEES

- 157} 6 (mod 16)°]9 IR'& IS°|t},

- n-157} 6 (mod 16)°]® IR"& n-IS°|th
(The recovered intermediate integer IR is
then defined by the following decoding. - If
IS is congruent to 6 mod 16, then IR" is IS,

If #n-IS is congruent to 6 mod 16, then IR’ is
n-I1S ]

g o7t Apd,

= IS7} 3 (mod 8)°o|H IR'-& 2Is°|t},

- n-I57} 3 (mod 8)°|® IR"E 2(n-IS)°|t}.
(moreover, when v is even - If IS is
congruent to 3 mod 8, then IR is 2IS. -~ If

n-IS is congruent to 3 mod 8, then IR" is 2
(n-1S).]

Ay £e RE 08 Afole A¥Hn =3

IR"o] 2¢Fel A 2¢'-1 el A ¢4 oz n}
2712 2 AR}, [The signature I shall be
rejected in all the other cases, and also if
IR” does not lie in the range from 2% to 2'-
1.]

olAL MH3F "Verif B Aot} (This

defines the verification function “Verif”)

IR" = Verif(£)

2E B (Annex B)
(#11) (informative)
55 Acll 3AE odAE
(Illustrative examples
related to annex A)
1671 o] AME-=| AT}

[The hexadecimal notation is used)

B.1 370 % 3% 7FA& olAlE(Examples

with public exponent three)

B.1.1 7| 44 (Key Production]

FMER] 54 ve 3°lth. (The public

verification exponent v is 3.]

adeg vl aQ4EL 2% 2 (mod 3)9]
t}. (Therefore the secret prime factors are

both congruent to 2 mod 3.)

p= BA09106C 754EB6EFE
BBC21479 9FFIBS8DE 1B4CBB7A
TAT82B15 7C1BC152 90A1A3AB

q = 1 6046EB39 EO3BEABG6
21D03C08 BSAE6B66 CEFF955B6
4B4F48B7 EE152A32 6BF8CB25
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ZHAEE 513 HlES REE nd 2 +c
olt}, o714 2¢ ) 2% ) colth (x = 8, y = 16
& M Fo, & 848 (The public
modulus # of 513 bits is of the form 2" +c,
with 2¢ ) 2% ) c(form F,, , with x = 8 and
y=16).]

n=pg= 1 00000000 00000000
00000000 00000000 BBA2D15D
BB303C8A 21C5EBBC BAE52B71
25087920 DDTCDF35 S8EA119FD
66FB0640 12EC8CE6 92F0A0BS
E8321B04 1ACD40B7

BlE MY F4 se (n-p-q+3)/6°1th. [The
secret signature exponent s is (n-p-q+3)

/6.1

s = 2AAAAAAA AAAAAAAA AAAAAAAA
AAAAAAAA CIFO783A 49DD5HF6C
5AF651F4  CODODCI92 81C96A3F

16A85F95  72D7CC3F  2DOKF25A9
DBF1149E 4CDC3227 3FAADD3F
DA5SDCDAT7

B.1.2 w 2ol (Length of the variables)

zE 1622 WA & k+2 B} 2} 2e
o] ol te 1622 WA & k+13 Bt} & A
w2 b 2 ol

positive integer less than or equal to k+2

(Number z is a

divided by 16. Number f is the largest integer
less than or equal to k+13 divided by 16.]

wekA] | kb 5134,

= 1 %8 329 gt& /A MEE WX

= 1 FE 256 HjE9] ~Efo|n], glEoz]

l 1 2] MP9} MP'& 1 H¥ 32 ulojES] A~
o]t}

IN]

2012 oA vAA] MEE 32 HlolE
Efoln FHv7] MR} MR'E 7H
AR & 64 "ol E ~Eg ot

r{r
) C,v

o ~

(Consequently, when number k is 513, -
number z is valued from 1 to 32, the mess-
ages to be signed are strings of 1 to 256
bits, and the padded messages MP and MP’
are strings of 1 to 32 bytes: - number ¢ is
32. the extended messages ME are strings
of 32 bytes, and the messages with redun-
dancy MR and MR’ are strings of 64 bytes.]

wi7h g4 IR2 IR'2}F A £ 512 HE (k-1
HIE) 2E3e|t} [Moreover, the intermedi-
ate integers IR and IR’ and the signatures
 are strings of 512 bits (k-1 bits).]

B.1.3 oMl 1 (Example 1)

o] o= 100 HE WAR & »E3}7]
Eol7], wol7l 28m deg A9}, (This

example illustrates padding, extension and

A% 5

truncation for signing a message of 100
bits.)

C BBAA 9988 7766 5544 3322 1100
9334 (Signature process)

4 Me] 02 %o BlRolm b Gl w4
A MPE 13 dlolEe] ~Eo] gt} 12 ng 2
= 13, r = 57} €t} [After padding four
zeros to the left, the padding message MP
is a string of 13 bytes. Therefore z = 13

andr = 5]

MP = ocC
33221100

BBAA9988 77665544

o]7) wlAlA MEE MPS) 13 el A%A9
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Hlol ES gHRaln 32 wio] B9 ~EY S A& v
742 AR 9For AN Aozt
[The extended message ME results by
repeating the 13 successive bytes of MP, in
order and concatenated to the left, until

obtaining a string of 32 bytes.)

ME = 55443322 11000CBB
AA998877 66554433 2211000C

BBAA9988 77665644 33221100

THE 7] MRE 74 Eod 3] w2 & 32 whol
Eol ME¢} 32 HiolES] I 71E 719 YolA
dojAl & 64 HolE ~E"oltt, 26 |A ol E
(E2)e] W& wAlz|e] AAE wED (The
extended message with redundancy MR is a

string of 64 bytes obtained by interleaving

the 32 bytes of ME and 32 bytes of

redundancy. An alteration of the 26-th
byte (1£2) codes the message border.)

MR = 44559944 88335522
3311EE00 E70C66BB BBAADD99
0088FF77 22664455 99448833
55223311 EEOOEZ20C 66BBBBAA

DD9%0088 FF772266
883355622 3311EE00

44559944

uf707g 4= IRS MRE 511 B|ER Adkslx, ¢
Zo 14 ¢ H|E Foliu a9y niolE u, |
=008 pu, || 6 = 0622 QA FoZN dojzl
t}. [The intermediate integer IR results
from MR by truncating to 511 bits. by
padding to the left one bit valued to 1 and
by replacing the least significant byte @ u,
[l g, = 00 is replaced p, || 6 = 06.]

o7t EF2ol7] wWiEe E Y4 RRE IRo] ¥
). [Because v is odd, the representative
element RR is IR.)

RR = IR = C4559944 88335522
3311EE00 E70C66BB BBAADD99

0088FF77 22664455 99448833
FE772266 44559944 88335522
3311EE06

RR& RR (mod njo] 9}, M9 ¥ 21 A3}
o nof]l It B2} "}, (RR is raised to the
power s modulo 1. The signature I is here

the complement to n of the result.)

r = 309F873D 8DED8379
490F6097 EAAFDABC 137D3EBF
D8F25AB5 F138D56A 719CDCH2
6BDD0O22E AGGDABAB 920A8101
3A85D092 EO04D3E42 1CAAB717
CO0DEYEA 45A8D23A

gl 34 (Verification process)

AW T n/2 Bok o ZAodg ISeE o0
{mod n)e] ®t} [(The signature I is less
than #/2. The resulting integer IS is
obtained by raising £ to the power 3

modulo 1.)

IS = 3BAAGGBB 7T7CCAADD
CCEEI1lIFF 18F39944 FFFTF3C4
BAA73D12 FFOLHFATET 21A0A33D
CFE6460E EFT7BFD29 27E55KE52
896206B7 13756A80 4E9B0774
SFFECSHET E7BB52BI

v 512 HES ~Ego|n oy 3
29 HlEs 1olm A9 2zHe Golth ng 7
(mod 16)°]i IS 1(mod 16)°/n2, =4
ul 7 F 4= JR'E n-157} €}, (The intermediate
integers are strings of 512 bits where the
most significant bit is valued to 1 and the

least significant nibble is valued to 6.
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Because n is here congruent to 7 mod 16
and IS to 1 mod 16, the recovered inter-

mediate integer IR is n-IS.]

IR" = n-IS = C4559944 88335522
3311EE00 E70C66BB BBAADD99
0088FF77 22664455 99448833
55223311 EEOOE20C 66BBBBAA
DD990088 FF772266 44559944
88335522 3311EE06

TEE7] MRS 7bd B3 wAAl= 64 vt
olE 2ERUH 714 QEAZ shte 0df IR
o] A3 upe|EE AL H3g 511 HIES]
na : m(0) = EE %3e o9 ol wekA
oyl pu, 1l 62 BAE BEO6S uy, | 1,
iy ez A8 2 g2 EE00°]
k. [The message with
redundancy MR’ is here the string of 64

recovered

bytes where a padded zero is followed by
the 511 least significant bits of IR", except
for the least significant byte: according to
the permutation T stating W(0) = E,
EEO6 denoted by p, || sy Il 4, [l 6 is
replaced by g, || gy || T |} u., valued

to EE00.]

MR’ = 44559944 88335522

3311EE0Q E70C66BB BBAADD99

0088FF77 22664455 99448833
55223311 EE00E20C 66BBBBAA
DD990088 FF772266 44559944
88335522 3311EE00
Aeo2 gol 00l ohd A& 13 WA o=
2 gk 5elch. webA z = 1303 r = 5olth
S50 Q2o wiAA] MP'2 Aoty E5 9
Aol e MRSl 13 wiolEF9] 2EFo|T)

[(The first non-null sum is the 13-th sum
valued to 5. Thus z = 13 and r = 5. The

recovered padded message MP’ is the string

of the 13 bytes of MR’ in the least

‘significant odd positions.]

MP’ = 0C BBAA9988 77665544

33221100

MP’e] 4 7He] HZH HEE (-1 = 4)& 00
k. W AR A MP'Y Hee 100 RIEES
(8z+1-r = 100)e] 2EZ o2 HEYH} (The
four most significant bits (r-1 = 4) of MP’
are null. The message itself is recovered
as string of the least significant 100 bits

(82+1-r = 100) of MP".)
C BBAA 9988 7766 5544 3322 1100

A o) WolEofz) s AL FHH 7] MRS 7t
B WAAe] Hake) 511 vlEEo] MP'o.
ZRE Ak, 88| MPERE A4E MRE
T = R P b=l o B B B P -
P=7] wFole}. (The signature is accepted
because the 511 least significant bits of the
recovered message with redundancy MR’
are recovered in the extended message
with redundancy computed from MP’,
exactly as MR from MP )

B.1.4 ©ofxl 2 (Example 2]

o] dlx Fu Tekst A9-E A é 256
v Eo] viAAE 5138 Ee] REHZE Yoz
A 4R @& (This example
a 256-bit
message is neither padded nor extended
with a 513-bit modulus.]

illustrates a simpler case :

FFDC BA98 7654 3210
FEDC BA98 7654 3210
FFDC BA98 7654 3210
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FEDC BA98 7654 3210

MY 34 (Signature process)

A2 s A&s] 32 wolEs A=t 256
HE sEZoth I3ER ze 3203 r& 19
ol vA R QEE 2 WAz MP9} Bl wl A
2 ME®} Zt}h. [The message is a string of
256 bits, coded over exactly 32 bytes.
Therefore z is 32 and r is 1. The message
equals the padded message MP and the

extended message ME.]

ME = MP = FEDCBA98 76543210
FEDCBA98 76543210 FFDCBA98
76543210 FEDCBAS8 76543210

TH 7] MRE 7h EoZl Al Al = 64 ulol
E ~e#o|t}, (The extended message with

redundancy MR is a string of 64 bytes.]

MR = 1DFEATDC 6BBAD098
F2764954 85323K10 1CFEATDC
6BBAD098 F2764954 85323K10
ICFEA7DC 6BBADO098 F2764954
85323E10 1CFEATDC 6BBAD09S

F2764954 85323E10

w7l 4 IR MRE 511 HlER dutsti,
AZol] | & g HE Eoli Y upo] EE A
gto 24 dojxt} (The intermediate integer
IR results from MR by truncating to 511
bits. by padding to the left one bit valued
to 1 and by replacing the least significant

byte.]

o7} &50l7] wie| EY L RRE IR
t}. (Because v is odd. the representative

element RR is IR.}

RR = IR = 9DFEATDC 6BBADO9S

F2764954 85323E10 1CFEATDC
6BBAD098 2764954 85323E10
1CFEATDC 6BBAD098 F2764954
85323E10 1CFEA7DC 6BBADO09S
2764954 85323E06

RR& RR (mod m)e] ©r}. AW =& 1 43
7} "B}, [RR is raised to the power s modulo

n. The signature Z is here the result.]

L= 319BB9BE CB49F3ED
1BCA26D0 FCF09BOB 0AH08E4D
0BD43B35 0KF959B72 CD25B3AF
47D608FD CD248EAD A74FBE19
990DBEB9 BFODA4B4 1200243
AT4E5CAB 3FT7E610C

#ol3y (Verification process)

A ZE n/280 v AR IS &
(mod n)o] ¥t} (The signature I is less
than n/2. The resulting integer IS is
obtained by raising I to the power 3

modulo 1.]

o714 IS+ 1(mod 16)°]22 EdE %
4 IR"& IS7} ¥t} [Because IS is here
congruent to 1 mod 16, the recovered

intermediate integer IR is here IS.]

IR" = 1S = 9DFEATDC 6BBAD098
F2764954  85323KE10 1CFEATDC
6BBAD09S F2764954 85323E10
ICFEA7TDC 6BBAD098 F2764954
85323E10 TCFEA7DC 6BBADO9S
F2764954 85323E06

FUHY MRS 7k 49 A4 64
oJE 2EJAH o714 giRelal shie 09 IR’

o #ats] ol EE Al Hshe 511 v]ESO]
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w2 m(1) = 3, 3R06% S5t &4 1o
webA g oy [ s [ 62 BAIE ER062 1
Pops I Ty | p,2 dXED 2 ghe

3E10 ¢|t}. [The recovered message with
redundancy MR’ is here the string of 64
bytes where a padded zero is followed by
the 511 least significant bits of IR", except
for the least significant byte: according to
3. 3K06
denoted by g, || s || g, |} 6 is replaced by

g Il I Ty 1 i, valued to 3E10.]

the permutation T stating T(1) =

MR’ = IDFEATDC 6BBAD098
F2764954 85323E10 1DFEATDC
6BBAD098 F2764954 85323E10
IDFEATDC 6BBAD098 F2764954
85323E10 1DFEA7DC 6BBAD098

F2764954 85323KE10

Ao ol 0o obd e 32 WAl Fow
T gke tolth mebd z = 320]w r = lo|th,
o] Edd wjAx] MP'e Z5 93
© MR’e] 32 ulo|EE9] ~EZe|th (The first
non-null sum is the 32-nd sum valued to
1. Thus z = 32 and r = 1. The recovered
padded message MP’ is the string of the 32
bytes of MR" in odd positions.]

MP = FFDCBA98 76543210
FEDCBA98 76543210 FFDCBA98

76543210 FEDCBA98 76543210

48 dAxE 266 HES 2EFoin,
(The recovered message is a string of 256
bits.)

FFDC
FEDC

FFDC
FEDC

BA98 7654 3210
BA98 7654 3210

BA98 7654 3210
BA98 7654 3210

Aol wolEdd 2= AL LEHI] MRS 7}
A Hdd WAzl el Hake] 511 HEEC] MP'e
2RE AME, Ag3ls MPREE AitE MRE
A ZUHEZE 7HE 5 wAlA] QbelA &
A= 7] df&oltk. (The signature is accepted
because the 511 least significant bits of the
recovered message with redundancy MR’
are recovered in the extended message
with redundancy computed from MP’,
exactly as MR from MP.]

B.2 3/ ¢ 3% 7HA+ = o
(Another example with public
exponent three)

B.2.1 7| MM (Key production)

sl

fication exponent v is 3.)

%4 vE 3°|th. [The public veri-

JejEE upd AQF

i
rfo

2% 2 (mod 3)°]
t} (Therefore the secret prime factors are

both congruent to 2 mod 3.)

p = 461908C5 405B7952
F69864C3 B0683002 5650303D
5297A4BD 2FbH49A9D 37CKFE027

q = 3 AGEC260F 3E2E0B2C
106C5164 6D471D9E 04783176
27010818 EbHACC26F 7C0OC892B

ZAEE 512 R ES REE n& 27 FE o]
o} 4714 2¢ > 2% ) colt}, (x = 8, y = 3&
7FA = F,, & ¥/ %}h) [The public modulus

n of 512 bits is of the form 2°"“-c, with 2¢ )
2% 5 ¢ (form F, , - withx = 8 andy = 3).)

no=pq= FFFFFF7F A27087C3
SEBEAD78 412D2BDF FE(0301ED
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D494DF13 458974EA 89B36470
SETDOFHA  00AL07TTY DDFIFTD4
CB80OB889 1324DA25 1A860C4E
CO9EF2881 04B3858D

HY AW 54 s (npq+3)/6°]th. [The
secret signature exponent s is (n-p-g+3)

/6.]

s = 2AAAAASS 45BD6BFS
EF1FC794 0ADCDCAS 55008052
4KE18CKFD8 8BI96ESD1 C19DE612
1B13FACO EB0495D4  7928E047
724D91D1  740F6968 457CEL3E
C8E24C93 62CE84B5

B.2.2 = 20| (Length of the variables]

k7t 51201 B &,

-z% 1 FE 329 g& siAlm Mg d vAF]
= 1 F8 256 BlEQ gt& 7AW a3l

wl Al 2) MP} MP'& 194 32 Hle]Ee]
Egjo|t}:

- te 320lxm w7 MiAA] MEw 32 blo|E
o] ~Egoln #Hr7] MR3} MR'Z 717
WA A 64 HlolE 2B o]},

(Because number k is 512, - number z is
valued from 1 to 32, the messages to be
signed are strings of 1 to 256 bits, and the
padded messages MP and MP’ are strings
of 1 to 32 bytes: - number f is 32, the
extended messages ME are strings of 32
bytes, and the messages with redundancy
MR and MR’ are strings of 64 byles.]

w7 IR IR'7} M 22 511 ¥ E (k-]
v E) sEfoltt (Moreover, the intermedi~
ate integers IR and IR" and the signatures
I~ are strings of 511 bits (k-1 bits).

B.2.3 oAl 3 (Example 3)

ol d& 100 HE w42 & Aslr] 93
€eol7]. wel7) zeln ddE AEevh (This
example illustrates padding, extension and
truncation for signing a message of 100
bits.]

1 1223 3445 5667 7889 9AAB BCCD
A4} (Signature process)

4 7H«l 0%
A} MP&= 13 1lo]

13, r = 157} €} [After padding four zeros
to the left, the

5ol sldela el BlEel w4
B AE

o] fv} 28B& z =

padding message MP is a

string of 13 bytes. Therefore z = 13 and r
= 5]
MP = 01 12233445 56677889

9AABBCCD

70 Wl A2 MEE: MPel 13709} 91449] w}
o|EZ HHElL :

A Al E 9oz AR A %lomtk {The
extended message ME results by repeating
the 13 successive bytes of MP, in order and
concatenated to the left., until obtaining a

string of 32 bytes.]

ME = 78899AAB BCCDO112
23344556  6778899A ABBCCDO1

12233445 56677889 YAABBCCD

FHUH 7] MRE 7h2 ef2l vl 44 & 320l
B9) MESH 32ulol 59 FUHNE 719 FolA
Ao}z = 64HlC]E AEo|r} 26 A nlo] E
(E6)ol age wiael FAE wET. (The
extended message with redundancy MR is a

string of 64 bytes obtained by interleaving
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the 32 bytes of ME and 32 bytes of
redundancy. An alteration of the 26-th
byte (E6) codes the message border.]

MR = FO780D89 DBYABGAB
67BC7TACD E3013512 58238934
94454256 2F67F078 O0D89DBYA
B6AB67BC 7ACDE601 35125823
89349445 42562F67 FOT780D89

DBY9AB6AB 67BCT7ACD

A4 IR& MRE 510 W ER Fdsta, ¢
Zo 18 T HE Bolm 3] ulelB u, || u,
= CDZ u, || 6 = D62 ATz Adojl
t}. (The intermediate integer IR results
from MR by truncating to 510 bits, by
padding to the left one bit valued to 1 and
by replacing the least significant byte @ u,
Il t, = CD is replaced ¢, || 6 = D6.)

v7b E40|7] Wie| E¥s RRE IRe| €
t}. [(Because v is odd, the representative
element RR is IR}

RR = IR = 70780D89 DBYABGAB
67BC7ACD E3013512 58238934
94454256 2F6TF078 0D89DB9A
BE6AB67BC 7TACDE601 35125823
89349445 42562F67 FO780D89
DBY9AB6AB 67BCTACD

RR& RR (mod n)o] ®th, A% & 1 43
9] nol| g H47F @) (RR is raised to the
power s modulo n. The signature Z is here

the complement to # of the result.)

r = 58E59FFB 4B1FB1BC
DBFSDIFE 9AFA3730 CT78A318A
1134F¥579 1B7313D4 80FFO7AC
319B068E DF8F2128 45CB0O9CF
33DF30AC Eb54F4A06 3FCCAOB7

32F4B662 DC4E2454
%1} (Verification process]

AW e n/2 B A AR IS L°
(mod n)ol "t} (The signature T is less
than n/2. The resulting integer IS is
obtained by raising £ to the power 3

modulo 7.)

IS = 8F87F1F5 C6D5D117
F70232AA 5EZBF6CD ASDF78B9
404F9CBD 16218472 7C2988D5
D8D1A79D 85D72178 A8ET79FBI1
424C2443 DOCEAABD ZA0DFEC4
EE5471D5 9CFT70AB7

WA 511 HIES] 2Efolm 7|4
F9 BIEE 1ol Hote 2742 6 otk o7]A
ne 13 (mod 16)°]aL ISE 7 (mod 16)°]7]
o, 549 wiBS IR'E n-IS7F 0k, (The
intermediate integers are strings of 511
where the most significant bit is valued to
1 and the least significant nibble is valued
to 6. Because 7 is here congruent to 13
mod 16 and IS to 7 mod 16, the recovered

intermediate integer IR is n-IS.}

IR" = n-IS = 70780D89 DBY9ABGAB
67BCTACD E3013512 58238934
94454256  2F67F078 O0D89DBY9A
B6AB67BC 7TACDE601 35125823
89349445 42562F67 F0780D89
DBYABGAB 67BC7AD6

U 7] MR & 713 B9 wAlz & 64uto]
E 2E"QlH 9474 gl Frie] 0 IR
33tgl vlolEE A7t AtY 510 BlEE] W
2ok (T(C) = 7& E8te ¥ 1ol WA p,
Py Iy 1 62 EAE TADGZ py || uy |
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T [ g2 WA= 7 e TACDe ),
(The recovered message with redundancy
MR’ is here the string of 64 bytes where
two padded zeros are followed by the 510
least significant bits of IR", except for the
least significant byte: according to the
permutation T stating T(C) = 7, 7TAD6
denoted by py || py Il u, |1 6 is replaced

by s, Il py Il W) [ g, valued to
TACD.]
MR’ = 30780D8&9 DBY9AB6GARB

67BC7ACD E3013512 58238934
94454256 2F6TF078 OD89DB9A
B6AB67BC 7TACDE601 35125823
89349445 42562F67 FO780D89
DBY9AB6AB 67BCTACD

Hgo 8 Fo] 00] obd AL 13 ¥A geoz
I gkE 5olot. wEbd z = 130]1 r = 5Ho|t}
Ed5 o] EA oA MP'& a9 &5 ¢
Ao slE MR'9 13 vlojELol ~E o)
(The first non-null sum is the 13-th sum
valued to 5. Thus z = 13 and r = 5. The
recovered padded message MP' is the
string of the 13 bytes of MR" in the least

significant odd positions.]

MP’ = 01 12233445

9AABBCCD

56677889

4 el #H49 WEE(-1 = 4)2 0°lth. o
A=A Az e MP'9] &S] 100 HEEe
(8z+1-r = 100) 2Eg oz HAH} [The
four most significant bits (r-1 = 4) of MP’
are null. The message itself is recovered as
string of the least significant 100 bits
(8z+1-r = 100) of MP" )

1 1223 3445 5667 7889 9AAB BCCD

Aol WolEA e A& FHy7] MR' & 7}
A EdE vz el Hetel 510 B[ EEC] MP'o
2RE AadE A 83 = MPEYE A 4HE MRE
A, FEHE7E s o3l wAx] gl d B
Y= 7] "Ee|tt, [The signature is accepted
because the 510 least significant bits of the
recovered message with redundancy MR’
are recovered in the extended message
with redundancy computed from MP’,
exactly as MR from MP.}

B.3 370 &% 28 7HX|= MME (Examples

with public exponent two]

B.3.1 7| ¥4 (Key production]

THEQ 5+ ve 20|t} [The public veri-

fication exponent v is 2.]

adeg, ¥l 2A4F e 3 (mod 8)¢l
2 & e 7 (mod 8)olth, [Therefore, one
secret prime factor is congruent to 3 mod 8

and the other one is congruent to 7 mod 8.)

p= 867TEABT2 E46B2B0OA
35F2F2F2 719A1F3C 7EA05947
2BODAEL1 A1730A28 2CDDBBES3

q = 1 E7468E3C 4869473F
094E7406 60B04CB4 8E47FB50
1965644DC  C81D4492 8301850F

TAEE 513 HES REH ne 2"+c HH
oty f71M 20> 2%y colth (x = 8,y = 16
< 7HAe F., & 84%d) [The public
modulus n of 513 bits is of the form 2" +c,
with 2¢ ) 2 ) ¢ (form F., , with x = 8 and
y = 16).)

n=pg = 1 00000000 00000000
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00000000 00000000 97518F6A
D742E4E3 A1EDC7F6 CBOF2226
F1343952 4E5466C2 D596A9F9
T60FAD2Z26 743E5D43 DY9AAAYIE
FO368F22 B87DF14D

B 55 s (n-p-g+5)/8°]th. [The
secret signature exponent s is (n-p-q+5)

/8.)

s = 20000000 00000000
00000000 00000000 12EA31ED
5AE85CI9C T43DBSFE D961E444
906DE094 6A2FFESKF 32CAA860
1478A826 ACKACI15 9294FcBE
10D4C80D 0113D60C

B.3.2 &% 40| (Length of the variables]

k7} 5130|882,

-zE 1 F¥ 329 g& vHA 1 AgE WA A
= 1 2B 256 HE9] g& 7HAH HEo 7
Al A] MP9} MP'2 104 328f0] E9] »~E
golt}:

- ti= 32013 93 vjAlA] ME=
~Edgoln 7] MRI} MR &
A& 64uto| E ~Egjo|tt

32u}o] E o]
74z o)

[(Because number k is 513, - number z is
valued from 1 to 32, the messages to be
signed are strings of 1 to 256 bits., and the
padded messages MP and MP’ are strings
of 1 to 32 bytes: - number ¢ is 32, the
extended messages ME are strings of 32
bytes, and the messages with redundancy
MR and MR’ are strings of 64 bytes.

oY IR% IR'%F Mw £ 512 B E (k-1
v E) ~Edolr}. (Moreover, the intermedi-

ate integers IR and IR" and the signatures

L are strings of 512 bits (k-1 bits).]

B.3.3 oAl 4 (Example 4]

of di Azl 7 5B Fasts 256 HE v
Azel A& At (This example illus-
trates the signature of a message of 256

bits with forcing the Jacobi symbol.]

F123 K123 D123 C123
B123 Al123 9123 8123
7123 6123 5123 4123
3123 2123 1123 0123

A 333 (Signature process])

A2 = g ehs] 32uto| B R AsstE 256 Y
E 2EHo|tt O#HBER 2= 32013 r 1ot}
A slidefzl wlAlA] MPet Folzl wiAl A
MES2} 2t} (The message is a string of 256
bits, coded over exactly 32 bytes. Therefore
z is 32 and r is 1. The message equals the
padded message MP and the extended
message ME.]

ME = MP = F123E123, D123C123
B1239123 A1238123 71236123
51234123 31232123 11230123

7] MRE 7} 52 A Rx] = 64 Hlo)
E ~Efolt}. [The extended message with

redundancy MR is a string of 64 bytes.]

MR = 12F15823
73C15823
D3915823
23615823
83315823
E3015823

C3KE15823
63B15823
038 15823
43515823
53215823

A3D15823
B3A15823
173715823
93415823
33115823
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ARG IRE MRS 511 HlER A, &
Holl 14 & HE 2ol Hatg| vle|EE A
oz dojzlith,

IR results by truncating MR to 511 bits. by

(The intermediate integer

padding to the left one bit valued to 1 and

(mod n)ol ®t}. (The signature I is less
than #/2. The resulting integer IS is
obtained by squaring £ mod n.]

by replacing the least significant byte.]

IR =

A3D15823
B3A15823
F3715823
93415823

92F 15823
73C15823
D3915823
23615823
83315823

C3E15823
63815823
038 15823
435156823
53215823

IS = 92F15823 C3E15823
A3D15823 73C15823 63B15823
B3A15823 D3915823 03815823
F3715823 23615823 43515823
93415823 83315823 53215823
33115823 KE301581B

IS+ 11 (mod 16)o122 B9= wf73 <4 IR

33115823 E3015836

noll #g IR 2p3M] 7]EE -1ol 2 Eg
A RR& IR'/2¢|t}. [Because the Jacobi

2 2157} "}, (Because IS is here congruent
to 11 mod 16, the recovered intermediate
integer IR’ is here 2IS.]

92F15823

symbol of IR with respect to n is -1, the

representative element RR is IR'/2.]

RR = IR'/2 =

D1ESACI11
DIODOACT1
FIBSACII
CI9A0ACITI
9988AC11

4978AC11
BI9EOAC11
E9C8ACTI
91BOAC1]
C198AC11
F180AC1B

KIFOACI11
B1D8ACI11
81C0ACT1
ATA8ACI11
A990ACT]

IR = 2IS =
A3D15823
B3A15823
F3715823
93415823
331156823

73C156823
D3915823
23615823
83315823
E3015836

C3E156823
63815823
038 15823
435156823
53215823

THE 7] MR 71 BdE A2 & 644to

A9 W EE 0o sl F

E ~Eyoitt & 3

39 dlelEx MTHH) =

22 giAgd. (The

RR& RR (mod n)o] €t} A o} 1 A3}
7} "}, (RR is raised to the power s modulo

n. The signature Z is here the result.)

r o=
533B01A6

BBA03660 D7A9001D
05CAFD2ZA 1352E0D7

recovered message with redundancy MR’ is
the string of 64 bytes equal to IR’ except
for the most significant bit forced to 0 and
the least significant byte which is replaced
(mis) = 2).]

8776623C
E7DO97AE
TCFA565D
9D11C723

926FF204
50624815
FA4FT76FF2
FOCESL071

3B93E12B
3024KE3C1
EC19C507

A3 (Verification process)

A e n/2 Brh Zo A3y S ISe

MR" =
A3D15823
B3A15823
3715823
93415823
33115823

1215823
73C15823
03915823
23615823
83315823
E3015823

C3E156823
63B15823
038 15823
43515823
53215823

HE&e g ol 0°] obd AL 32¥x Feoz

2 e 1ol

metAd z =

32013 r =

Lol
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B850 gz vz MP &
£ MR'¢) 32ulo]EE 9 i\._E_%‘O]EP. {The first
non—null sum is the 32-nd sum valued to
1. Thus z = 32 and r = 1.
padded message MP’ is the string of the 32
bytes of MR in odd positions.]

% 9470 9

The recovered

MP’ = F123E123 D123C123
B1239123 A1238123 71236123
51234123 31232123 11230123

B4 WAHR] = 256 H|ES] ~EHo|t} [The

recovered message is a string of 256 bits.]

F123 E123 D123 C123
B123 Al123 9123 8123
7123 6123 5123 4123
3123 2123 1123 0123

o] wolgel At A THHY MR'E 7}
W =9 WA Hshe 511 ESe] MPo

2RE ALdE, Agsle MPEEE ALE MRE
AL 2HEzIE s 53] wAA] <t &

A57] W&o]tk. (The signature is accepted
because the 511 least significant bits of the
recovered message with redundancy MR’
are recovered in the extended message
with redundancy computed from MP’,

exactly as MR from MP )

B.3.4 OIX| b (Example 5)

R el o 2bmE] Vs AFart fe 256
v E vzl & APetk (This last
example illustrates the signature of a
message of 256 bits without forcing the

Jacobi symbol.)

FEDC BA98 7654 3210
FEDC BA98 7654 3210

FEDC BA98 7654 3210
FEDC BA98 7654 3210

A% %4 [(Signature process]

WA 2| = 3 &8s 32ule|lER m=stE 256 H
E ~Edo|t}, 228 zE 32011 re 10t}
Azl = gz WAz MPe Bo R wijAA|
ME$} 2t} [The message is a string of 256
bits, coded over exactly 32 bytes. Therefore
z is 32 and r is 1. The message equals the
padded message MP and the extended

message ME.]

ME = MP = FEDCBA98 76543210
FEDCBA98 76543210 FEDCBAS8
76543210 FEDCBA98 76543210

7] MRE 713 247 M A& 64ut0]
e ~Edolt} [The extended message with

redundancy MR is a string of 64 bytes.]

MR = 1DFEATDC 6BBAD098
F2764954 85323E10 1CFEA7DC
6BBAD098 F2764954 85323E10
1CFEATDC 6BBADO098 F2764954
85323E10 1CFEATDC 6BBAD098

F2764954 85323E10

IR2 MRE 511HER Adsln, ¢
4319 wol =g WA
o gx dojxlvt, el noll #E IRe =8| 7
7F +1olB= IRo] dlE YA RRo] @t (The
intermediate integer IR results by
truncating MR to 511 bits, by padding to
the left one bit valued to 1 and by

i 747 4

Zd) 1& 3t HE Eolm

replacing the least significant byte. And
because the Jacobi symbol of IR with
respect to n is +1, IR is here the

representative element RR.]
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RR = IR = IDFEATDC 6BBADO9S
F2764954 85323E10 1CFEATDC
6BBAD098 12764954 85323E10
1CFEATDC 6BBADO098 12764954
85323E10 1CFEATDC 6BBADO98
F2764954 85323K06

RRe RR (mod m)e] ®t}h, M9 £e] o1 A}
7} ®lt}. (RR is raised to the power s modulo

n. The result is here the signature £ )

L= 28910D1F OFC8332A
63AFE10A 37848404 84374DF9
F0A92347 DD1966ES 976823EC
597ATAEC 0D24FET7L 0934D49B
0CB0412F E8A10CBO D39D1C06
207B0000 E9F33021

%9 #4 [Verification process)

MY e n/2 Bop Ao A ISy L0
(mod nm)e] ®rt}. (The signature £ is less
than n/2. The resulting integer IS is
obtained by squaring £ mod #.]

a3 ISE 6 (mod 16)°] 2= IS E4H
uf 78 4= IRe] v}t [And because IS is here
congruent to 6 mod 16, IS is the recovered

intermediate integer IR".]

IR" =15 = IDFEATDC 6BBADO9S
F2764954 85323E10 1DFEATDC
6BBAD098 F2764954 85323K10
IDFEATDC 6BBAD098 F2764954
85323E10 1DFEATDC 6BBADO098
F2764954 85323K06

7] MRS 7Hd B8 mjHl =] = 644le]
E ~Ego|t} ¢ HAY BEE 02Z 3tu A

kel dlolEx T H(3) = 18 tix¥ch [(The

recovered message with redundancy MR’ is
here the string of 64 bytes equal to IR,
except for the most significant bit forced to
0 and the least significant byte which is
replaced (77 '(3) = 1) ]

MR™ = 1DFEATDC 6BBADO098
F2764954 85323K10 IDFEATDC
6BBAD098 F2764954 85323K10
IDFEA7DC 6BBADO098 F2764954
85323E10 1DFEA7DC 6BBAD098

F2764954  85H323E10

Hgez ol O] obd A 32¥ix Fog
I1Fe lelh wEbM z = 320]3 r = o]t
[The first non—null sum is the 32-nd sum

valued to 1. Thus z = 32 andr = 1.)

2ego] gEadzl vAA] MP'& &5 HAl
¥ MR'9] 32utolEEe] ~E”o[tt (The
recovered padded message MP' is the string
of the 32 bytes of MR" in odd positions.]

MP’ = FEDCBA98 76543210
FEDCBA98 76543210 FEDCBA9S

76543210 FEDCBA98 76543210

recovered message is a string of 256 bits]

FEDC BA98 7654 3210
FEDC BA98 76b4 3210
FEDC BA98 7654 3210

FEDC BA98 7654 3210

Aol HlolEolxj= A FHr]7] MR'E 7}
F Hg oAqxle] Hakgl 511 HEEC] MP'2
ZHE AsbE A8 e MPRYE AAHE MRZ
A, FHEZ g R E goal WAz kA B
K5 7] W&o}, (The signature is accepted

because the 511 least significant bits of the
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recovered message with redundancy MR’
are recovered in the extended message
with redundancy computed from MP’,
exactly as MR from MP.)

2% C (Annex C)

=
bt ]
(#11) (informative)

[Some precautions taken
against various potential attacks

related to annex A)

C.1 w2 AWt QA (Legitimate
arguments of the secret function]

2 nell i old 011}01] s5e Hsle &
Fo Kdd AR QA=
{The only legitimate arguments of the

function “raising to the power s modulo #’

are the representative elements.)

ek o7t E4olW, RE QEYAELS k-1 ¥
E59 sEYoth &, H49 vEE lo]u, ¥
89 F242 6oltt. [If v is odd, any repre-
sentative element is a string of k-1 bits
where the most significant bit is valued to
1 and where the least significant nibble is
valued to 6.)

Hhek p7} #golH ol BEH no Wi ux
Hae] Az8 7158 10] IAZCE agln RE
NEYAS ~EgL b3} gt

- A8 HEE 10l ,40}43711 H EF o
3 k2¥E © (IR|n) =

(If v is even, then one forces to +1 the
Jacobi symbol of the representative
elements with respect to modulus #. And
any representative element is a string of -
k-1 bits where the most significant bit is
valued to 1 and where the least significant
nibble is valued to 6 if (IR | n) = +1. - k-2
bits where the most significant bit is
valued to 1 and where the string of the
three least significant bits is valued to 3 if
(IR|n)y =-1.)

C.2 471 <d4kell w3t AhA)|
of four operations)

(Elimination

HEL2e] P2 W&o g3 2& 4719 4
ATk, [Owing to the structure
of the representative elements, the following

four operations are eliminated.)

o] ARELZ 1990d 5¢ 21/24Y| dul=z
9] ArhuselA €# Eurocrypt ‘90 workshop
o ¥xd ASolt. (85 D #x) (NOTE
- These informations are the scope of a
communication(see annex D) presented
at Burocrypt 90, a workshop held in
Arhus, Denmark, 1990-05-21/24.)

Zo{LH7| (Shift)

rlr

ED2E izﬁ}s} ME sEZE Uojy
718t o2 gEYALE E 4 gt (No string
of bits coding a representative element can
be shifted into another representative

element.)
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H4 (Complementation) % D (Annex D)
(#1) (informative)
WEALE Aol HE AEYL BFE
’ﬂsﬂki q’% Q‘]E'?_iij_ % ;}T: 311:} [NO String jtq, jl “E,f 6—_] [Blbliogl‘aphy]

of bits coding a representative elements

M [aY i o) 1 s 3 " To— - . . .
can be complemented into another repre (1] Precautions taken against various

sentative element. ] potential attacks in 1SO/IEC 9796,
Digital signature scheme giving
Aers B4 (Natural multiplication) message recovery, Louls GUILLOU,

Jean-Jacques QUISQUATER, Mike
Vo ] 5T o] A 2L o FAe Ep )
sk didistel Aad gy (REd WALKER, Peter LANDROCK. Caroline

dEE S gare) dow g st SHAER, Proceedings of Eurocrypt
5 v AR 6 (mod 16)9] 8l sk 55 ‘90, edited by Ivan DAMGARD and
v s ek E  glem, 3 (mod 8)el B published by Springer-verlag in the
dhe Pre A As S5k d g (The series “Lecture Notes in Computer
natural product (i.e. without involing the Science”. Vol 473, pp 465-473.

use of a modulo reduction) of a constant is

never a representative element. As a

matter of fact, an integer congruent to ©

modulo 16 is never a power: and an

integer congruent to 3 modulo 8 is never

an even power.)
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