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A Study on Prevention Scheme for Communication
Network from Computer Crime
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Table 1. Security services in OSl reference model and the relationships between

security services and mechanisms.

Layer Mechanisms
Service 1 2 3 4 6 7« | E |[DS. |AC. | DL |AE |TP. |RC.{ N
Peer entity authentication Y | Y Y [Y] Y Y
Data origin authentication Y Y Y |Y Y
Access control service Y Y Y . Y
Connection confidential Y Y Y |[Y Y |Y Y
Connectionless confidential . Y Y Y Y |Y Y
Selective field confidential Y |Y .
Traffic flow confidential Y Y Y | Y Y Y
Connection integrity with - - - Y Y [Y Y
recovery
Connection integrity without| - . Y |Y Y | Y Y
recovery
Selective field connection Y |Y Y
integrity
Connectionless integrity . . Y Y Y 'Y Y Y
Selective field connectionless Y Y| Y Y
integrity
Non - repudiation, origin Y Y : Y Y
Non - repudiation, delivery Y Y : Y Y
Where,

Y " Yes

. © Not provided

« o It should be noted. with respect to layer 7, that the application process may, itself, provide

security services

E  : Encipherment, D.S. : Digital signature, A.C © Access control

D.I. : Data integrity, A.E. © Authentication exchange,

T.P : Traffic padding, R.C. : Routing control, N. : Notarization

Note, The presentation layer contains a number of security facilities which support the provision of

security services by the application layer.
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security algotithm for implementation.

Security mechanism and representaive

ol BBk R R
a3t DES. FEAL, RSA, Key-escrow system
B -H. RSA. ZKIP, DES, FEAL ]
A ol DES. FEAL
Holek ¥ a8 | SHA. MD5
A" A3 | DSS, RSA T
DES, FEAL
| DSS. RSA, DES, FEAL, SHA, MD5
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Table 5. Excution time of the representive
security algorithm in 80486 PC(50 MHz).
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