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llOOOlllll ACN | PN IBASE_ID IPILOT_PN’

ACN :Access channel number

PCN : Paging channel nusber

BASE_ID : Base station identification

PILOT_PN :PN offset for the forward COMA channel
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1817 0
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(b) Public long code mask

Fig 2. Long code mask format for the access and traffic channel
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Table 1. Common layer 2 and identification fields

Field Length(bits)
M;;L'X'Yl’l{(mcssagc type) 3
ACK _$£Q(acknowledgement sequence number) 3
MSG_SEQ{message sequence number } 3
ACK_REQ{acknow cdgement required indicator) 1

VALID ACK(valid acknowledgement indicator)

1 - acxnowledge a paging channel number 1

0 ne
ACK_TYPE(acknowledgement address type) 4
= ADDR _TYPE of received paging chanel message '
MSID_TYPE (mobile station identifier field tvpe) 3
MSID_1LEN{moblie station identifier field Jength) 4
MSID{ Mobile station identifier) BMSID_LEN

if MSID_TYPE = "0000", MSID = (MIN, ESXN)
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E
e

Field Length(bits)
\[ TH_MODE ( Authentication mode)
00— not required 2
01 = required
AUTHR ( Authentication data) 0or 18
if ‘01", set the dara !
RANDC(Random challenge value) ‘
Uor 18
if ‘01°, set the data
COUNT (ca 1s  paramete N
UNT{call history parameter) 0or 16

if *017, set te data
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Table 3. Reverse traffic channel messages

Message Name

()rd( r message

Authentication challenge response message

Flash with information message

Dara burst message

Pll()t strcngth measurement W message

Po\x er measurement rcpun message

Send I)ursl MTME message

Statux message

Origination continuation message

Handotf completion message

Parameter response message

(1 bit)2 FAE F%F acknowledgement HEE zHe
v} migla R E HEe WA1R) 9F & B A A Encryption
(2 bits) B LR gl 7] R Fof A B

W2 Channel assignment message, Handoff direction

message, e}l Message encyption mode order 2}
ENCRYPTION_MODER & A3 g

gl sl o] vl A 2] 7= Encryprion 2ol gholl u}
2} qra s} Agch el Aol wHAIs) = oA
A]31= Authentication Challenge Response Message ©} 1
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Table 4. Authentication challenge response message format

Field Length(bits )
MSG TYPE 8 ]
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MSC SIQ 3
VOCK RI‘Q I 17
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2.2.4 25 AEH(Security Status)
ofef o] MG ool QlE wAlA] GEs} 1
#1aL, 34 Zepol Al F8 (mode) & 71RO R ¥
Eal7] Qe g Edd ad o) Starus Message©l
RIS IR
o AUTH_MODE ( Authentication mode, 2 bits) : ¥
oF e 913 FMU Al FEod 0, 197 &
thd Q0o 2 Fr}
o ENCRYPT_MODE(Message encryption mode, 2
bits) : ©] HE .2 7)xjtoll A H Y & Channel as-
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Table 5. Paging channel messages

Systcm parameter message

Access parameter message

Neighbor list message

CDMA channle list message

Slotted page message

Page message

Order message

Channel assignment message

QZ 4 astol BASE HAAE
meters message( AUTH, 2 bits, RAND, 0 = 32 bits),
Channel assignment message( ENCRYPT_MODE, 2 bits),
Authenticaton challenge message(RANDU, 24 bits), 7L
2] 31 SSD update message(RANDSSD, 56 bits) o]t}

Access para-
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SHE 69 0Tk RE S0 2 o405
H79] acknowledgement *5"%* Ao g ek £33 w
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2 bis) BEE 2t o 7;1% ol Fatell Bl up=jet
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3% Message encrvption mode order®] ENCRYPT _MO-

Table 6. Forward traffic messages

\kxsq;,c name

| Mew i

( )rdcr message

\uthtrmcmon (hallnngc messay

Alert w 1th mtnrmmon mumgn

Dan burﬁt me

age

Handorf dlrecrmn message

Analog handutt direction message

Set par ameters muﬂ;,t

SSD updarc message

Flash with information message

Mobile station registred message

Table

7. Common acknowledgement field of forward traftic

channel message

kData Burst Message Field ‘\ Length(bits)
Autentication challenge message MSG_TYPE 1’ 8 ]
SSD Update message ACK_SEQ 3
Feature notification message MSG_SEQ 3 _—‘—J
Null message ACK_REQ 1

(657)
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AUTH_DATA
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SSD_AUTH
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(64 )12z
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Procedure

Auth_Signature
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AUTH_SIGNATURE
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5)rel £l o o] o) Fe] HIAEE Wwol
1A ¥ FYFA 58 HAAF) AU ssD
update 7 & A 2Ftry,

el &)

1) 71 A 22 8 BB Authentication challenge message

& Wiz S B83} ol 9 sebolers 47
wk.

2)SVAE_REGISTERS = FALSE® &t}

4) Auth_Signature 2 2}-& 48 st}

5) AUTH_SIGNATURE = AUTHUZ %°| Authe-
ntication challenge response message & ©] 35 ko]
LERA=

oF a9} Originations 15 A 2b= th-3} po] 4

RS

FHEN 71 Holy gz wE A%
)
1

Access parmeters pessage®] AUTH H = = “(0]1"0] 1 @
A& g B8l Origination messages B9 0 2 4
TE A= o] Q1F o) ek
(o) %)
1)Rl% diolet AE 9138 deies

o] ¥k

8} 3

AUTH_DATA EE:= Origination message 2] CHARi
B9 vhA 62bg] 2 AY sich WA zha
A7 A 4 M E MSBE 2R gl el 67 nivte)
A2 7F dobE MINL 2] MSBE-©f U 2] 242 & #)
o}
2) SAVE_RIGISTERS = TRUER Et}.
3) Auth_Signature & 2}& Al 8 b},
4) Origination message 2] AUTHR_SIGNATURER
5) RANDC(RAND®] MSB 8 B]E )9} COUNTE ©]
T HAgte g sk Origination message &
3t
SR ED
1) 5418 RANDC® 43 RANDS| MSB 8 W E
& Hag

2) 431" COUNTE &g o= @ dolel
MIN/ESN 2] COUNTS} 8] i $ho}.

3ol T e WRWoe® AUTHRE A S}
ch ol KA sSDD_AE Al i)

4) AYE AUTHRE 49 233 vadic) o7
e Ad e HAE Fasic sy g
7IAEE &0 EdE 9L E8) Paramecer

ol gatoll Bl COUNTs-pak 78

ANEE AA s}

S)Alsstd 7145 My AE AR Unique

challenge-response H 2Pt SSD update M 2HE 4

3 ghet.

update order&



~16-

Fabg A8k 2 A 10 4 A 10 & 1993 109

©] &3 8] Terminations S15 Habiz vhgat gro]
sFich

Tz 715 deld ads e s
Access parameter message @] AUTH = ‘(1" 0] 2] 4] *
M-S 53] page response messages WMol #io) %]
off &3l uf vhg #hgol e Elvh

Vs dlolE AR sle stebiEi s o
|

2) SAVE REGISTERS = TRUEZEL 3t}

3) Auth_Signature ¥ 2p 423 s},

4) Page response message2] AUTHR = AUTH SIG
NATUREE 1#v}
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3yolE e 328 E Ayl RANDBSH sl
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vl

6) o] g urih 71R] 4GS AUTHBS = AUTH_SUGNA-
TURER H¥Uh

o
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of AIAHE AUTHBS S E3HA# #Alo] 4y o]

e v A g e ol arez £
1

8) o5 72 Base station challenge confirmation order
& AlEE Al Alel v gk v s, ek

sl o] gloll SSD update message® 552 &)

9]
i
7

v

SSD Update Order
<
<

A-Key ESN RANDSSD A-Key ESN RANDSSD

SSD_Generation

SSD_Generation
Procedure

Procedure

SSD_B_NEW SSD_B_NEW

SSD_A_NEW SSD_A_NEW

Base Station Chellenge Order l
Auth_Signature
Procedure

{RANDBS)
Auth_Signature
Procedure

UTIIBS

Base Station Challenge
AUTHBS Order conflrmation
AUTHBS ? (AUTHBS)

{ SSD Update Order Confirmation
(succeas/failure}

Fig 5. SSID updare message Flow



CDMA o] E5AlolAo] B3

IR e = il SHsk
o}
9)vtef w)art AFHo|d o] = SSD_update
A2 485t SSD_A% SSD_BE ZHzt SSD_A_
NEWS®} SSD_B_NEWE 73413t 28] ii $SD
update confirmation order® 7]A|Foll F4135h
e gdh
10) 7kek A3 Fo] o SSD_A_NEWS} SSD_B_NEW
Z 2] 3 SSD rejection order& B AT}
11) 71X =& SSD update confirmation order& R
ZA] SSD_A%} SSD_BE HLR/ACERE F4
® gto =z HH{H

SSD Update rejection order &

ESN
ESN 32

A-Key 64

SSD_A_NEW
64 bits

64 bits

Fig 6. Computation of S5D

312 S HAIXR AZ 3t

015_;1}242. z‘s}:)\k)\lg 131 91738 719l =2} 25}51_(7].%!
PIN,) & B 53}7] §i5te] Edf g aid A& wirA] 2
Melgl R85 g sted Y Hasteh ¢4 4
&g o )\]z]e 2’6“110? 3}‘11 A5 FuES
durzloz g G 5L AHEE 7 Uk

Access parameters messageJ AUTH ='00"o}'d ol A]

A Fusts A gon s A A daste 7t A
W 3o wet Aol 7] 458 ¥ =5 Channel
assignment message2] ENCRYPT_MODES®] glol| upe}
ARE o Ay Fol h5skE A €Y
71250 ohF & skl R Ad A A E MW
oF gt}

1) Handoff Directon Message with ENCRYPT_MODE

=0r

(661)

2) Analog Handoff Direction Message with MEN = ‘1’
3) Message Encryption Mode Orde with ENCRYPT

_MODE =0l
gref Al viAx) s stE TE¥HY VA2
ohEo) g g WA A 7R S E o] E ol
Hjol ot
1) Handoff Direction Message with ENCRYPT_MODE
=00

2) Analog Hanrodd Direction Message with MEN = ‘0’
3) Message Encryption Mode Orde with ENCRYPT
_MODE =00’

3.1.3 34 Z20[HA|

4 ZefolulAl: PNEAE 98l AME-Sls= pr-
vate long mask® ]38} CDMA®I A #]-gH ). —O—’B‘ iz
gholr] Al = EdE addAe A2Hc R E 35
< PN S *}%‘3}&1
A ZHE LY o] F e & A A A Origination messagel}
Page reponse messageS AHE-SHAV Edid ald 53

A} Long code transition request orderS AF-8-3F] 54

218} public long code mask &

sebol WAE 879 4 2ok wep ool #a4s A
BUHH private long code mask 2] H e 435
2] et

325X o

3.2.1 AWa Hhde| Sz

ol e TA T WA & ofef s} rol dvkA R 4
510} ek,

1) ol

CDMAE

2718 A o] AEiol M o] Faiol
AL AN A bl obd1 Al s S

AHE3 ANA A CDMAE s )
2are] CDMA AYE FHESL EVE %%‘; A
B Al 2 A (substate), dHol 5 Al &5

g,
SR ERRSS

A e 8% e, el s eholy WA

et

2) o] 4k ool (ldle) AHf - oliste HolA A
9E AE WA ALY ol er HoloE TE
WhE AL S, 5 3 v A A AEE AR 4
Atk

By Azg) A gu oA A et 7)
A ool sl AIAIE Hujat ) x]are] o]y A

T
Al BLE] L o] F = origination A& AAE], #Hold S

(<]



FagAdstE ) A 10 A A 10 3 19939 104

Mobile station power up
or from any other system

o Supervise pilot channel

o Sync channel acquisition

o Updates system overhead information

o Sends Registration messages
(Idle state)
Power up gegistration
. Parameter-change registration
. Timer based registration
. Distance based registration
Zone based registration

Detects user-initiated call

o Sets up Traffic channel
o Receives Ns, consecutive valid
frames

o Sends Origination Message ;

R >

o Begins sending the traffic channel
preamble

I

o Begins transmitting null traffic
channel data

o Send Long code transition response
order

o Begins processing primary traffic in
accordance with Service option 1

Optional

o Sends Origination continuation
message

Optional
o Applies ring back in audio path

Optional
1 o Removes ring back form audio path

-

i (User conversation )

Pilot channel
<

Sync channel

Paging channel

<

Access channel

>
Authentication
(rmmmmmmmm >

Access channel

Authentication

Paging channel

<

Reverse traffic
channel

>

Forward traffic
channel

| <

Forward traffic
channel

<

Reverse traffic
channel
>

Forward traffic
channel

<

Reverse traffic
Channel

>

Forward traffic|

channel
<H
Forward traffic

channe!

—

o Pilot channel transmission

o Sync channel transmission

o System overhead message transmission
. System parameters message
. Access parameters message
. Neighbor list message
. CDMA channel list message

 E—

Process received Registration messages

o Process received Origination messages
o Sets up traffic channel
o Begins sending null traffic channel data

o Sends Channel assignment message

: o Acquires the reverse traffic channel

0 Sends Base station acknowledgement order

i
|
1
|
|
I
f
i
i
i

. 0 Sends Long code transition requset

ey

—

order

o Sends service option reponse order !

Optional

o Sends Alert with information message
(Ring back tone)

Optional
o Sends Alert with informaiton message
(tones off)

(User conversation)

Fig 7. Simple call flow, Mobile station onginaton example
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Mobile station power up
or from any other system

o Supervise pilot channel

o Sync channel acquisition

o Updates system overhead information

o

Sends Registration messages
(Idle registration)

. Power up gegistration

. Parameter-change registration

. Timer based registration

. Distance based registration

. Zone based registration

o Sends Page response message

o

Sets up Traffic channel
Receives Nsa consecutive valid
frames

[«]

o Begins sending the traffic channel
preamble

o Begins transmitting null traffic
channel data

o Send Long code transition response
order

o Begins processing primary traffic in
accordance with Service option 1

o Starts ringing

User answers call
stop ringong
Applies ring back in audio path

[o 3N e Ne]

o Sends Connect order

o Begins sending primary traffic
packets from the service option 1
application

(User conversation )

Pilot channel
<
Sync channel

Paging channel

<

Access channel

—_—
Authentication
Gmmrmrmmm—

Paging channel

Access channel
>
Paging channel
<
Reverse traffic
channel
—
Forward traffic
channel
<.....____.—
Forward traffic
channel

Reverse traffic
channel
>

Forward traffic

channel

<

Forward traffic
Channel

Reverse traffic
channel

>

o Pilot channel transmission

o Sync channel transmission

o System overhead message transmission
. System parameters message
. Access parameters message
. Neighbor list message
. CDMA channel list message

. Process received Registration messages

o Sends page message or Slotted
page massage

o Set up traffic channel
o Begins sending null traffic channel data

o Sends Channel assignment message

o Acquires the reverse traffic channel

0 Sends Base station acknowledgement order

o Sends Long code transition requset order

o Sends service option reponse order

o Sends Alert with information massage
(ring)

(User conversation)

Fig 8. Simple call flow, Mobile station termination example
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