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Cl. ACF2(Access Control Facility 2)

ACF2& 70ddi ofQlzesl, wje]zsiel Go
Al 918l CA(Computer Associates)”} 4t

Eapsted eal, s]9l Fely whuslehAl B8
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7LZI__‘7 01[;}_
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o:lx]]xﬂ/], ;]_z Rl 7“1/&1 7161 & GH }3o]-t+
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@ A8 219y He}E 918 Uid(User identification)
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Z--%H concatenation character) ©}p Ex1e] A&

ol ubel 27 33} o] SpAd ¥ 4 Q) o|gh
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74 G EER L (1993.9)

RE gy * % * * *PRG

RE ey * * * APPRG

A—%w s-g3he) A**AP
¥4 Dpte] E 47 ADP# *AST

DPJ+-4 BN °! *DP
AH8-2F KYC196 *x o+ x % % %+ KYC196

a8 4. Uid string® EAJsh= dl

F&o] glvh, 24 4% 5# data-setel] & A2
Hgre] A 28 AEEE Uid strings EA18=
“ﬂL ‘é-°]~1— M

@ ACF29] ZPd(resource)% data-set¥} Al2xd)
Al o2 FitkEH 5T AAeiAg Sle Al aw
A, data-set HZAe], Az 3 ZA o
37 R AHEA e vhEs ATk

@ H.aki2] (security administration) 7]%% #
glelc), ol ARE-xbe]  Fte]<lgH(administrative
authority) 3 A2l $1& A &ahc} CAI 88]. X<
cholrles Al &E gk Rp,  exd|o]E], dulilg-z}p
5o WeUTE Alad 3o ge) F

ralization) A% % Slth
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2}. SECURE, SAC(Security Access Controls)
% TOP SECRET

IBM wial=dsle] 2HAeA w7l 58 GUAR-
DIAN, RACF ¥ ACF2 #ol% Z=e] Hoka-fg
Foll whel ofw] FFE P, s Qo)

SECURE+ IBM 0S/VS1, MVSE -3 Al Aol
Bel7] 58 F71, AE Sunnyvale CA AllEo]H
o33 e 538zt Perr 841,

M JCLJob Control Language) =Alolch. &,
JCLE] W7ol & §5Ade] wWeld & )

@ x5 XF HTA] BB A3 me]] dfgh -

O *]’\EJ—/] overhead+
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f9qle] HArh

SACZ IBM 0S/VS1, MVS, DOS/VSEF £
A2 FH-g A7) s ALl w)5ke] Goal
Systems AEo]m ACF2e} ze| AR8-27} zlejgt

1% wl=ke] 2|7t enrty 5
Rk A el

B EgcH Perr 84]. ol
dAAYE /W 5 B8 AlawAsde] 2HEArt
sk CICS, IMSSS %%,

TOP SECRET== CGA Software Products Group
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nted) ®} EAE =

O BE AMgAhs A/ 2EF shbR AR
2 Jiarae AT (global rules) @ FH-t
Z(shared rules)2® Asfxlvl, A2 e
AR s S A E] 5 Rl AR pro-

fileell 2] =lct.
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.‘h o

(2> data-set-> DSCB(Data Set Control Block)
] AlelH (optional) i 222 Z(by default)
BE ¥},

3 712 (logging) & SMF iz 2epl Alzhed
ol Al A Al B shgstoh, A ag]e]
sl Eelx AR HseAAd A record
generator) i 3l Fzlgle] 7halelaimel] et

A

T Urh

O}, Trusted DG/UX

u]5 DGC(Data General Corporation) ol 4+
DoD/NSAS 875F-& nkEsta 324 (easy-of
POSIX(Portable Operating System Inter-
face for computer environment) %9 EFE f-4]
vl Adgstehg 8% oldle] REE FiR
TCSEC®] C2¢} Bl Hd& wsehe &+ $i2
UNIXE 7W&akdcH TDO 921.

Trusted DG/UX+= TCB(Trusted Computing
Base) ¥ %) & Hobdd sy Alaslabiey] Alg-
1l AW possess privilege) & A&}, TCR+
XA Subsystem, SM(Sessmn Monitor), RM
Z(Authentication) %
ZHAuthorization) Subsystem, UFIA(User File
Information Area), %A} Subsystem 52} ¥Heixic),
UFIA® 7]& Alawizte] 35t4do] glom &uhy
YA i-node?] HAMEEIRE o] 8-5fe shele] W
F5d (security  attributes)&  A#gich,  7HA}
Subsystem-2 R.oFA A 9] pubapelS- 714}, Hs}
m WA/ 92} A3 715, '* W Zei(isolate)

-use),

i

(Reference Monitor),
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AlZ17]) $18led wadxe] > el «dF-<l fine-grained
715§ AREEeh mek FA/AA e EAE ¥
ZHE mask® o] &gl Bkl Al (event)-&
oj2lqk maskE F3] FHAbEH AL A Ao digt
FAe) HZ =y ReakAte (security state) &) WA
ojmighel, ol& Hol, log-in ¥ WA= A
ol Atzdel # 4 adon olEldr AL typedt
dReg AHejslo] Fhate] oiate] o},

&
3

o ol

Hl, CMW(Compartemnted Mode Workstation)

CMW-+ ©]=- DIA(Defense Intelligence Agency)
2] o8 AHwksFe Relvled AAdE X
MITRE 4 7p=|gl e TCSECY Bl & &
3= CMWRESQ(DIA Document DRS-2600-55
02-86)F T3l SUN 2/1202] UNIX 4.2 BSD
(Berkeley Software Distribution) #-7ej A &%
=2 2 elglojri Cumm 871.

CMWE 573 Belvles 72 Zre)e)
Z#(accommodation), DAC, A A, Labe-
ling, MAC, AH&-2te] AW 5l 145, trusted path,
Azl o] F2A4), TFM(Trusted Facility Manage-
ment) 52 715& A Firh

CMW<] Z+A} Subsystem-2

A9 typedt ARE-

A ez S e Hal el
e APAAEE Sl A AaE 7

Ak, AR gHbabEs Bobdedapoll A A3
22 AT Cumm 87]. =3, AMExl glejAdx

frd g AlFsle FAEE AMAE QE]de] A
%, S-2(application) &, AR/ dA A
o] 2gE 2 FdAA WisFonr P

i Pice 871.
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7k 1BM miol=elg] srAe| ZAEH oiFhE

RACF, ACF2, SECURE, SEC % TOP SEC-
RET: IBM w9} Ao xe] HalbAx), 3}
*}*‘é‘?!(auditability), 74 (integrity) X H8A4
(usability) &w2] JAHE sndhe EXE 2t
=

U RACF+ data-set2] X &8 ]3] DSCBel bit &
A eR Alag) dHelig Ao ole
Y& data-set& AAEE & Aot AAAd B
AL Al$7] olgich

A RACF o] Mokiale A
Al 52 2 2] 7} o] a}

Fofl abet WA=
AMHEAREA (user exit) 4 ]"1 TE= olgt
AFSAL BFe ARl 2 ?hﬂﬂ"ﬂ q17ksbe] Mot
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@ ACF2 BE ARde] AFH I ET AME-Al7)
gk el whel BE gTre] FHAEh ol& Aa%l
W ool A A28l 8] A]lgle] AR Bk A-g
TFET = glom gk, ACF27) REshe A4S
7] el B Al e g s

(@ SECURE® DSCBell bitE dAshe & B
AR 2 g 8sks 375 AIS(Access
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71zl wel ¥elvls AAE fal e W JCL
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D SACE A" "ol & AHelxl ®=(mode),
wakr] id, A= B wWaed oAR ARRE
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ol% F¥AE ATl

& TOP SECRETe|AM+ & ARaxte] W3k
o 37HR) A %: ghtel AAETE o

> g2 o] o &-E(item) 1HE 888k 573
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> RE dFeed Hes]e ubtd
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ole|gh Fx REE ARt ATE FHE
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AL E A" 5 ol
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224 IBM Aol =g data-set2 ;‘d
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= P(too) & AlFgch W, ACF29 N1EA8
(documentation) = o] whar wlA|AI=e]s 2hA}
Edo]l whs Barlge] wEsitle A|Aelr}
[Perr 84].
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ol A FEsch =8, TCBE vi7lE slo] B
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AAAF T ZPAREA
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FA b Ee B Wi ok ofaks
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FEE|olef ghel Buur 841.
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