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o] ZFel A HAsIUE 742 nH]E2] dlo]et
Bz mulEe] Fagg zela FrbEql e 9
7] v ] =A] eleef= 1SO 8731-1, 1SO 9807¢1
2] ANSI X9.9 EFEelA AR 71t FAhst
t}. (The mechanism specified in this International
Standard is similar to that used in ISO 8731-1,
1SO 9807 and in the ANSI X9.9 standard, except
that it is defined in terms of an algorithm using
n-bit data blocks and an m-bit check value, and
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2 E el o8& E7] $lsted SHol YRS |l z—aiur Ho o]
sled ARl A otedi Fhaste] FF-o] Akl vhed sl Ach

that an additional padding method is specified.)

ISO 8731-1, ANSI X9.93} ANSI X9. 194 4
By 3 Zargke] A4k o] FAEFEL A
n=64, m=32, 4.1 HAX A9 @7] Wy 1,
Z2]3 DEA(ANSI X3.92 @ 1981 #3)& AR-sls
Elg 79-olr}h. (The calculation of cryptographic
check values as described in ISO 8731-1, ANSI
X9.9 and ANSI X9.19 is a subset of this Inter-
national Standard when n=64 and m=32, the
padding method 1 specified in clause 4.1 is used,
and when DEA(see ANSI X3.92 : 1981) is used.)
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1. 4] (Scope)

o] A EFE-E dlojelrt vlFlE wo R Wy
HAdexE &S dlelel +244 74 (data in-
tegrity mechanism) 22 AF4-Elo13 4 gl g}
WS AR o] whel Ale m-vE 9] ots sk
734k (m-bit cryptographic check value) 74
3t7) flste] n-wlEe] B otsst dae)E(n-
bit block cipher algorithm) % %3 7)(crypto-
graphic key) (FoiA “7)7ela Y248 & AT
o} dle]ete] FH A2 HX(degree of integrity of
data)= 719 Helrt duh 2171, 7]9] Hale]
i Ase] glerh, AHakgkel el mel dnpy

27k z2Rla skEst okare]Fe] vk g}
ol <8 <k (This International Standard
specifies a method of using a key and an n-bit
block cipher algorithm to calculate an m-bit
cryptographic check value that can be used as a
data integrity mechanism to detect that data has
not been altered in an unauthorised manner. The
degree of integrity of the data is dependent on
the key length and its secrecy, on the nature of
the cryptographic algorithm, and on m, the length

of the check value.)

2. 2o} (Terminology)
o] FAH ZFN ML e HAE w4l =] o &
.= (Message Authentication Code), €4 MAC,
o|2} Agt}. (This International Standard refers
to the cryptographic check value as a Message
Authentication Code (MAC).)

2271 (Requirements)

MACS®] Ze] me st die]Folld AH=le
el o] nict 7} Pojof ot Al4ke] A

ot A== #]2](optional process)?] Hital 7]
9 ZHolw dus) gl AMEe Bs
& n9 ZHelE zhevh MACE #He) me] nir}

n-HlE Bl al FHZHE] m7iY
g5lo] MACE 743}t (The length
(m) of the MAC will be less than or equal to the
block length {n). The result of the calculation and
of any optional process is an information block of
length n. The MAC is the m leftmost bits of the
final n-bit block.)

4. MAC 43glEe] 38
(MAC calculation)

4.1. ¢ 97(padding) &} £3 771
(blocking)

MAC AF2A] olee] F7kx] A9 ¥7] ubyg &
75 Ad=alok g}, oW whig Ale] sh=vlof]
et A& o] FAHEE WA oyttt (The
generation of a MAC requires the selection of one
of two padding methods. The way in which the
selection is made is beyond the scope of this
International Standard.)

I A} gl she dlelele] Holg
G =vhE Ay why 28 ARgStejoft
ot ofvkstd vhy 242 (dlojelrl A4 22 A
% WskA] dstoid) ezl Ad-e HlE 0
=0 A e F b o ukd, vy 1
232 Rat7] wjfelct, (NOTE : If the length of
data 1s not known by a verifier then padding me-

ft

thod 2 should be used, since it permits a verifier
to detect the addition or deletion of trailing ‘0’
bits. )

(2} % i wlelebe) ol7h o) Wiz =
Aol ekl W 18 AMgske Aol felei),
shubshl Bagli A9 9717 giel A7) WEolch,
7 o]9)e] Hg AgATL ofm walg AldslE
Susiey. ]

t(:!DI--I1

(Method 1)

MACE A4E dlojete] ZHol(vle wsi2)7}
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ng A7) 7] o ng Heujrt ElEE 98
g R (Hagke) vl 05 A9 daTh
(The data for which the MAC is to be calculated
shall be appended with as few (possibly none)
‘0" bits as necessary to obtain a data string whose
length (in bits) is an integer multiple of n.)

gl 2. (Method 2)

MAC A4kt vlojete] ol 7)o wlE 1" &
Z}M o F gl vjE rohd dlolele] ZHel(HE
F912) 7k o) 7l #1] eherd ne) A7)
HES G0 A% T (Hae) HE 0 G

A§] Pk (The data for which the MAC is to
be calculated shall be appended with a single ‘1’
bit. The resulting data shall then be appended
with as few (possibly none) ‘0" bits as necessary
to obtain a data string whose length (in bits) is
an integer multiple on n.)

A9 @) A delels g7le] n-vlE HE
(Dy, Dy, -+, Do vipoixich Alsis A9
W] whel wlet gl o dlo]etel A9 ozl v
Ex o3 MACE 7%] Abahar gkl sk ak Alg-xic),
& v EE dlojele} @4 A
71 R o B B
Fe 2 ASee wEzE 3
3171 wlel}. (The resu-
lting data is divided into n-bit blocks (D;, Das

, Dq). The bits which are padded to the original
data, according to the chosen padding method,
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are only used for calculating and verifying the
MAC. If the data is to be transmitted the padding
bits (if any) need not be transmitted with the
data. The verifier shall know if they are trans-
mitted. )

4.2. ¥23} 7] (The cryptographic key)

>
O
m“o

158 W YB3 AHEE e
F59lol) hgA A ok ek,
o] HlUYE fstel oAXS

N
4
fqr

L o
w2
I

o33}

shetl AM-glckd, MACE AlAbshedl Ags
7 sk AM-ElE Y)ele debolut gt
(The key should be randomly or pseudo-randomly
generated. If the same algorithm is used for en-
cipherment of the message, the key used for the
calculation of the MAC should be different from
that used for encipherment.)

4.3. %7] @A (The initial stage)

MAC- 1&g 1ol viebdl A o) Al 4kEIe}, (The
MAC is calculated as illustrated in figure 1.)

ot5.5} oliie|&e sy o) Xl*tl I8 A |
ole} L& D oB FZr|Ech ¥ dlolg) [
A2l E AR AR, o °}l11‘1}"‘* 7] K& A}
Aste] 1 73} v EG E dl X aE Ol o
2171k, (The input register is initialized with the
first block (D).
rough the algorithm (A), which uses a key (K)

This input data 1 is passed th-
to produce n bits in the output register (O;).)

[elx} :

oleh freje] Zlolsh shsbH R 2 ulEolch ]

- Al E (Subsequent stages)

2 vk BB diolel £¥ Dy & A= 2~F
0,9 wiEel wE7zle] wiebr] = F(exclusive
or) A4H0DO=1H1=0, 0%1=1@0=1)°} == L
A ohg whAle] Y dl A A LE AR
AY A A A LY 8- dareldE AR WARH,

e 7] K& AMSsbed 1 A3 pelES
=9 AL Oyl AR o] Fabe] wiE
o] xe]s] W7hA] A, 2 Avbs 2T £
2% 0g7t ®Ivh. (The next n bits of data (D)
are b1tw1se exclusive or'ed with the n bits of the

£

wz oz w

output reister (O,) and the result is loaded into
the input register of the next stage (I,). The
contents of the input register (I,) is passed through
the algorithm (A), which uses the key (K) to
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s -1

el W7
(m<n <)

MAC
A (Legend) : I  %H(input block) i =1, 2, -, q
A nw®E ¢E3t 932]E (n-bit block cipher algorithm)
0, ZH(output block) i =1, 2, -, g
K 7 (key)
D, dlele £ (data block) i =1, 2, =, q
@ et =2 (exclusive or)

2% 1. MAC A (The MAC calculation)

produce n bits in the output register (O,). This
operation continues until all blocks have been
processed. The result will be the final output
block (Og).)

4.5. =3 =g (Optional Process)

ot

g7}A] ojejofmt g}, (The final output block
(Oq) may be subjected to optional processing to
increase the strength of the MAC. The optional
process (if used) shall be selected from those

specified in normative Annex A.)

4.6. MAC (The MAC)

U

MAC*®] 4o} meo] n2t} zfrpd & 23 129
nHlE & ol 2=3E mulEE MACS ¥Ag
(The m leftmost bits of the final n-bit block form
the MAC.)

1 ond e mE Adshe 21S MACe! AHEE
71 K7F FeloldderHE 2E 7FsAe] s 71 K9
g of isisiA Aelle FZ(exhaustive key
search attack)$ F3t7] vk, 1 FA ZHel=
Al7He ARSR ofsst kel &) bz el fA o

A=A AHelE AR

+% A% AL Y
Fezy o] $13E A 4 k. (NOTE : Choo-
sing m equal to n may make the MAC key su-
sceptible to exhaustive search attack, the search
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which will be dependent upon the strength of the
cipher algorithm being employed. Use of the
optional process specified in clause ‘A.1" of Annex
A reduces this threat.)

(£2) 3= A 494 e

(Annex A(normative) : Optional Process)
A.1. A9 Ae] 1 (Optional Process 1)

olelj o] 2} ¢alw FAlALe} AlRE Atefe] miw]
AeolxElel 3eojdl § A= & e A9 Ay
(4.5 #F2)& A8t Aok o] A9 Aye
71%& b FolBye FH(exhaustive key search
attack) # HE-& A3l she
ntext attack)el]l T MACS] A&
(The following process specifies an optional

F2(chosen plai-
Z7F A =lel.

process (see clause 4.5) which may be used in
accordance with a pre-defined agreement between
sender and receiver. This optional process inc-
reases the strength of the MAC with respect to
exhaustive key search and chosen plaintext atta-
cks.)

o] AeH HMelolAe FAY FEst 717h AHE
Ho, Ko} K, o& A=
process two cryptographic keys are used, which
are denoted by (K) and (K.)

nHE 22 O 4.4% % .58 4R A2
FAel 23 7] K& ARgste] w3 mhge] i),
(The n-bit block (Oq) is first generated using by
(K) in the procedure specified in clauses 4.4 and
4.5.)

F7h2e] F7hEl kAl ol o (2 2 A
(Two additional steps shall then be followed (see

(In this optional

figure 2)) :

a) 7) K & AHeted 9 0% Basiad ¥ &9
O v} (decipher the output (O,) using
key (Kp) to obtain (Op) :

b) 71 K& AR&3ted 23 0% tasldd ¥ &9
0% derh (encnpher the output (Oy) using

’é“lr
(m<n°1“ﬂ)

N

a8 2. A9 AE
(Figure 2. Optional process 1)

key (K) to obtain (O)).
0]7;1_0__5‘-‘ /Heuxl x,]a]b .QIH

L

ok, MACE 4
ol Agk )& =l (This completes the
optional process. The MAC is obtained as specified
in clause 4.6.)

A.2. A& xe] 2 (Optional Process 2)

O]-“L]:I_Q] v’h”] 1)7:"{ = %‘UHX]—Q} —}F)L'z], )\]_010“ U] E]
Heojslo] ol H Alg=

P
718 o &LC’P‘E‘- &7 (exhaustive key search at-
tack) 7 ¥5-& A= 8lo] = F- 4 (chosen plaintext
attack)ell ®jgk MAC®] WAd-& Z71A1%1ch (The
following procedure specifies an optinal process
(see clause 4.5) which may be used in accordance
with a pre-defined agreement between sender and
receiver. This optional process increases the st-
rength of the MAC with respect to exhaustive key

search and chosen plaintext attacks.)
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o] Atz Helode TN hast v)vb ARE
s, Kot K, o2 ZAH of7]4 K2 K= F-E
& 4% <tk (In this optional process two
cryptographic keys are used, which are denoted
by (K) and (K,), where (K,) may be derived
from (K).)

Fope wgel at ol 30
47h9) vlEi= 2 5(complement) & F 3} ¥ o}
2 409 MEE Kol ' e adE FHske
A& HFe] ey K& vk (NOTE: An
example of how to derive (K;) from (K) is to

F 1 KZHE K&

complement alternate blocks of four bits of (K)
commencing with the first four bits.)

nH]E fje% O.ﬁ 4.47% rﬂ 4. 5;(40” _W.ZJ_CJ 21&]
Aol o3 7] K& AR83Ste] w13 uhge] ok
(The n-bit block (Og) is first generated using key
(K) in the procedure specified in clauses 4.4
and 4.5.)

gl e} FrbE A okele) (2’ 3 HE).
(An additional step shall then be followed (see
figure 3))

a) 7] Ki& AHEslel 29 O HEsiste] 234

O % 2erh (encnpher the output (O,) using
key (Kp) to obtain (Op.)

ad 3. AEA Ag 2
(Figure 3. Optional process 2)

A\j@ z_} i{\‘—,‘]-‘:— g}/ﬂ Eh;]. MAC-¢- 4
Aol 4] FFA% B2 d=ch (This completes the
optional process. The MAC is obtained as specified

ojFe 2

in clause 4.6.)

Fz) 5 B A32Ed
(Annex B(informative) : Bibliography)
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Financial Institution

() B5 C:d

(Annex C(informative) : Examples)

o] ®-22 DEA(ANSI X3.92 F=)& ARg-ste
MACS #4417 & Ay 97 3bd 194 2 2
gl A€ 22 iy 13} 20 dste] R4o). A
F-2 7"]lEg ASCHFZE=Z “Now#is®the ®time
&forealle” 3} “Now’is‘the‘time’for’it’"
ojth, oj7]A “e7& IS i), AR A
& A9 9r) Y 1o] AMEHh A9 e A
o] A& FagA Hct. 7= 0123456789ABCDEF
olth, A&l 7 164 AREEHE 7] K&
FEDCBA9876543210=. Aeiseizla, 3 4193
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Azl 264 AMREE 7] K2 % ‘AL2° 2] Fo
w2} abEeiH ol (This Annex presents examples
of the generation of a MAC employing the DEA
(see ANSI X3.92) for padding methods 1 and 2
as well as optional processes 1 and 2. The plai-
ntexts are the 7-bit ASCH codes for “Now #is
®the ®time®for®alle” “Now ®is®the ¢
time ® for®ite” “®” denotes a blank.
The first plaintext does not require any padding
if padding method 1 is chosen. The key (K) is
0123456789ABCDEF. The key (K,) in optional
process 1 was chosen to be FEDCBA9876543210,
while the key (K;) in optional process 2 was

and

, where

derived according to the note in annex ‘A.2'.)
C.1. 219l ¥7] w4 1 (Padding method 1)

ol 1 (Example 1) : Now #is ®the ®time ® for

ealle
key (K [o1]23]45]67 80 |AB|CDEF
D, AE | 6F | 77|20 | 69 | 73| 20 | 74
D, 68| 65|20 | 74|69 |6D| 65|20
Dy 66 | 6F | 72 | 20 | 61 | 6C | 6C | 20
1,=D, 4E | 6F | 77 (20| 69 | 73 | 20 | 74
0, 3F | A4|OE |8A| 98 4D | 48 | 15
L,=0,®D, |57|C1|2E|FE|F1|20]|2D|35
0, OB|2E |73 | F3|8D|C5) 85 |6A
1,=0,8D; |6D| 41|01 |D8|EC|A9|E9|4A
0, bo A3 06 J40 CC| 76 |DD| 8B
"}%i Al Aelzt AR-EA] etk MAC

(ol A A% mole] WESE FARG. (1f no
optlonal process is used the MAC consists of the
m leftmost bits of (Oy).)

Aela x{2] 1 (Optional process 1)

key (K;) |FE|DC|BA|98]|76|54|32] 10
05 B4 18D | 36 {ED|7A | D5 | 69 | 4F
07 Lm C7\2E |74 |EA|3F | A9 | B6

]E«—»\

MACE 039 = 2% m7je) 4
¥k, (The MAC consists of the m leftmost bits
of (O).)

Aelx Ae] 2 (Optional process 2)
key (K) |F1|D3
05 10 | F9

B5| 97! 79|58 3D ] 1F
BC] 671A0 3¢ | ps | D8

MACS 09 < 1% mrle] wefz A
Hrh. (The MAC consists of the m leftmost bits
of (O'3>-)

0| 2 (Example 2) - Now ¢ is ® the ® time @ for
*it

key (K) | 01|23|45|67|89|AB|CD|EF
D, AE |6F | 77120 69| 73120 | 74
D, 68|65120!74|69!6D]65]20
D, 66 | 6F | 7220 | 69 | 74 | 00 | 00

1,=D, 4E | 6F | 77 120 | 69 | 73| 20 | 74
0, 3F | A4|OE | 8A | 98 |4D | 48 | 15
,=0,3D, |57 |C1|2E|FE|F1]20 2D |35
0, 0B |2E| 73| F8|8D|C5]85|6A
1,=0,®D; |6D| 41|01 |D8|E4|B1|85 6A
0, E4|5B|3A (D2 B7 lcctos 56

qrel Aled Aelv} 87 shevh MACS
09 W AFe] mole) wEER 4%, (f no
optional process is used the MAC consists of the
m leftmost bits of (Oy.)

Atgf = A2} 1 (Optional process 1)
key (Kp) -|BAJ 98 | 76 54]32] 10
0, 32 18A | C7 ssim CA| OB |3F
0 |2E [ 2B | 14 [ 28 [CC| 78 |25 [4F

MAC-2 059 # 1Z9] mrje] vess 74
Het, (The MAC consists of the m leftmost bits
of (073).)
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Aelz xel 2 (Optional process 2)

A" 2z} 2 (Optional process 2)

key (K) |F1|D3|B5|97]|79|sB[3D]1F

key (K) |F1]|D3|Bs|97]79]5B]3D]|1F
05 721 5E'9C LEG D9 1B | C7|FB, 0, BE 7c[2A B7 | D3| 6B | F5 | B
MACE 039 9 952 m79 veEz 74 MAC2 03] # $1%9) mAle] wlegE T4

g}, (The MAC consists of the m leftmost bits
of (0%).)

C.2. ¢ 7 B 2 (Padding method 2)

off 1 (Example 1) . Now #is ® the ® time ¢ for

salle

key (K) | 01]23]45]67]89[aB[CD]EF
D, 4B\ 6F |77 120 ] 6973120 74
D, 68| 65|20 7469 6D|65]20
D; 66 | 6F | 72| 20 | 61 | 6C | 6C | 20
D, 80100]0000]|00](00]00]00
L =D, 4E |6F | 77 20|69 | 73|20 | 74
0, 3F |A4|OE [8A| 98 (4D 4815
1,=0,®D, |57|C1|2E|FE|F1|20|2D]35
0, OB|2E |73 |F8|8D|C5|85|6A
L,=0,&D; [6D|41|01|D8|EC!|A9|E9!4A
0, 70 | A3] 06 | 40 (CC| 76 {DD|8B
1,=0,®D, |FO|[A3|06|40|CC|76|DD|8B
0y 10 | E1|F0 [F1|08 |34 | 1B|6D|

are) A=A xjejzb AREEHA] et MACE
0,9 i %2 mofe] vEEE A", (f no
optional process is used the MAC consists of the
m Jeftmost bits of (O,).)

A= #z] 1 (Optional process 1)

key (K) (FE|DC|BA{98|76|54/|32(10
0, 79 | 53 [ 7F |EE| 18 | CF{ 18 {93
0, E9|08 (62|30 |CA|3B|E7|9

MACS 039 = 1% mrle »wEeSZZ 74
=}l (The MAC consists of the m leftmost bits
of (07.)

Fct, (The MAC consists of the m leftmost bits
of (07D

0l 2 (Example 2) : Now ®is ® the ® time # for

.it

[ key (&) |o01]23[45]67]89]AB|CD|EF
D, AE|6F | 77|20 | 69| 73 | 20 | 74
D, 68 (6520|7469 |6D|65]| 20
D, 66 | 6F | 72| 20 | 69 | 74 | 80 | 00
L=D,  |4E|6F| 7720|6073 20| 74
0, 3F | A4 |OE [8A] 98 [4D ! 48| 15
1,=0,®D, |57 |C1|2E FE|F1|20|2D]35
0, OB |2E |73 |F8|8D|C5|85|6A
1,=0,®D; |6D| 41|01 /D8 E4|B1|05|6A
0, A9 |24 (C7| 21036 |14 92| 11

nred e Zerh AgE A ek MACE
0,9 " 9%Ze] mAe] HELR 74" (If no
optional process is used the MAC consists of the
m leftmost bits of (O3).)

A1)z A2] 1 (Optional process 1)

key (K) |FE|DC|BA] 98|76 |54]32] 10

03 7A | 71 {AF [ 2F |5D| 15 | 40 | A7
0% 5A (69| 2C | E6]4F | 40 45
MACS 039 W %o mie vesz 4

Hrh (The MAC consists of the m leftmost bits
of (09.)

Az 22} 2 (Optional process 2)

key (K) |F1|D3|B5|97]79|sB[3D|1F|

05 17| 36 |AC| 14| 61 | 63 | OE | FB

MACS 032 w1 $1Z2] mrle] weER 74
Hr}. (The MAC consists of the m leftmost bits
of (0%).)
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