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(3) (key-dist, message) . KDCell Al
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EEE %n Nmoll A R A 7] Aol
= gk FAl Al abe] o 7] Sy
7 ©

$-ol 32 o] %},

=
EiASE

SFare

ol ef el 7}

2% AoF A o
ZRgge] Qr.]
o171 A= &4l alele| Al 2} (identifier) 7} & %
Zhiz Al AlAl=bell o)qk @ A ubE e stE S g
o}, apepaf zke 2Rk jhge Q2

ol A 2] = ALl

begin

else begin

end
end :

begin

else begin

when receive (initiate, B) do

if (B<A) & (B & request) then “disregard”

ALGORITHM

(* Algorithm for communication entity A *)
When wish to communicate with B do
if B & request then “connection processing” /* (1) */

request: =request U {A}
send (initiate. A) to B

J/* 2y */
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request: =request U |B} 3
EMa:=Event-Marker :
send (ack, A) to B:
send (key-dist. A, E(MK, (B, EMJ)) to KDC:
acceptance: = acceptance | {(B, EMA)];
end
end

when receive (ack, B) do
begin
EMa:=Event-marker 3
send (key-dist, A, E(MK., (B, EM4))) to KDC:
acceptance: =acceptance {(B, EM,)}
end ;

when receive (key-dist, m) do
begin
(B, EM, CK):=D(MK. m)
Communication-Key-Table(B):=E(MKa, CK) 3
if (B. EM) & acceptance
then begin
send (sync, A) to B
handshakel(B) :=true :
if handshake2(B) then “connection complete”/*(3) */
end
end
when receive (sync, B) do
begin
if (B, —) & acceptance
then begin
send (sync, A) to B
handshakel(B):=true ;
if handshake2(B) then “connection complete” /*(3)*/
end
end +

when terminate to communication with Q do
begin
request: =request—{B} ;
acceptance: = acceptance —{(B, —)}
handshakel(B): = false ;
handshake2(B):=falese
end 3

(* algorithm for key distribution center *)
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begin

then begin

end
else begin

end
end ;

(B. EM):=D(MK,s, m) :
if = h < handshake such that(h,=A & h;=B)

when receive (key-dist, A, m) do

or (m=B & hy;=A)

send (key-dist, E(MKa, (B, EM, h3))) to A
handshake: = handshake — {h}

CK:=Key-Generator +
send (key-dist, E(MK,, (B, EM, CK))) to A

handshake: = handshake {(A, B. CK)}:
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E= Be AA FEF 24 Fde]xr) skt vl
2H A Ask B2 Al 75 84 Eefelart S

ohag el w2 o uw g ul=Ee] A ska]

request

SA?

complete

(a) slze e FAHE

complete

Asl B2 5702 complete Ze)ol2r} 2hat sl

g A WEoldh

T ransition

Sl : send initiate message

SA @ send ack message

SKD : send key-dist message

SS : send sync message

RA : receive ack message

RKD : receive key-dist message

RS : receive sync message

@ : fire only when its id is greater than initiator
@ : fire only when its id is less than initiator

Place

request : communication issue
complete : session completion
I T input place of initiate

IA :input place of ack

IS  input place of sync

IKD : input place of key-dist
Ol : output place of initiate
OA : output place of ack

0OS : output place of sync
OKD : output place of key-dist
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