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An Expert System for Fault Diagnoses
of Local Area Networks

Jae Young Choi and Chae Y. Lee

Abstract

An Expert system that diagnoses the malfunction of local area networks is developed. The
system detects specific devices in the network as the saurce of thd data disconnection. These
sources are sct to goals in the knowledge base and rules ard constructdk by uncluding all possi-
ble occurrences un thd connection of terminals and host computers. An approach via OR graph
1s employed for thd systematic rule generation. The system is implemented in a shell and illus-

trative inference processes are presented.
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1. The terminal cannot send/receive data.
2. The calling PCP cannot send/receive data.
3. The calling modem cannot call.

4. The answering modem cannot answer.

computer CONVAX

answering
modem

calling
modem

i
1
L% -n

terminals / P.C.

73 3 LANe||4] Datao] 3%

5. The answering PCP cannot send/receive
data.

6. The computer is down.
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7. The computer system is busy.
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8. Operator 1s using the wrong protocol.
9. Former user did not follow the correct logout
procedure.
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TITLE LAN Checker

1. The terminal is out of order

2. Calling PCP is out of order

3. System is busy

4. Operator is using the wrong protocol
5. Former user did not follow the correct logout procedure
6. Computer is down

7. Answering PCP is out of order

8. Calling modem is out of order

9. Answering modem is out of order
RULE 1

¥ No call request on the terminal

AND NOT No call request on alternate terminal
THEN The terminal is out of order

RULE 2
|80 No call request on the terminal

AND No call request on alternate terminal
THEN Calling PCP is out of order

RULE 3
IF NOT No call request on the terminal

AND Response on terminal IS "Busy, No session is available"
THEN System is busy

RULE 4

IF
AND Response on the terminal IS "Call completed

NOT No call request on the terminal

AND Login request on the terminal
AND Operator cannot login
THEN Operator is using the wrong protocol

RULE 5

IF NOT No call request on the terminal

AND Response on the terminal IS "Call completed ..."

AND NOT Login request on the terminal

AND Login request displays on alternate terminal

THEN Former user did not follow the correct logout procedure

728 5 Sample Rules of the LAN Checker System
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LAN Checker
Is it true that :
No call request on the terminal

TRUE FALSE

2 UNKNOWN ~ 3 REPORT 4 EXPAND 5 MENU 6 HELP

T EXIT

2% 6 First Queryof the Inference Process

—

LAN Checker
Select what describes :
Response on the terminal
"Busy, No session is available"
"Call completed - .- --"
"No response from unit"
system prompl

none

2 UNKhU#N 3 REPORT 4 EXPAND 5 MENU 6 HELP

28 7 Selection of the Response on Terminal
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LAN Checker
Select what describes :
Response on alternate terminal

"No response from unit"
— "Call completed - - --"

"Busy, No session is available”

2 UNKNOWN 3 REPORT 4 EXPAND 5 MENU 6 HELP

.23 8 Selection of The Response on Alternate Terminal

LAN Checker
The following conclusions have been reached :

—  Answering PCP is oul of order = TRUE

2 RESTART 3 -REPORT 4 EXPAND 5 MENU 6 HELP

T EXIT

%' 9 Final Conclusion of the Inference Process
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