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B. Deep Neural Networks

Zask&o= LSTM(Long Short Term Memory)S AF235HY
&uch LSTM EE*'E 37Mel 24YES AFAOP%ED{ 2tz}
64, 64, 128 7io| FREIoZz FTMSIHEULCE Zt A S Alo|
ofl = 20%<2| Dropout Z} BatchNormalization £ 1}&MEHs
gx|stE &t Zh LSTM oA &M3sl s+2 3lo|HE
g EHME(tanh)E& AlEst¥ 20, o] &= (-1, 1) He9

2 MAMsSIe| 7|27 &4 EHME zAsistn MEQ|

oMo p

| —

= MgE s&4Ch

, 2 AFoAM =

LSTM(Bidirectional LSTM)&

A SAloll &2 &5t st &t
ol

M¥ zie 2of & e

Am =
ol (g |
>

Jlzel chus

o> 1o 2 oo

=] Adamax SE|OIO|XME A2t
.002 & ALZs5I¥ &Lt ESH Epochs =

5t 20, validation_loss 7|“F°§ early
stopping & M &5sl0] st&52 x7| BEERSIEE stAUSHICH
O Z3 11 HH Epochs oAl JHE =2 HEZ(90%)2t
EHME(15%)S 7ISst¥ &4t

=2

E

93%,

0% o Hu I

Overflow 2=

~
=

ol
AA

True Labels

Actual Positive

[1
[2

[3

‘2 EES2 WS|EFESHT T H D SH2ASIALY

Loss Accuracy

=
o
1=

— Training Loss — Training Accuracy

Accuracy
e e = =
2 S = &
E] =] E &

o
&

0.60

0 2 4 6 10 12 0 2 4 6 8 10 2
Epochs Epochs

<38 2> epochs B =0| ME accuracy, loss

=20 M= Stack-based Buffer Overflow ZE=2| E|A
HIOIEHE Aoz HET 90%, MLUT 87%, Mads

F1 230 90% ZnE Hoiguct ™LUEI} HlW
27 2o 2HA oF0| AMZ= BEHZEC
Hyst=E EMIF WY JtsMdo| &R stX|TH MM o=
ghsl=l M58 2ol AEFHct,

A H
A e EEE M=

el A

Stack—based Buffer

=|._T|_ olxlEI|-

k=3
M
[e1r S K=1
=]

#
HiolH

Cts 27/

g

[

= s
E_|
Doz

Confusion Matrix

Actual Negative

Predicted Positive

|
Predicted Negative
Predicted Labels

<J8 2> 24 "Il X|E

] Kvarnstrom, O. (2016). Static Code Analysis of C++ in LLVM.
] Gallagher, S. K., Klieber, W. E., & Svoboda, D. (2022).
LLVM intermediate representation for code weakness
identification. Defense Technical Information Center, Tech.
Rep.

] McCully, G. A., Hastings, J. D., Xu, S., & Fortier, A. (2024).
Bi—Directional Transformers vs. word2vec: Discovering
Vulnerabilities in  Lifted Compiled Code. arXiv preprint

arXiv:2405.20611.

9 x|

- 832 -

He Sl SHsH ICTHEY ZEME s Ayc)






