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Hook APl in Malware

List of
Anti-VM API
Detectio
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Anti-VM
Techniques
Detectio

YES NO

! Ly

Modify Return Value

Original Return Value

(g 1) APl ¥ Il E 78 Anti-VM $-3]

3.2API B EtH]E] 7]E Anti-VM 7]5 B4

Anti-VM 7]<o] AF8-¥ = API mit} dafof 3t 3
A g el §14], wlelE EBflo]l T Aelsit
el g2EQ 3 Anti-VM ¥ API B9 Re}
A gt HE A 4 BAEA Anti-VM 7]E B
Ao L E FEAAh

< 2> APT ¢ ¥ vpEhvlE 24
o

APl 3 AA 2
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GetComputerName() Arg[0] | LPSTR
Process32First() Arg[1] | LPPROCESSENTRY32
Process32Next() Arg[1] | LPPROCESSENTRY32
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CreateFileA() Arg[0] | LPCSTR
FindWindow() Arg[0] | LPCSTR
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FindNextFileA() Arg[0] | LPCSTR
GetFileAttributes() Arg[0] | LPCSTR
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RegQueryValueExA() | Arg[4] | LPBYTE
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