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Algorithm 1 Type Confusion Detection

: Definition of Object A:

: Object A holds the following variables:

: o+ Stated type of input

: B« Stated type of output

: v < Encoded log including tcexpected; Bexpected;

: Additional Definitions:

: Qexpected — Expected type of input

: Bexpected < Expected type of output
: § < Executed code path including €
10: € < Speculative optimized code path
11: €results < Actual result type for A
12: €expected < Stated result type for A
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13: Detect type confusion during speculative optimization:
14: function A’(Object A)

15: Step 1: Decode Information

16: Get o, 8

17 Decode ¥ — {Qexpected; Bexpected; 1T}

18 I = {Tlresutts; Mexpected }

19: Step 2: Compare Types and Results

20: if & # Qexpected V B 7 Bexpected V Hresults 7 Mexpected then

21: Trigger type confusion detection for Object A
22: else

23: Log Object A as safe from type confusion

24: end if

25: Store all type information, results, and execution path v for Object A
26: end function

(¥ 1) Type confusion A& %4
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