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2023 CWE Top 25 Most Dangerous Software Weaknesses

‘ Top 25 Home ‘ ‘Sharevia D‘ ‘ View in table format ‘ ‘ Key Insights ‘ ‘ Methodology

Out-of-bounds Write
CWE-787 | CVEs in KEV: 70 | Rank Last Year: 1

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting')

CWE-79 | CVEs in KEV: 4 | Rank Last Year: 2

Improper Neutralization of Special Elements used in an SQL Command ('SQL
Injection’)

CWE-89 | CVEs in KEV: 6 | Rank Last Year: 3

Use After Free
CWE-416 | CVEs in KEV: 44 | Rank Last Year: 7 (up 3) &

(19 1) 2023 CWE TOP 25
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int main(int arge, const char *argv(]) {
char *temp:
temp = (char *)malloc(BUFFER_SIZE).

free(temp)
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[1] CWE Top25: https://cwe.mitre.org/top25/archi
ve/2023/2023_top25_list.html)
[2] AddressSanitizer : https://github.com/google/sa
nitizers/wiki/AddressSanitizer
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