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2023 CWE Top 25

CVEs
inKEV

Rank | ID Name Score

CWE-787 |0ut-of-bounds Write 6372 | 10

1

2 | CWE-79 |Improoer Neutralization of Inpu: During \Veb Page Generation ('Cross-site Scripting') 4554 | 4
3 | CWE-8Y |Improper Neutralization of Spedil Elements used in an SQL Command ('SQL Injection’) 27| 6
4 | CWE-415 |Use After Frez 1671 | 4

WE-9¢ |Improder Contral of Generation of Code (Code Injeciion) N8
2| CWE-B63 [Ircarrsct Authorization 360
25 | CWE-275 [Ircorrect Default Permissions 360
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