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1) function withdraw(uint256 amount) public { 1) function attack() {
2) require(balances[msg.sender] >= amount); 2) withdraw(1);
3) msg.sender.call(amount) 3) }
4) balances[msg.sender] -= amount; 4) fallback() {
5y ¥ 5) withdraw(1);
6) }
a4 1 ZHXJ‘?J Hek Al - FHAE 2= (&,

Timestamp Dependency E}Y Bl o]EA Hof
=
=

e AYFF FolA BEY Eergm 3
©RA WA ARl HRAY M2
A gEe BesgE e ARHlAw ojgR
AREA HAT 4 Ak DA GAsRE gl
Fukakel svhE Aloe] 54 2yl A9d 3,
FAAIL BY2WE b2 24Fe] oA TE

4. 29E A W &X
Symbolic Execution 71% A2 =z a3lo] ¢

e TAARJ] ko] ofd rEZE uAste] Jhee
RE Ay BAERE @M 7Ho ok
Oyente[2]= 7V WA 7| A&
E Ak W GAE A=

Ab-g-3te] 2w
3k o tolt}. Oyentex Hf

oJEs st AntE Aok FH (state)E AHOE
pol FAZF ¥ ARE FEvh g os Bl
2B o EA FH kA A, &vtE Alofo] B
2Rz g ALgSE ARE FAGY Bda®z x
Zroll  Feokgt AxE "AFGH oifel= TOD

(Transaction-ordering Dependent) &} o ] 8] < 5,
ARY HAHkHS FAT = 9

=2 T
Manticore[3]:= &4l rielde] @43 otz
= 2PE Ak BF Adsts e A =z d
Yoltt. 7IEe 7z AY Zeddas AA @
o EAFEONA, o] F=e

] 5
t}. Manticorex= AM&A}F 23}
*E—E"i"ﬂ TofRkA] eFo

Fuzz Testing ¥ = H2®L2 ddgst o8& A4
sto] T2 ;S HAEs= 7|Hol
ContractFuzzer[4d]= #HA S 7|90 g ~ntE 7o
Akd FAE A= A WA AFolth FAAHL
2 2utE A oFe] QHHo| s #

HAas Ak, olHd JHE AtFoR Ats
Aol HopHE Fohlle ATtolth A% 2o
e 23 EE £AE EVMS oA 2457 i
o, 215 et F4ste] AdHE AL
3
SMARTIAN[5]2 A4 243 54 +4& 233t
of Al AAS FHste ATt AvE
oFe] el EfiAACl os) wAs =, V&)
HAAEE rgls EdYA sA4E A I
SMARTIANS A4 45 g 9n gl ERA
Aol M5 i dioly 55 7IWre] g4 24 7
=g T M2 ERYA =48 ey

4, Ao AgE 5
X

~eFE A

S wER Ao 58 dmsel W 3
i dele TxE WL Hold 5§ WE3,
4 AAs o] mEe] HEAL Wojmel ¢ ofo}
% dEE e AnE Ao} WEHE FY@ch
BiAn® 82%9] F7b4Ql 4@ wgow 7129 g
A mrEe 4%e Avown Wojmgt,

5. A&
Bl A AN FAkHat g ayE o0&y
Aoy o f493) o2 BA &) 9% A5 A
B, = B2y 5o AN AT BFL A
o1& B3 2vtE Aok AL Y & AL A

o] =& 2024¢® ARG}V EHEFAN)
Aehor FRTA7Ieg7rde XS wop 3
A7 A3 o (No. RS-2024-00337414, SW& w4
= |5 g3 dAE dolAMe

o A V= )

o
lu
Wrﬂm
X
T

ZFaEd
[1] P. Zhang, F. Xiao, and X. Luo, “A framework

and dataset for bugs in Ethereum smart

- 284 -



ACK 2024 SHESHELH3| =27 (312 2

s

)

contracts,” in Proc. 36th IEEE Int. Conf. Softw.
Maintenance Evolution (ICSME), 2020, pp. 139 -
150.

[2] Luu, L., Chu, D.H., Olickel, H., Saxena, P., &
Hobor, A. (2016). Making Smart Contracts
Smarter. In Proceedings of the 2016 ACM
SIGSAC Conference on Computer and
Communications Security (pp. 254 - 269).
Association for Computing Machinery.

[3] Mossberg, M., Manzano, F., Hennenfent, E.,
Groce, A., Grieco, G., Feist, ], Brunson, T. &
Dinaburg, A. (2019). Manticore: A User-Friendly
Symbolic Execution Framework for Binaries and
Smart Contracts. In 2019 34th IEEE/ACM
International Conference on Automated Software
Engineering (ASE) (pp. 1186-1189).

[4] Jiang, B., Liu, Y., & Chan, W. (2018).
ContractFuzzer: fuzzing smart contracts for
vulnerability detection. In Proceedings of the 33rd
ACM/IEEE International Conference on Automated
Software Engineering (pp. 259 - 269). Association
for Computing Machinery.

[5] Choi, J., Kim, D., Kim, S., Grieco, G., Groce,
A, & Cha, S. (2021). SMARTIAN: Enhancing
Smart Contract Fuzzing with Static and Dynamic
Data-Flow Analyses. In 2021 36th IEEE/ACM
International Conference on Automated Software
Engineering (ASE) (pp. 227-239).

[6] Zhang, P., Yu, Q., Xiao, Y., Dong, H., Luo, X,
Wang, X., & Zhang, M. (2023). BiAn: Smart
Contract  Source  Code  Obfuscation. IEEE
Transactions on Software Engineering, 49(9),
4456-4476.

- 285 -





