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A Aua Fdol WAY £ y] wge), S8Eel Aw madepd sjwkel A2k DhoS B
Azaa Ao B2 2 gSo] ule =asiu). Al 2B Aok},
71Ee] A2 7Rk Btz DDoS A daeE
o AAY B AssNE T4 gASH Rae 2 TRIAT
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& BN EE DboS &4E HF AErbE ts gtk #H<toll= Random Forest, CatBoost, XGBoost
b= A2 AR, Q1™ l‘%*f—ii ofel¢ AAoltH1]. T #WAHd %H"‘# G835 FAHE] &g
HT o9y AFAEe] MY, 989 VS & AFEa Aok4]. HAled 719ke] DDoS A Al
g3te] DDoS A4S ©Asta adals vheke wA ' A EEH er HAY EdFe dds o
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o]z - A=A dolH, odd FAXUYE L So2  HolE AMEZE NSL-KDD, CAIDA, UNSW-NBIS, Bot-
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= Accuracy | Precision | Recall | F1 Score | Time(s)
LightGBM | 0.9998 | 0.9996 | 0.9995 | 0.9995 | 17.8
XGBoost | 0.9998 | 0.9997 | 0.9996 | 0.9996 | 23.7
WHFAPE | 0.9999 | 0.9998 | 0.9999 | 0.9998 | 331.9
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28 ol7|8x = v}y Zo] FAHECTH, WA,
dlolEl2 ApgE PCAP vhdollA waleld &l
o A3 NAE FEHn AAY & F ALY

A

= }\
sk
=
=

s ShEARITh SteE REe FEdelA A4
boeE PCAP s kol DDoS s AE HA
shar, AAEHA G HAFZENT S AARE HEHG

. 8= 01?46& WAl 719k DDoS BAl Al=H]

<&t O|E| HE>

bS] Mgy | SEED DDoS
PCAP T o s T e A|AE
T= =8 = ==
o
v 5374 v XGboost
v Light GBM,

v Random Forest

DDoS e

(2 3) #aleld 7]k DDoS |HAIA| 2| of7] el 4]

6.2 DDoS ¥A| i dloly A4

e AN BE #AlYY ¢a
7IRb3E PCAP 9} 7|k dlo]E] AECA 99% o] ge]
ABE F1 ScoreE X9 o1} PCAP I
Zlgkoll A &S] AL 0.9% =31, FFAL SHE
PCAP 7|9k Hlolg 7t o wE L&
olglgt Aye diqfR UESA 8374 PCAP
3l 719k DDoS HAIZF Ajte Ao w ddHT,

6.3 H4 gagF dA

e A HA S DDoS ©A dawEs
5 g5 AR SHAAM FFA R e Ay
PCAP 3} 7]wtellA XGBoost, Light GBM, Random
Forest7} A3t daglFo=z dodn,
5L F2 AdE9d AdEES 7

2]<o] Flow

AE,

Sohel A

OﬂHE Ak
6.4 HA 9 & A4
&8 PCAP 3l 7wk ¢ oA 7170 = 5370

g AMESFSla = XGBoost 347K,

Light GBM 407H, Random Forest 53702 22l x| }it).
DDoS ®A e AHwo AH&Hng /st

fu alx

715 skt

Asl HH v A Aol Tad Aow AlREH.

A

Aol e RN DS T4
2 Ay

%
& @A) e A2 deles g
al

tlo nlo

DDo
R PCAP v} 7]t H]O]EMW XGBoost, Light
GBM, Random Forest &irg]Zo] 99%e] =2 A3 o}
E e I R

A=A S Bo] Ag% 7oA DDoS
e x)o] Aesl Aow AL
g3 AfoMs Aedel goud A3 g

= 33 4A, A48 % Payload®
H3RE Sel FaAFE S0 0005 BA A2
& A& 2

o/ |
HMAA =R At gk v, 20199 649
[2] Sharafaldin, A. H. Lashkari, S. Hakak and A.
A. Ghorbani, "Developing Realistic Distributed
Denial of Service (DDoS) Attack Dataset and
Taxonomy," 2019 International Carnahan Conference
on Security Technology (ICCST), Chennai, India
2019, pp. 1-8, doi: 10.1109/CCST.2019.8388419.
[3] T. Subbulakshmi, K. BalaKrishnan, S. M.
Shalinie, D. AnandKumar, V. GanapathiSubramanian
and K. Kannathal, "Detection of DDoS attacks
using Enhanced Support Vector Machines with real
time generated dataset," 2011 Third International
Conference on Advanced Computing, Chennai, India,
2011, pp. 17-22, doi: 10.1109/ICoAC.2011.6165212.
[4] M. Al-Eryani, E. Hossny and F. A. Omara,
"Efficient Machine Learning Algorithms for DDoS
Attack Detection," 2024 6th International
Conference on Computing and Informatics (ICCI),
New Cairo - Cairo, Egypt, 2024, pp. 174-181, doi:
10.1109/1CCI161671.2024.10485168.
[5] J. Buzzio—-Garcia et al., "Exploring Traffic
Patterns Through Network Programmability:
Introducing SDNFlow, a Comprehensive OpenFlow—
Based Statistics Dataset for Attack Detection,"
in IEEE Access, vol. 12, pp. 42163-42180, 2024,
doi: 10.1109/ACCESS.2024.3378271.

[6] A3, o718, §3d, & A5, (2017). (NN
718ke] A A1 ZF DNS DDoS &7 ©HA] Alx~®l 4K g
ko= A AFE 2D BAA2E | 6(3), 135-142

-151 -





