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2. SPIFFE/SPIRE &%t ¢2| & #x

SPIFFE (Secure Production Identity Framework for Everyone)
= AZES o] otoldEHE duEA st HA
/Jo]™, SPIRE (SPIFFE Runtime Environment)[4]:
SPIFFE®] AtFS AR T3 QZh2n AT ES O]

-112 -



A

ASK 2024 st=tELls| =27 313 13)

Alz"lo|t}, SPIRE A]~®l> SPIRE Server®} Agent=

TdEe], Muz ofeldEEE FdelA #cta
7t =M AT,

Kubernetes Cluster

Sends |
CSR L
!‘." Workload
— [

APl Csl Drive
SVID SPIRE Agent I SVID

Request
SVID

Node API

SPIRE Server

(1% 1) SPIRE/SPIFFE +%

Jaz=rt E92¥ ol wi¥=  w, Cluster
SPIFFE ID CRD (Custom Resource Definition)oll “3 <] %
ghillo] wet, Y PAR=e st 55 ELV}
SPIRE Server ulel AyAd#tt. ©]%, SPIFFE CSI
(Container Storage Interface) Driver’} X% EFo] ¢
A2z ulE FHI, o] Drivers SPIRE Agent2
Workload APIE &3 i ==& 93 SVIDE
9 73k} SPIRE Agenti= Kubernetes Workload Attestor=-
o] &3l ARE=C] wEHlHE FHotaL, oF E
)2  SelectorS A34d3Fe] SPIRE Server] CSR
(Certificate Signing Request)S- X T} SPIRE Servert
87 e Selectore} vE THE AEZE v}
A AFE gRlgt &, dX|stH AR =e] SVIDE
wFEt) o]g A UgE SVIDE AMEsle] FeaH
Z_]_oﬂ mTLS= 15._6]- o}-x%ﬁ]- E/‘R_]O]

7hs el Rtk o]elgk WAl o' SPIFFE/SPIREY: 28]~
B o Mu|AEo] A% ¢15S Fd3sta, ¢gasty
g9& 53 dlolHE <hdsiA wEEd 4 e 34

Z
& TEA

3. SPIRE/SPIFFE & Al&% mTLS 78

— +

[ Ciiium = a i

corver —'—'a| load |* — L — i
A *ar 7| Balancer mTLS | VM Network | NAT
T -

L
-------- iz -
Federation
Cluster 3 Cluster 4
VM 1 VM 2

 =dAe gd 2924y 2 v 282y A
4& 7|We =R e F 7W o718 A mHEs i st
shal Ak 2§ 2 oA & F dRel, ¢ S AH
740l Z2H 3 olAE mTLS £4lo] Zglo]dE
7b Aol A #AlE HuWA A ZHEE, o] 7l
CNI (Container Network Interface)E &3l NAT (Network
Address Translation) A4S A AW Y& P2 ¥

fujo] Ay,

W

O

o

gl

E}%— ZH2H 84, 3 ]
E7} vﬂa‘% Aol Bl w tE H BAS A
J‘l’cﬂﬂr o] Z9-, VM (Virtual Machine)9] WES A <l
EM] o]2=E E3l NAT 7} Fa =, SetoldE] Y
P F427F VM2 9] IP F4E g o] dFle] A
SHnh o] S G SFH=HY NAT 43
AbslAl Z1 @)

Server Server
— SVID sviD
— .q — —0
O -O—
— —_—0—
Client Client
Client SVID Server SVID Client

Cluster 3 Cluster 4

(29 3) nILS & 913+ SVID w3k

HE] Zel2E A A FAHAR AR, A=
t}E SPIRE AH 7lo *BJE %3} Federation &
27 2EELH YAR=E mTLS 4S8 A Fslr)
el =29 SVID & wgstal AFste] dE Ad5S
gttt SVID o] AW gk SPIRE AW 7t b,
*Jil HE 23He 37 718 AREshe] o] A9

AR NFHAS AZeT. Aol AZEW SVID
7} HD* SPIRE AW 2] Aga 4 Q= 7 712 A
HE AoR gQxa, o5 F3l mTLS S2ld 24
sk Qa2 E 7k AlEE 53

»~
T

Lo ] 3= SPIFFE/SPIREE o] £3}¢] &
U3 e 34 25 A H]
Fo] A% <=3 mTLS 7|Wte = 3 B4 ¢t5 3}
H]
s}

o I gy

> I
;

2

IAE Tast FF AP,
WA BFeNY 9ARE 3B 9F 9
A 5 el o

W

)

ATE AP oot

Acknowledgement
E AF3E #ar|sAREAR 9 HEEAY| G}

R

o] st icT ATAE A ] ATATHE S AR
(IITP-2024-RS-2023-00258649)

FHuzEd

[1] Tetiana Yarygina, "Overcoming Security Challenges in
Microservice Architectures” IEEE Symposium on
Service-Oriented System Engineering, (2018)

[2] Jelena Curguz, "Vulnerabilities of the SSL/TLS Protocol"
Journal of Network Security, 248-249 (2016).

[3] Yutian Yang, "Security Challenges in the Container
Cloud" IEEE International Conference on Trust, Privacy
and Security in Intelligent Systems and Applications
(2021)

[4] E Falcdo, M Silva, A Luz, A Brito, "Supporting
Confidential Workloads in SPIRE", IEEE International
Conference on Cloud Computing Technology and
Science, (2022)

-113 -





