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Antifuzz Binary

address: 0x0000
address: 0x0004
address: 0x0008
( Fake BBs )

address: 0x0030

Fake BB

address: 0x070
( Fake BBs )
address: 0x0900
address: 0x0904
address: 0x0908

(28 1) Example of Fake Basic Block.
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(¥ 2) Fake Basic Block Identification via BB Trace
Profiling.

set #2

2. Bypassing Anti-Crash
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void normal exit() { signal (int Fnum
exit(0); sandler) (
} // make it do nothing

, sighandler_t

return ;
int main () { 1
signal (SIGSEGV, normal exit);

*(char *)0 = 0
return 0;

}

Antifuzz Approach Attack Approach

(¥ 3) Anti-Crash and Our Approach.
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Fake Basic Block Anti-Crash

Antifuzz [2] Bypassed Bypassed

Fuzzification [1] Almost Bypassed Bypassed
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