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3.1. PCA (Principal Component Analysis)
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Num. | Feature Name Importance

1 ImageBase 0.253449

2 VersionInformationSize 0.148055

3 ResourcesMinSize 0.086986

4 SectionsMaxEntropy 0.079506

5 MajorLinker\ersion 0.070027

6 SectionsNb 0.036329

7 ResourcesMinEntropy 0.036272

8 MajorOperatingSystemVersion 0.035503

9 SectionsMinEntropy 0.033402

10 SizeOfStackReserve 0.028395

11 ResourcesMaxEntropy 0.024011

12 Characteristics 0.023735

13 SectionsMinRawsize 0.022685

14 CheckSum 0.019320

15 MajorSubsystem\ersion 0.018882

16 MinorlmageVersion 0.015633

17 DllCharacteristics 0.015223

18 ResourcesMaxSize 0.014940

19 Subsystem 0.013936

20 SizeOflmage 0.012687

21 SectionsMinVirtualsize 0.011023
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Model RF DT SVM NB
Accuracy | 98.25% | 96.75% 95% 83%
F1-score 97.68% | 95.39% | 93.37% | 81.29%
Precision | 98.13% | 96.85% | 95.89% | 83.28%
Recall 97.88% | 95.16% | 93.44% | 81.75%
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