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Abstract 

This paper investigates the integration of ARIA cryptography within hardware secure modules to bolster IoT 

security. We present a comparative analysis of two prominent IoT communication protocols, MQTT and LwM2M, 

augmented with ARIA cryptography. The study evaluates their performance, security, and scalability in practical IoT 

applications. Our experimental setup comprises FPGA-enabled hardware secure modules interfaced with Raspberry 

Pi acting as an MQTT and LwM2M client. We utilize the Mosquitto MQTT server and an LwM2M server deployed 

on AWS IoT. Through rigorous experimentation, we measure various performance metrics, including latency, 

throughput, and resource utilization. Additionally, security aspects are scrutinized, assessing the resilience of each 

protocol against common IoT security threats. Our findings highlight the efficacy of ARIA cryptography in bolstering 

IoT security and reveal insights into the comparative strengths and weaknesses of MQTT and LwM2M protocols. 

These results contribute to the development of robust and secure IoT systems, paving the way for future research in 

this domain. 

 

1. Introduction 

In the landscape of modern computing, ensuring the 

integrity and confidentiality of sensitive data has become 

imperative, particularly in the context of interconnected 

devices within the Internet of Things (IoT). Hardware Secure 

Modules (HSMs) emerge as fundamental components in 

bolstering the security posture of such systems. 

At its core, an HSM is a dedicated hardware device or 

integrated circuit that provides a secure environment for key 

management and cryptographic operations. These modules 

are designed to safeguard cryptographic keys and sensitive 

data and perform cryptographic functions, thereby mitigating 

the risks associated with software-based implementations 

vulnerable to attacks such as side-channel attacks and 

malware exploitation. 

 

2. Theoretical Background 

2.1 Hardware Secure Module 

Hardware Secure Modules (HSMs) represent a cornerstone 

in modern cryptographic systems, providing a dedicated 

hardware platform for secure key management and 

cryptographic operations. Central to their design is the 

assurance of confidentiality and integrity for cryptographic 

keys and sensitive data. HSMs are equipped with robust 

physical security measures, such as tamper-resistant casings 

and encryption techniques, to safeguard against unauthorized 

access or extraction of cryptographic assets. Additionally, 

HSMs incorporate dedicated hardware components for 

random number generation, ensuring the unpredictability and 

entropy required for cryptographic processes. 

 

These modules offer a range of essential functionalities, 

including secure key storage, cryptographic operations, and 

secure communication interfaces. By centralizing key 

management functions within an HSM, organizations can 

enforce access controls, audit trails, and policy enforcement 

mechanisms to protect cryptographic assets effectively. 
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Moreover, HSMs accelerate cryptographic processing tasks, 

offloading resource-intensive operations from general-

purpose computing devices and enhancing the efficiency and 

scalability of cryptographic operations in diverse computing 

environments. 

 

In practical applications, HSMs are widely used in key 

management, digital signatures, authentication, and secure 

cryptographic processing. Their integration into IoT devices 

and infrastructure plays a crucial role in fortifying the security 

of interconnected systems, ensuring compliance with 

regulatory requirements, and safeguarding the confidentiality, 

integrity, and availability of sensitive data transmitted within 

IoT ecosystems. 

 

2.2 MQTT 

MQTT (Message Queuing Telemetry Transport) is a 

lightweight and efficient messaging protocol specifically 

designed for low-bandwidth, high-latency, or unreliable 

networks, typical characteristics of IoT deployments. MQTT 

operates on a publish-subscribe model, facilitating 

communication between devices and applications in a 

decoupled manner. Key to its design is the concept of topics, 

which serve as communication channels to which clients can 

subscribe or publish messages. MQTT brokers act as 

intermediaries, responsible for receiving messages published 

to topics and delivering them to subscribed clients. This 

architecture enables seamless communication between 

numerous IoT devices and applications without requiring 

direct connections between them. Furthermore, MQTT's 

lightweight nature minimizes network overhead, making it 

suitable for resource-constrained IoT devices. It supports 

Quality of Service (QoS) levels to ensure message delivery 

reliability, with options ranging from at most once to exactly 

once delivery semantics. Additionally, MQTT supports 

features such as last-will-and-testament messages, allowing 

clients to specify a message to be published in case of 

unexpected disconnection. With its simplicity, scalability, and 

reliability, MQTT has become a prevalent choice for IoT 

communication, facilitating the development of robust and 

scalable IoT ecosystems. 

 
Figure 1. MQTT Stack Diagram 

 

2.3 LwM2M 

The Lightweight Machine-to-Machine (LwM2M) protocol 

emerges as a standardized communication protocol designed 

specifically for remote device management and monitoring in 

IoT deployments. Developed by the Open Mobile Alliance 

(OMA), LwM2M offers a lightweight and efficient solution 

tailored to the constraints of IoT devices, including limited 

processing power, memory, and bandwidth. LwM2M operates 

on a client-server architecture, wherein IoT devices (clients) 

communicate with remote management platforms (servers) to 

exchange information and perform management tasks. Central 

to LwM2M's design is its resource-oriented approach, where 

device capabilities and data are represented as a hierarchical 

tree structure known as the Object Model. This model allows 

for standardized access and manipulation of device resources, 

simplifying device management tasks such as firmware 

updates, configuration changes, and sensor data retrieval. 

LwM2M employs CoAP (Constrained Application Protocol) 

as its underlying communication protocol, leveraging its low 

overhead and efficient message exchange mechanisms. 

Furthermore, LwM2M defines various standard objects and 

resources, covering common IoT functionalities such as 

device configuration, connectivity status, and sensor data 

reporting. With its standardized approach, lightweight design, 

and support for device management tasks, LwM2M serves as 

a versatile and scalable protocol for IoT deployments, 

facilitating seamless communication and management of 

diverse IoT devices within interconnected ecosystems. 

 
Figure 2. LwM2M Stack Diagram 

 

 

2.4 Cryptographic Libraries 

Cryptographic libraries serve as essential toolkits for 

implementing cryptographic algorithms and protocols in 

software applications. These libraries provide a 

comprehensive set of functions and routines for performing 

cryptographic operations such as encryption, decryption, 

digital signatures, and hash functions. They are designed to 

encapsulate complex cryptographic algorithms into easy-to-

use interfaces, enabling developers to integrate strong security 

measures into their applications without needing in-depth 

knowledge of cryptographic principles. Cryptographic 

libraries typically support a wide range of algorithms, 

including symmetric and asymmetric ciphers, hash functions, 

and key exchange protocols, allowing developers to select 

algorithms based on their security requirements and 
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performance considerations. Moreover, cryptographic 

libraries often undergo rigorous testing and validation to 

ensure compliance with industry standards and best practices, 

contributing to their reliability and trustworthiness in securing 

sensitive data and communications. 

 

3. Proposed Design 

3.1 Design Overview 

\ 

Figure 3. Crypto Hardware API Stack 

 

The proposed system design encompasses a comprehensive 

architecture that seamlessly integrates hardware components, 

cryptographic protocols, and cloud-based services to create a 

robust and secure IoT ecosystem. At its foundation lies the 

Hardware Secure Module (HSM), leveraging field-

programmable gate arrays (FPGAs) to provide a secure 

hardware platform for cryptographic operations. This HSM 

serves as the cornerstone for ensuring the confidentiality and 

integrity of sensitive data transmitted within the system. 

Moving up the stack, the system interfaces with IoT devices, 

such as Raspberry Pi, which act as MQTT and LwM2M clients. 

These devices utilize SPI (Serial Peripheral Interface) to 

communicate with the HSM, enabling secure cryptographic 

operations and key management. The application stack 

diagram showcases the flow of data from the hardware layer, 

where cryptographic operations are performed, to the 

application layer, where MQTT and LwM2M protocols are 

utilized for communication and device management tasks. 

This layered architecture ensures a clear separation of 

concerns, with each component fulfilling its specific role in 

enhancing the security and functionality of the IoT system. 

Within this architecture, MQTT and LwM2M protocols 

play pivotal roles in facilitating communication and 

management between IoT devices and cloud-based services. 

MQTT serves as a lightweight and efficient messaging 

protocol for data exchange between devices and the cloud, 

with AWS IoT acting as the MQTT broker. This allows devices 

to publish data to topics and subscribe to receive messages, 

enabling real-time communication and data processing within 

the cloud environment. Additionally, LwM2M protocol is 

integrated into the system to provide standardized 

mechanisms for remote device management. AWS IoT serves 

as a management server for LwM2M devices, enabling device 

registration, authentication, and management tasks such as 

firmware updates and configuration changes. By leveraging 

the capabilities of AWS IoT as both an MQTT broker and a 

management server for LwM2M devices, the system achieves 

seamless integration with cloud-based services, enhanced 

device management capabilities, and robust communication 

mechanisms for IoT deployments. 

 

4. Result Analysis 

The experimental results demonstrate the effectiveness and 

efficiency of the proposed system architecture in securing IoT 

communications and managing device interactions. Through 

performance evaluation, it was observed that the integration 

of ARIA cryptography within the Hardware Secure Module 

(HSM) significantly enhanced the security of cryptographic 

operations while minimizing resource overhead. This ensured 

the confidentiality and integrity of data transmitted between 

IoT devices and cloud-based services. Furthermore, the 

comparative analysis of MQTT and LwM2M protocols 

highlighted their respective strengths and suitability for 

different IoT use cases. MQTT excelled in providing 

lightweight and real-time messaging capabilities, while 

LwM2M proved invaluable for standardized device 

management tasks such as firmware updates and configuration 

changes. By leveraging AWS IoT as both an MQTT broker 

and a management server for LwM2M devices, the system 

achieved seamless integration with cloud services, enabling 

scalable and secure IoT deployments. 

 
Figure 4. MQTT wireshark result 

 

However, challenges were also encountered during the 

implementation and evaluation phases, particularly in 

ensuring interoperability and compatibility between different 

components of the system. Additionally, further optimization 

may be required to address performance bottlenecks and 

scalability concerns, particularly in large-scale IoT 

deployments. Nevertheless, the results obtained underscore 

the potential of the proposed architecture in addressing the 

security and management challenges inherent in IoT 

ecosystems, laying the groundwork for future advancements 

in secure and efficient IoT deployments. 

 
Figure 5. LwM2M wireshark result 
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5. Conclusion 

In comparing LwM2M and MQTT, distinct advantages 

emerge, catering to diverse needs within IoT deployments. 

LwM2M's multifaceted approach, spanning transport and 

application layers, harnesses CoAP for streamlined 

communication across varied transport protocols like I-JDR 

SMS, TCP, and NIDD. With support for defined data models 

and multiple payload formats such as TLV, JSON, Opaque, 

and CBOR, LwM2M fosters interoperability and standardized 

device management. Notably, its low bandwidth consumption 

and robust security protocols like TLS and DTLS 1.2+ 

position it as an optimal choice for IoT environments 

prioritizing efficient resource utilization and secure device 

interactions. 

 

Conversely, MQTT offers simplicity and scalability, albeit 

predominantly at the transport layer, affording flexibility in 

payload encoding sans standardized data models. While 

excelling in real-time messaging and event-driven 

architectures, MQTT's bandwidth usage, contingent on 

payload encoding, may incur higher data overhead relative to 

LwM2M. Nonetheless, MQTT's wide adoption and extensive 

community support render it a preferred option for IoT 

deployments necessitating versatile communication patterns. 

Thus, the choice between LwM2M and MQTT hinges on 

nuanced project requirements, encompassing device 

management needs, bandwidth constraints, and security 

imperatives, mandating a discerning evaluation to ensure 

alignment with the objectives of IoT deployments. 
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