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3.1 Native Unpacker
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<3f 1> Extract the original dex file - Native Unpacker

Gk

15 16 18 19
HA
Alibaba 0 X - -
Baidu X 0 0 X
Bangcle X X X X
ITiami 0 X 0 X
Qihoo 0 0 0 X
Tencent X X X X
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3.2 Frida Unpacker
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422 F70E Native Unpacker[2]

<3t 2> Extract the original dex file - Frida Unpacker

HA

15 16 18 19
A
Alibaba 0 0 - -
Baidu 0 0 0 0
Bangcle 0 0 0 0
ITiami 0 0 X X
Qihoo 0 0 X X
Tencent 0 0 X X
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rule Alibaba :

{

strings:

packer

$1ib = "libmobisec.so"

condition:
$1ib
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rule is_apk
{
strings:
$zip_head =

: file type

{50 4B ?? 2?}

condition:
$zip_head
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<3t 3> Yara—Rules Signature Detection Results by Packer

HA AlZUA EA4 @&EelBgd, gias
Alibaba libmobisec.so
Baidu libbaiduprotect.so
libsecexe.so
Bangcle libsecmain.so
bangcle classes.jar
[jiami assets/ijiami.dat
assets/ijm_1ib/
Qihoo libprotectClass.so
Tencent lib/armeabi/libshell.so
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