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1. ME. 2.1 Control Flow Integrity
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2.2 Windows Control Flow Guard

CFG bitmap
110 00[10]00]00 | 11]

check_cfg:
(check func_ptr

Is right access)

mov rax, [func_ptr]
call [check_cfi]
call rax
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2.3 LLVM CFI
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(7% 3) LLVM Indirect Function Call Check
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3. Windows Control Flow Guard £ =
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<3t 1> AMD Ryzen 5 3600 6-Core Processor, Windows 21H2
22000.856 BF7AoA VCH2022 & Eaf W3 T2 139

Windows CFG #-&/m A& Al &4 FZ 10,000,000 Hl A]
ZF(seconds)
Windows Min Max Avg Avg
CFG Ratio
Non-CFlI 0.020 0.024 0.020940 1.00
CFI 0.022 0.028 0.023420 1.12
<3t 2> AMD Ryzen 5 3600 6-Core Processor, Ubuntu

20.04.4 LTS 4 o)A clang 10.0.0-4 & Eaf W=3F =2

ool @AelA LLVW CFI A&/mde A 34+ 33
10,000,000 2] A]7F(seconds)
LLVM Min Max Avg Avg
Clang Ratio
Non-CFlI 0.017 0.022 0.019433 1.00
CFl 0.020 0.024 0.020726 1.07
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