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F19e: A 2B (credential stuffing), 1% H.eF account security), AFd -4 (dictionary attack)
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I, Preliminaries

1. Related works

1.1 Credential Stuffing 22 22|

Fig 17} 2o| Zzjald 259 T4 AR S olgs) 7S
2k AR 34T WA fARBIARE BEA FRAREoA
ARAL D9} wfi9=E gt 13} 34S AT $, AT A
HEE A gll2 A3 Bf HRAIZEC] Héhg Alw, AR
32| vlgl 340] dEe ggol milg- Erh= o] AR FAe]

Aoldolet & 4 k.

compromised
server

Stolen Credentials //
joe: abc123 a
< \
sue:password1 (Jﬂ

sue: password1
bob: MyPOn3y
joe: abc123
https:/site.com/login

Fig. 1. Credential Stuffing Attack[2]
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lll, The Proposed Scheme
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Table 1. improve password set of prevention credential
stuffing attack

System domain ID Password

www.delta.net d5P@sswOrd!
www.echo.com banana e4P@sswOrd!
www.carrot.net c6P@sswOrd!
www .fox.com f3P@sswOrd!
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IV. Conclusions
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