fis f

EIE IR

hul

1 = 1
AwA!, gl

el 7 3o
{20191730, 20191769, 20191767} @edu.hanbat.ac.kr, hejang @hanbat.ac.kr

A Robust Deepfake Detector against
Anti—forensics

Ji-Min Min!, Ji-Soo Kim!, Min-Ji Kim!, Haneol Jang'
Dept. of Computer Engineering, Hanbat National University

Q
el F A5 7]¥ke]l W o] = (Deepfakes) 7]<& 0] AFF)
= ¥x]7]+& sharpening, additive noise®} #Z& ¢

ot offt < o

Aol A AHE As FATE F AT

1. B

HL A AAACRE TR 2 T Al
S 590 AFEE e AdFA T 7|Nke] HelA
7)ol AFSIAQL olfrE iFE L Atk 20199
de@t=o] HordA Deeptrace?] The state of

deepfakes 2019¢] w=Z A AlA 22l Hool=
ALge] 96%7F E2-aety et @t Aol g
HuAe w2y goola xawigtde] 934
T 26%7F &= ool Al Akl B g
Fetvka stk Ed Heeola Ve wE Y
T

9 e AeAe st S Au A, A

b

Atk ool uwhe}
5

d aL k=
ol F4 "A W AF7F s APHa

TAVOR FHsE = TATE EAT
A g A 3] 9] s o
=

(anti—forensics)o| &1L 3t} oHE]

g3t Wulola B8 SHsE Adt 598
of whel el TaAlA sdel Feld Yslela ©A
A

olf+E WFH L Ut} IR V|E HH o]
olu|x] Hto 7 Bx] 3|7} 7153 £4
dols gA71E Awss] Ss) oA Ay =

%2 Fuss PAS Akt 49 Ans
°]

Akd Aod ok 7 AT ol Fol

o
tlo
o,
o
Si‘;
o -
i)
2
El
T

(perturbation)= %] &3}
= &40
oF st

o)
3 =
o FIHow PA7le o BHE doE F
. 2 gede oled Aud FA¢ A
o 2

aodE A dth[2]

ojo} g <ty XA dHolHAl Ad VMo EE
AA slo]Edr~ F A (White-Box Attacks)y} £
ul~ F A (Black-Box Attacks)e] 2lt}.[3]

2.1.1 slo]Enrtx ¥ A (White-Box Attacks)
2 FAA7E Bde dig BE A
A& o gt
sto] Bt FA 9 A 41T FOFE Fast
Gradient Method(FGSM)®}  Projected
Gradient Descent(PGD)7} 21

Signed

- 560 -



s}o]

L

R

HoA A =

o

hEs

°l

=

212 Yt~ F
el F A (Black-Box Attacks)

’
’

oﬁa\.x_._v‘l
X A MTo
Mgﬂgmﬁ¢wagwa 3 o
ol & w8 o 2 " oy o
- Lo AT o O o ) w IS
X~ hH A ¥ oy © ,&mﬂ% & a3 T ] iy = ol ™ ™ m
w7§ﬂwfwoﬂ_woo_aﬁ @E 7M%§mﬁ T2 N R Mg
_tw%dao@ﬂﬂw% & T < DL =7 TR g il
— o o T . pari ~ T )
o) & N o Pl T 15 = b do o R 2
N gy o 2 T T P o X < ~ X ° - X o’ dv R
el o/ (g N m o RO ==l il i (- W iy N 1_M X 8o —_ g7..;n s o e
= s ET T Moo IR 5 chTa®E g
: mg PR T T N S R o
iy =0 qgﬂﬂwﬂzwﬂ o firs 0 iy (LR ii le. B
R =0 Wy " ae [=e) To L i gjo or vt MMH POL - my = o o o = ! Ho X w iy CUEEN
= ﬂﬁur«mwu%ma@aﬁ@ﬂo PR %M%mmuunﬂ T [ Méﬂ%ﬁﬂ.‘Gﬂw.m
l M?@hEﬁo T - 1%;@% g TR I = M Z
& w ~ v 7 X 5 X o # ) = = =
0 = -~ T A W e B ey o 7
M = T ﬂ_umﬂlvlru,\m L = - o dls o 7o -~ _= B X Sﬂln
< A = 1egsﬂssqﬂ% 2R W oo T B O - g G H_Emomammr_m
ﬂ@%&ﬂu%é%%& ° o K o e e N W R g 2
~ LT -~ R i ST N g X it N K Wﬂlﬂ_@% g B
T w g0 T T W w — T T E 2 A % S % &
R B ok TR T B el T o 3l 5 £ woR L . T O 0 O
cF %@ﬁﬁm%w_zzﬁ NWB e s 5 o < ST
mﬁ xﬁﬂ?iﬂu% ﬂau% - %ﬂh x%ﬂmoﬂﬂ@ ﬂAW%M. ﬂﬁr%% N E%%
e - = T = - X X g — = —
TEE A DT T o =7 50X T F g o m.m:;omada,, B
O S é@ Aﬂ%moﬂ%m. T oo X oLzoEl_%ﬂ@M.miT[
. o @ S 4 — =T M%mﬂfr1gﬂm§;ﬂo
o T E xw ik o M < g R -
B oo | ol = o 2 T W R ~
EE ~ o X t Ee Gl . — b ‘.;1_ T ~ < Lnua ME ~
R X m o RN Ty PHETDE W
Als oo REP R T g Ty XEH ZE B T
N lo _EL] JL = <0 m] < I
o b Ho S 5 s g ;
M ioﬁw _cmﬂﬁﬁﬂmu&wﬂa& 4= é%wa e gER MmuxMﬂlmﬂwg%_ﬂ T E
= o & < o oo < > . A 2 . N aﬂ_cmﬂ unﬂvxmaxw_.urmmﬂ == o N
_ . o Mnoo W 1__/| X q - ™ o iy EIE o WE = ) Lnua < 1_,_AI ] Nd 50w o) o ™ X
T 5oy, 74 sJarmﬂmLﬂ% Emiyn A O o Er TR o R T
,mys_ﬂ oy & ?Wﬂ.mﬁﬁmwa% 1%%1Wma% %m«% dlyﬂﬁwﬂwmﬂw B o N 2
=3 » _ a8 Mo o o 5 o © - — H —~ ,_L]ﬂuooL(qe : o X
SEE LT pRIEazss PETel FIsT SsTITIST 4T IIf
N | oo Lo {F = £ oo M T = oo ]_nv_ou,mju ,W.L\}dﬂﬂCﬂ S o = 1 X
mﬁ%@ﬂr@@ * ﬁo%ma7§r& % %mwkxﬁomooé LB RE s &P =3
TR o5 M_%%mﬂ%cm%o do M mymﬂ[gﬁi;ﬁo ﬂmﬁmm,ﬂy@ BT ow .
% y 3 o @ g < = o T Ko B o — =
o B T @ o Gl o G = — > T s ol ol o 23 = 0= - s o
e n ° S o o - = £ R .7 = o = =
o g5 OF ooy oo G wog = N oo : o Hﬂlﬂxﬁ%@ R i S do o
T o WE R o ™ ~ o P = So B o = =
lo T OME O#E N lo o on m o ° EW EE o5 JI _ ) mt _5! GG = ) NFL m/uf = o o ™o € = o k) lo Z,.ﬁ
Ho g X° Mo B o 5 4 ut;; Eo %%ﬂéeﬂm B oo ,ma]melﬁ zn Hp Mo = T <+ R
< or < o w2 M T WA TR s X bR ° =7 oE ~ = = il M
mﬁmﬂ;ﬂ@mﬁ @u%o_%%g ﬂﬂiﬁ,Nﬂﬂ%%ﬁqﬁ,%mﬂ7 ﬂ%o N ,mﬁa”
; — RO Lo T <0 — B e — O — = O ~n of _- oo oy Fo R
& oK oo X Tz Hx%,{ucugno w = o = = T =
—_ = _ _ % B — B o T — o N =
%%x%wﬂ%.%%Wzomqeﬂj%ﬂ .m.mﬂﬁxmﬂwgaﬁmm%{a‘_ﬂé% ﬁomrmoqz
_ . — ! = [y — :.1]]
X T o Ml Moo < B = XK ~ ® o L Lo o,ﬁ B mz_o N O 5 H x o9 Hn m» B 5T 0 nh oM
B W mJLmo%ﬂﬂ1omﬁa SN xa s 2 T T — [1%3&%
za_.Uﬂmuu]hcromuhmu] heﬁa%mﬂonDﬂu] _ox N - X Mo 2 i
T = ~ 7 ~ @ B =o (iooﬁo]Ldr] =
N2 ~ Lo 7R B e RIS = U .
~ Mo o 8 S 1| Il o o e W= R
XK 8 C],_t;oho 0~ 5 T
AW T B oo P
M OW X JXJ_OT_@E,_
N

- 561 -



ASK 2022 sh=2t =3

‘JPEG Compression(Quality Factor)'S & 1094 9
FEE AAste ey gEs YERhdth

. . JPEG

Tovel | CRosen | Sharwening | Guality

Factor
1 30 3 90
2 60 5 85
3 90 7 75
4 120 9 65
5 150 11 55
6 180 13 45
7 210 15 35
8 240 17 25
9 270 19 15

10 300 21 5

1. oty XA 574 dAE ety

b

[Z98 1]° ‘Gaussian Noise’ 7|® o] 5&A2 7
L2 A8 oA 9 oot}

2% 1. Gaussian Noise 2-& oA

[Z2¥ 2]+ ‘Sharpening’©] 49-AlZ g% o]y
A &] e Alo]

2% 2. Sharpening & <A

[Z298 3]= ‘JPEG Compression’ 7]¥ o] 9¢tA 2
FER ALH olnA ] o Alo]T,

29 3. JPEG Compression 2-& < A]

32 =4 s 7|

B =Fe [O8 42 X8 4 d+= 3949 =
g sk VIS Fole] otE] A Fels nd
o] S A<t}

[a]l - 3 WA A= A wolHARES A}
&3 Heela BAVE dud Rds

[b] - F WA @A 7Zh otel
sEtrl e FXE 2dstd 10949 4=
QtE] EaAlA delHAS A

[c] - A HA DANME 3 WA dAdA =&
o] st dlolE Ao R AR dole A A4
N2 dolE ML # Easl= dlolH

FAWA Sre Eohel ol A
]:]E]_

mr‘

ofN i
o M
o,

k
)

ol
(o
o

B

—
)
—
o
o
n
=
Im
[ 11]
n2
_|I:I_b
{113
1o
o>
et
5]
ng

| oEmay
gloje] HE

Elﬁ
[b] | coey=

e
dlolef A= [
I FAKE
(%Al B 249) -
oFE| a1
EUERTE

=4

[
o
N

B
L RY g AR

4. Ay Zot g ZE

QX do]EAle] training sets 500070 il
validation set¥} test set> Z} 1800%°]H, reale]w]
Ao fakeolw| A o] e sdsirh FEEA
deolgAle] A7)= Y& deolgAale A7|eh F4Y3t
L5 At

e g Al Epochd 30.#& Hjx Alo] =i 32
2 283ttt Adam OptimizerE 3] HZ 3=
sk, TEEe] 4F PyTorche Learning

Rate Scheduler % StepLRS A}-&3}3it).

[ 2]& Xception[10] 7]¥F HHola &% RdS
o]&3ato] Y HolHAS g5 Aot}

Validation Loss Validation Accuracy

0.0015 1.000

2. "H¥lola &4 =l sy Ay

[ 5]9 test accuracy L
A wlolEj Al e §X JF=rF A3 et
s ¢ F U3, o B8 I 4 21

KR Ea
= =2 o b =]
welo] ote] EalHel ke ST = ik



Accuracy
o o o &
S o -3 [=}

©
N

00 Lvl Lv2 Lv3 Lvd Lv5 Lv6 Lv7 Lv8 Lv9 Lv10

Gaussian Noise Intensity

29 5-1. ‘Gaussian Noise' 3-8 ©HAY Hoo]a &x] Al

Accuracy
o o4 o -
B (=2} o o

o
N

0.0 Lvl Lv2 Lv3 Lv4 V5 Lv6é Lv7 Lv8 Lv9 LV10

Sharpening Intensity

1% 5-2. ‘Sharpening’ &4 @A duola &X s

vl Lv2 Lv3 Lv4 Lv5 Lv6 Lv7 Lv8 Lv9 Lv1O

1.0

Accuracy
e o o o
) ) o o0

o
=)

JPEG Compression Intensity

2% 5-3. ‘JPEG Compression’ &2 ©AE Holo]l=2 ] A%

o

[Z8 6]9 test accuracy LI ZE =3 A<tz
AU A gF 7|nke] Holola ©x] Rdo] QhE X
g2 FAo] Zhalxl dlolHAlY e 2 v

AEE wYe AT 5 Atk

o= a=

Aot

Accuracy

0.0 Lvl Lv2 Lv3 Lv4d Lv5 Lv6 Lv7 Lv8 Lv9 Lv10

Gaussian Noise Intensity

23 6-1. ‘Gaussian Noise’ &7 A
A ot Rl A AHIe

Accuracy

Lvl Lv2 Lv3 Lvd Lv5 Lv6 Lv7 Lv8 LvS Lv10
Sharpening Intensity

19 6-2. ‘Sharpening’ &2 ©AHE
Ay g 2d #d 43w

a

Accuracy
o o o &
IS o o =

o
N

vl Lv2 Lv3 Lv4 Lv5 Lv6 Lv7 Lv8 Lv9 Lvl0
JPEG Compression Intensity

a9 6-3. ‘JPEG Compression’ &2 A
xqq]x% tsl’\ Ut—ﬂ _L]_]:H z _1]:_

g 7]E gHola g@x 2dd 34

g
Aggond Fe Bx 44 85

RbEl =2 7]l M=
a4 A INe AT e

g

olo

[1] Lee, Seok-Hee, et al. "¢te] Xa#l2 7]&=3
Review of KIISC 18.1 (2008): 11-19.

[2] Akhtar, Naveed, and Ajmal Mian. "Threat of adversarial
attacks on deep learning in computer vision: A survey." leee
Access 6 (2018): 14410-14430.

[3] g%{l, et al. "H oA Apel A 71
3] grargj3li=ity 28.2 (2021): 580-583.
[4] Chakraborty, Anirban, et al. "Adversarial attacks and
defences: A survey." arXiv preprint arXiv:1810.00069 (2018).

[5] Singh, Prabhishek et al. “Image Watermark Attacks:
Classification and Implementation,” The International Journal of

5g BPYRA )

Electronics & Communication Technology, vol. 4, no. 2, pp.
95-100, 2013.

[5] Jeon, Yong-Tae, Hyun Lee, and Jae-Sung Choi. "Depth
Image Based Feature Detection Method Using Hybrid Filter."
IEMEK Journal of Embedded Systems and Applications 12.6
(2017): 395-403.

[71 Noh, Gyumyung, Seungwoo Wee, and Jechang Jeong.
"Image Sharpening Algorithm Using Morphological Operations."
Proceedings of the Korean Society of Broadcast Engineers
Conference. The Korean Institute of Broadcast and Media
Engineers, 2019.

[8] 3=, et al. "IPEG olW|A] S}HAWE o] &3 ovA FX
717 B4 ok Q1N )X EE AN 144 (2020): 33-44.

[9] Kwon, Hyun, and Yongchul Kim. "H2]d Zdo tha )
A Atdl 71+ 53" Review of KIISC 31.2 (2021): 5-12.

[10] Chollet, Francgois. "Xception: Deep learning with depthwise
separable convolutions." Proceedings of the IEEE conference
on computer vision and pattern recognition. 2017.

- 563 -





