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7|19e: Akol¥ $18 (Cyber threat), 3 Y%= (Intrusion detection), 2x2=E(Snort)

[, Introduction
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I, Preliminaries

1. GNS
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2. Snort
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lll, The Proposed Scheme
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Fig. 1. Network Topology using GNS3

#X55 F 4
lalert tcp any any -» 172, 16.90. 100 any (sid: 1000006; msg: "XSS_Detected";\
(content: "| 25 33 43| script™; nocase;)

[#SYN Flooding %%

alert tep any any -> 172,16.90. 100 80 (sid: 1000008; msg: "TCP_Syn_Flooding |

flags: 5; threshold: type both, track by_dst, count 100, seconds I;)

Fig. 2. The Example of Snort Policy

fl**1 |1:1000006:0] XS5 Detected [*"]
I Priority: 0

12/02-01: 28: 10. 368579 10. 10. 90. 10: 58736 -:|
|TCP TTL: 61 TOS: Ox0 ID: 26058 IpLen: 20 DgmLer
(***AP"** Seq: Ox24DC229C Ack: Ox4CFTATSE |
ITCP Options (3] => MOP NOP TS: 33181544 125

(1*=1 101:1000008:0] TCP Syn Flooding Attack|
[lPriority: 0}
M2/02-00:31: 15. 110801 53.53. 147, 184: 2632 -4
(TCP TTL: 61 TOS: Ox0 ID: 45071 IpLen: 20 DgmlLer
[rre=rrgr Seq: OXTOB3IFEOB Ack: Ox19DFES23

Fig. 3. The example of Logging
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Fig. 4. Email alerting the Intrusion Detection
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Fig. 5. SMS alerting the Intrusion Detection

IV, Conclusions
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