2019 FAstatEof3| =28 H|262 H|23 (2019, 11)

Nodejs FoFd 24 Pago] g A7

o W%, FA|Hx, §7

< 57
***’ /1\_]7%?:***, 71761.11:****

=3

*AE 8L 1T &84 =58 83}
g R A= 1 USTE SRS T R R
*#*KITRI XA Hortg o] A Z 213 (Best of the Best)

*xkk 37 o of] Sk 1l

R RCA S e ]

e-mail : posix.lee@gmail.com

A Study on the Vulnerability Analysis Methodology of Node.js

Beomjin Lee*, Siwoo Mun**, Jaewook You***, Jeonghoon Shin*** Kyounggon Kim****
*Department of IT Application Systems Engineering, Chonbuk National University
**Department of Information and Communication, Sunrin Internet High School
***Korea Information Technology Research Institute(KITRI) Best of the Best
****Graduate School of Information Security, Korea University

o
i

Folth, AutaIAREE 4 dol 4A B
Aot Woleke AUANA WEs
2 Egetol AuiiaYE EHow

B A < ]

1. M2

A 7N TR 9lojql AmAIHEE Ay
g ofEe Al A Eeld F e 84a7F HAnh
1995 12 o] WEF olg & 253 F<k 3 API 9
Reowx AgE oS Bk ol g Hepg-A o &
T T4 QAEH)~E AFTFoZA T §] o
7ol ds Ak A o+ A = ATt Client-side
doj& Aewj et AutAAHEE 13 del| o] 27
AE Al Nodejs 2= ©o] 52 AW Alo]= Qdoj= AL
HAZE W3 U3k 2019F & A] RESTAPI = S+
7 8k= Server-side A ZA] F=5& 2A AT [3].
Behg-Aofl 22 AL st AW o] dAE
FEs7] 98lA A=A HETL W8 dojRA ALE
2 %S CommonJS WAHZF A& =T} Server-
side 9124 H Q3% 7]5(1/O Framework) & & 59
FEE AAAA AHEE F AT e Heg
M 45 vidste] B JfdAtEo] HHsHA
RES A d2= & 5 JdEF SSlv [4]
Nodejs 25 Wi 379 2% <l ol A1¢l npm &
EE3E &S deste] RS oS AestA W
So] & ¥l olyel v YXE A2E 2 RE B
M HEo] A&A| FE FaL vk dA AlA
ol 4] npm ol T=% Nodejs ZE $+ 1,080,000 7}
£ YA oH Nodejs AW 7o AHEAL B ARES
Al do] HATE 2 AT+ ©]8$ Nodejs A

(=13
oF

e W ABeANM Aol F2 ALHE Y

o] ov A Nodejs Z AW Ao =744 =}

[e)

o =

Q A27F HATH B =52 Nodejs o] &g R4
2 O =2 2138te] Nodejs oA 25 A= F ok o] &4 WS
E HHA R} gr) e FHopdo] A ket ARl s Y-S 2] $13k
&% Mitigation & A RES dAIZ A¥Ew FA R}

©n

(¢}

2

g

( E‘D“
r2 ML
2 o

(]
HERRLS

o
2 5 A=A

2. Characteristics of Node.js

1) Single-Thread Long-Running Process
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2) Asynchronous
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setTimeout(function() {

console.log('Second"');
}, 1000);
console.log('First');
(=¥ 1) asynchronous basic
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result = {}

function func() {
setTimeout (function() {
result = $.get('/");
1)

return result;

}

console.log(func());
(713 2) bad ordered call

result = {}

function func(callback) {
setTimeout (function() {
result = $.get('/");
callback();
1
}

func(function() {
console.log(result);

s

(=¥ 3) synchronous with callback wrapping
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3) Module Dependent
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3. Characteristics of Node.js Modules

1) Development Environment
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2) Dependency Management
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4. Module Vulnerability & Analysis Methodology

1) Prototype Pollution
B A AutaaYE AA Txe Solgom
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var obj2 = new Object();

obj2.__proto__.polluted = true;
var obj = new Object;

console.log(polluted); // true
(ZL¥ 5) prototype pollution basic
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obj[a][b] = value
(Z2¥ 6) double reference definition
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obj[a][b][c] = value

(713 7) triple reference definition
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class A { }

var obj = new A();

obj.__proto__._proto__.polluted = true;
console.log(polluted);

(713 8) prototype pollution for user-defined class
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class A { }
class B extends A { }

var obj = new B();
obj.__proto__. proto__._ proto__.polluted =
rue;

console.log(polluted);
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function merge(target, source) {
keys = Object.keys(source);
keys.forEach((key)=>{
value = source[key];
if (typeof value == 'object') merge(ta
rget[key], value);
else target[key] = value;
)

return target

}s

(ZL¥ 10) deep merge

(713 10)< prototype pollution 3] & o] Ay s}=
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var obj = {};

merge({}, JSON.parse('{ "__proto_ " : { "pollu
ted" : true } }'));
console.log(this.polluted);

(ZL¥ 11) deep merge to prototype pollution
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if (key === 'constructor'
&& typeof object[key] === 'function') return;
if (key == '__proto__') return;

(Z2¥ 12) prevent prototype pollution
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2) Denial of Service
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@ Infinite Loop

var arr = { "len" "Infinity" };
var new_arr = { };
new_arr.keys = Object.keys(arr);

new_arr.len = new_arr['keys'].length;

for (let i = 0; i < new_arr.len; ++i) {
new_arr[new_arr.keys[i]] =

arr[new_arr.keys[i]];

(ZL¥ 13) double reference definition
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function dos(str) {
regex = new RegExp(' *, *');
regex.exec(str);

}

dos(' '.repeat(le5) + 'x')
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function dos(regex_str) {
var regex = new RegExp(regex_str);

regex.exec('deadbeef");

}

dos (" (CCCCCCCCCIMINHH)H)H)H)+H)+)+)+)+8")

(1% 14) ReDos with evil regex
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® Memory Exhaustion

for (let i = 0; 1 < 100; ++i) {
this[ a${i} ] = 'a'.repeat(le8);

this[ a${i} ].substr(e,1);

1

(2% 16) Node.js Memory Exhaustion
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