
 
 

        

   
 

, ,  

  

e-mail : eirinlove@gmail.com 

kibohy4853@gmail.com 

suno@honam.ac.kr 
 

A Study on ICS Network AAttack and Security 
 

Seung-Un Chae, Bong-Hyun Kim, Sunoh Choi 

Dept. of Computer Engineering, Ho-Nam University 
 

          

           

    .        

         .    

    . 

 

1.  
       

       

      . /  

     

        

    .   

        

       

   . 

 

2.  

2.1 MODBUS [1] 

 -     

       

  PLC(Programmable Logic Controller) 

  . 

 

2.2 MODBUS  

MODBUS      -

     .   

       

 , MODBUS    

       , 

 . 

 
(  1) MODBUS     EKI-1242( )  EKI-

5528( ) 

2.3 PROFIBUS  

  PC  PLC    , 

  MODBUS   PROFIBUS  

   1:1  :   

. PROFIBUS  Field Level  Cell Level  

        

Fieldbus System  ,   . 

. 

2.4 /   ICS  

 ICS        WAN 

 LAN       

.    ,    

    ,    

   .     

   ,   

  ICS     ICS 

   . 

 

2.6    

ICS      , 

        

.        

       

     . 

 

2.7  (Nuking) 

ICS        

.       

   .      

 ICS       . 

        

       , 

         

 , ICS     

       

2019년 추계학술발표대회 논문집 제26권 제2호 (2019. 11)

- 412 -



 
 

     . 

 
(  2)      

 

2.8   (Burffer Overflow) 

OS       

      

 , [2]       

      

      

. 

 

2.9  (HeartBleed) 

 

     OpenSSL  

TLS       

    .     

      

        

       

. 

 

2.10   (Shell Shock) 

      

       

      . 

  OS       

 (MicroSoft)    OS  

    . 

 

2.11   (Direct Access) 

         

  .     

       

   .     

,     .  

 

2.12     

 ICS       

       

   .     

    ,  

. 

 

2.13  (Firewall) 

      

    ,   

 ,       

    . 

  

2.14  (HoneyPot) 

       

      

     .    

       

  .      

    ,  

       

     . 

 

2.15   

     PLC   

   .     

       , 

       

 . 

[3]   ,   

USB   PLC       

       

       

. 

 

2.16  (Encrypt) 

       

 .    

     ,  

     . 

          

       

  . 

3.  

     

        

       

        .  

        

       

   . 

 

 

[1] , Modbus     , 

2016 
[2] ,      

, 2008 

[3] , Analysis of Security Weakness and 

Countermeasure in PLC-based Homenetwork, 

 , 2006 
 

2019년 추계학술발표대회 논문집 제26권 제2호 (2019. 11)

- 413 -




