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3-2. PHP Object Injection
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private $hook:

function __construct()

{
ff some PHP code. ..
}
function __wakeup()
{
if Cisset($this->hook])) evali$this->hook):
}

¥
/f sone PHP code. ..
fuser _data = unserialize($_COOKIE[ data']):

f{ some PHP code. ..

a9 4 Exploit - wakeup method[4]
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https://wordpress.org/
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https://wpvulndb.com/
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https://www.owasp.org/index.php/Cross-site_Scripting_(
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[4] PHP Object Injection —
https://www.owasp.org/index.php/PHP_Object_Injection
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[6]CVE-2018-16065 Detail -
https://nvd.nist.gov/vuln/detail/CVE-2018-16065
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