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Abstract - Cyber attacks can be caused by all equipment that perform communication functions, and the link between ship and land due
to the development of communication technology means that the ship sector as well as the land sector can be easily exposed to cyber threat
vulnerability. In this paper, we analyze cyber threat trend changes to identify cyber security vulnerabilities in the maritime sector and

propose measures to enhance cyber security through other industry case studies.
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Table 2 Major cyber attacks occurred in recent years

Classification Description
A.P. Moll
1 €| Ransomware occurred in L(FE.
Maersk
Iran Shipping . . —
2 i Cyber hacking occurred in ..(52F)...
Line
L(FE.L =
8 Etc. Malware attacked ...(5F)...
...... () ooenee

2.3 Afole] 98 2= wis)
SAF ool A HAE Alolu] 913 A
o (Feh.. T A}oma 98 FAKR B AATLE 2

o} 1.9k},

i)
@
[
22
il
HE
>
ol
o
N
o

3. oAHZE0F AIO|H{EQF TEIALE|
okl A o] AlolH] 1ol tlgk AloHet Zslieto &
= DAAA Hel 2)71ed Hel )& Hoto g iy
(ZFED... AA, (F=.. BA, 71E4 BeAstE s ﬁ‘##
o] g Auba|zEle]  (FE).Eete] AR EE
oF & F g7}t 9}

O

2

3.1 AYH Het

3 Abolulnel Jagere] el

3.2 7|&X Heot

239

(), &°

Hojof ). .(Feh..

Table 3 Best practices on cyber threat vulnerabilities in

maritime sector

Classification Description
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