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ABSTRACT

This paper presents chaotic Lorenz system implementation for secure data communication applications. In this work
chaotic signal is generated by a PICI8F family based microcontroller, XC8 compilers have been utilized for the
compilation of C code of microcontroller program. For simulation work Matlab and Proteus platforms were utilized and
finally, chaotic time waveforms, 2D and 3D chaotic attractor were obtained and secure communication waveforms were
achieved successfully.
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| . Introduction generators by using electronic circuits, including

) ) . discrete type and fully integrated type, for
Since the Lorenz chaotic system was discovered by L L
) . o applications such as secure communications [2-7],
Ed. Norton Lorenz in 1963, the investigation of ) L .
) ) ) ) data encryption applications. There is two type of
chaotic behavior in nonlinear systems has been L . . o
) ) . chaotic signal oscillators, one is analog circuit based
given great attention [1-4]. Besides the Lorenz L .
o ) o chaotic signal generator and another one is digital
system, chaotic circuits and their applications have . . .
) o . chaotic waveform generator in analog chaos signal
received a great deal of attention in various fields .
. . generator generates analog signal output.
today. There is a strong interest among researchers . .
. . . . disadvantage of analog chaotic waveform generator
in the hardware implementation of chaotic
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is, if there is any requirement to change analog
signal output waveform pattern, it is required that
to change some resistor component values of the
internal analog circuitry. And other hands there are
many advantages of microcontroller-based Lorenz

system in communication security.

I. Lorenz system equations

There are three differential equations in Lorenz
system firstly studied by Ed N, Lorenz. These three
differential equations were derived from analyzing
weather phenomena. Mathematically, the Lorenz
attractor is simple, but the result shows chaotic
behavior [7-10]. Each x, y and z component of

Lorenz equations are as follows:
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x plyt)—=z(t)) (1)
y(t) = ra(t) —y(t )—x(t)z(t) (2)
2(t) = z(t)y (t) (3)

Above three set of differential equations, parameters
X, y and z can be changed with respect to the
time. To have the chaotic behavior of these set of
differential equations, p, r and b are assigned to
some specific constant values for the chaos based
Lorenz attractor, those should be replaced with p =
10, r = 30.5 and b = 8/3.

II. Implementation of microcontroller based
Lorenz system

For the microcontroller based chaotic oscillator,

PIC18F family, based microcontroller has selected.

The XC8

compilation the source code written in C language.

compiler has been selected for
In this circuit arrangement, three 3 D/A converters
have implemented to convert digital signal into
analog signal output. microcontroller will generate
the Lorenz signal output x(t), y(t) and z(t) from its
port B, port C, and port D respectively. (Fig. 1)
Those three signal outputs are digital signal output

from the microcontroller.
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Fig. 1 PIC18F family based microcontroller
experimental board

1 shows PICI8F family based microcontroller

experimental board, In this board, there are reserved
ports for each microcontroller port output. in this
experiment port, A to C have utilized, at each port
output A/D converter has implemented for analog

output of the chaotic signal.

Fig. 2 Chaotic time waveform experimental output

for a example Fig. 2 represent analog time wave
output of port A above Fig. 1

IV. Secure chaotic communication
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Fig. 3 Chaotic secure communication system
block diagram



Fig. 3

secure communication system There is two main

shows the simplified diagram of chaotic

block of the system one is transmitter and the other

one is the receiver. Receiver placed on some

distance from the transmitter. At the transmitter end,

original ~ data  signal is encrypted  using

microcontroller generated chaotic waveform. then
this secured information signal can be transmitted to
receiving end since chaotic waveform 1is very
arbitrary waveform, this chaotic encrypted waveform
well secured. At the receiving end original message
will be decrypted by synchronized another chaotic
oscillator at the receiving end. therefore, original
data signal will be extracted. figure 4. shows the
chaotic ~communication

experimental results of

system.

Fig. 4 Secure data transmission through a
public channel. (a) Chaotic carrier signal. (b).
Message signal (C) Modulated signal. (d)
Recovered signal.

V. Conclusion

This paper secure data communication

using chaotic wave form encryption and description

presents

with message signal and synchronization both

transmitter ~ and  receiver end  using  two

microcontrollers engaging at Transmitting end and

receiving end. The gained simulation results
demonstrated that the Lorenz system can be
implemented on the microcontroller and secure

methods for information on the data communication

is feasible.
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