3

SHFEEEES| SAEEUS] == H252 H1% (2017, 1)

o

M MM HERZS| CfF ZE 21980 HEXNI £33 HES

[«] =1

st E2Y 324 7Y

B97°, s
et ArEniet
et Az egoirst

e-mail: wonjin12@skku.edu®, thcho@skku.edu’

o

A Method Against Flooding attacks to Extend Network

Lifetime in Multipath Routing of Wireless Sensor Networks
Won-Jin Chungo, Tae-Ho Cho’
College of Information and Communication Engineering, Sungkyunkwan University
*College of Software, Sungkyunkwan University

2 o

T A HIEAZCN A =E=e] FHepdow sl g4k dA HEE =S theo] A UIEHSS 4% DoS
400 Fehs T2 o4 =29 ouA] &4 B o] k9] ouxlE AR LHAA UESS o] gEEn &
=l A 71 =29 AR A2 AHeln tEER BheRe A8 4 k2o o2 Sola e FRe T
TH7IE B IS Ak

FIgE: A AA vEYA, YEYT Bl £2Y 34

Il Related works

|. Introduction
23 Ak U E]=(wireless sensor network; WSN)= ke 1 Zzc ZAH
28 A =S 7% ion; BS)0.2 T4sjo] glo)
3 Al smg 7P Ebase stion; BS)SL P SO 0 20 M4 A4 oimE A v wels)
cholat ol AR SR 4K e Al AXKse _
o] o) Tk 4] =Sl o) e, By F Ao

e ouA] Jeja FAAELE AR8Sl ] wheel S ok
o] olek oleieh FekdS o83l TARlE =g Al IS
AR o1F tlelat FAE Alwgicl1]. £ =Roikdis Ak vESI=
A WAElRE A Fola] AR AR ZZ(Denial of Service)ol|
sk &= 34 (flooding attack) T4l gt M YIEX=
TS PR 7S AR B =] e theat 2k
M 229 34 R ehe e it 3ere 2, CIEEE 2lREl

U AR eheEs ARSshe ARE 7T el 7S 71t T2 72 2o e mulipathbased routing) & 4] ] BEls

B 22 e 7l ofIlES 7l Selal BSE siple Jddic)
ofeidh Fgol] =g 2RI AUAIE ARRI =0 o
APt &2 FHOR AUAP} AR AL A olEr} R st
ol BSE dgshA] Rt

ARt 7ol A8 A EXet. 4ol A=) R okke Zo|7] SBf ofe] THe] 7184 Ae= Mkl BSe| dpke Aetel=

= =278°

AR oIk i A2 eheue AgE ARe aple Ralsle] m)

41



b

0l

SI=AFEHE RS 7

r
ok
I
10

=03 =28 H253 H15 (2017, 1)

o Sizke A= o] A sl wEkE wESH Rl
% Sk ofefh WpHoR Aol AAE AN wse) ol Ego]
Zojsln A WED) FEE P S Iri2).

(¢}

lll, The Proposed Scheme

WSNellM| E21 32 &7 718 |RIE $1s BS71A] thake]
FFlE0] et offel Il 3R B = A =L
oA} a2 & ik webA] ARE 7[He v AR BeES
AMgER 2 AN o] o] AHIE Fol AX YEY ]
g S HRE stk 229 34 B ad-hoc networkolx]
Aokt Flooding Attack Prevention(FAP)-S &3] A& SIT){3].
ARE e Eele Fo] whishil 2 wems HolelE Sgiska
Zel2e] stlel gkt ofF FelaE sivhs 22 = D7
BalelrEo] T wuelA gelskn T oo Ale
U A2 gheulon BSE Agd). 2 e ol sz
Hlarste] e 42 = DS S5l Hg ARbe] 12 A% Aol
& B9 F4 WSS TR 34 Wit g 2 39
Zay FAog oPEa A wmoh] WdEs dRle Adea
22 w= IDE BYgrER )i,

o] AR A EgIme] FE SR 200x2000]1 A1
g o) S 1257)0]n] 15 257 ZEl2E Sitlolth A1
= Ibyted] HARLE SpaTet o] 7} 16254, 12.2549] <A
= 23} AR Z7R= 29 bytes® ARk} FAP duejss)
o] AR 152 AAt

Sk 0| O L A| AL 2 ()

=
il

.............................

. Beig 3 40l 02 # oo ofuiR Tof

pal

Figl& 229 34 720l 3 g A == o] 2mwks
S Fote] oUAPE A e A =e] =
785 deE ket 22 A e ZuaH 3,
Sk
gk 7127 S AR 7Tl i AN k=S
EStetan 7ol E3He ZE HY oAt F7ke adEe]
F &le A ==of oA} AR ARSI

42

IV. Conclusions

2 i=Rolihe WSNelH wbilshe S22 3242 Pxishe 7ol
A TR 2R ARSI Zh A e=0] AneuRiE st
= 7S AL 72+ AN e oUA] &g St vES=Z

Srie ool Zlofiieh. P b 71 ZPE) Ak Z1EeI
T S ofuix] 2mE Pl & Qe FHAR
2oy Zolck

Acknowledgments

o] E=R2 2016 0% AR Ao AT Ake]
AP ol AE 7)2ATARIY
(No. NRF-2015R1D1A1A01059484)

References

[1] D.R. Raymond, and S.F. Midkiff, ”Denial-of-Service in
Wireless Sensor Networks: Attacks and Defenses,” IEEE
Pervasive Computing, Vol. 7, No. 1, pp. 74-81, Jan.
2008.

[2] M. Radi, B. Dezfouli, K.A. Dakar, and M. Lee “Multipath
routing in wireless sensor networks: survey and research
challenges,” Sensors, Vol. 12, No. 1, pp. 650-685, Jan.
2012.

[3]1 Y. Ping, H. Yafei, Z. Yiping, Z.Shiyong, and D. Zhoulin,
”Flooding attack and defence in ad hoc networks,”
Journal of Systems Engineering and Electronics, Vol. 17,
No. 2, pp. 410-416, Jan. 2006.



