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ZHES AF3te AoA] ¢ dHdE d7E 3 2.2.1.3.2 | Add nodev, nosuid, and noexec Options to /dev/shm
U ‘3} o]»x] =13 %7@ 5| Eg 01 ILH 7] X] 9] /giq 7]— wked E] X] 2.2.1.4 Bind-mount /var/tmp to /tmp
ore 32 0S8 ] %H]'E_ %}.%3},7] Oﬂ"f _‘?La 7]_ 9}]\1;}_ 9039 \B/ietrsiféfetthat All World-Writable Directories Have Sticky
‘1;_‘4 9_}:@ ‘E“/}j. 7] %@ 7‘51 _a_c]_% 2.2.3.3 F%nd Unauthor?zed World-Writable Files
o = o o e N 2.2.3.4 Find Unauthorized SUID/SGID System Executables
[l]t EE g O]—ﬂ Oﬂ }\1 root 7:” 3 -d Zﬂ] ;S = ﬂ 6‘15— 2.2.3.5 Find and Repair Unowned Files
H| 323 FHokx BA H7A 3JEe o]%oﬂ 0S HorA = : - - -
, Verify that All World-Writable Directories Have Proper
ol A A& 04‘]?‘ 2= Zﬂ:g“él“‘ff 7}o] E ol T}, 2238 | Gwnership
B =FoA ALEEE (119 FE5S <% >3 Zo 2.24.2 | Disable Core Dumps
Eq ’B‘H Do]— ?—50]—% o] Itk 7] —,—J,]- /\] 2~ ./] A 7<'] H:] TES 2.2.4.2.1 | Ensure SUID Core Dumps are Disabled
Wl s $3, FHeF JFEE Jho) 2.2.4.3 Enable ExecShield
2.2.4.3.1 | Ensure ExecShield is Enabled
<% 1> AE0SVM (7]—22}uﬂ Eﬂ) A A Hae 2.2.4.4.1 | Check for Processor Support on x86 Systems
Bt okl A4 gu 2.3.1.3 Configure sudo to Improve Auditing of Root Access
U-01 root A 974 H& A 9314 Block Shell and Login Access for Non-Root System
U-02 a9e Bga AA Accounts
U-03 AR Aa dAR AA 2.3.1.5.1 | Verify that No Accounts Have Empty Password Fields
U-04 A= I BT 2.3.1.7 Set Password Expiration Parameters
u-05 root °|¢1¢ UID7} '0" &4 2.3.1.9 Set Accounts to Disable After Password Expiration
U-06 root A4 78“ A . 2.3.3.1.1 | Set Password Quality Requirements, if using pam cracklib
E:z; i:iji jj ::i j]i PP 2.3.3.1.2 | Set Password Quality Requirements, if using pam passwdqc
09 Amd Ax 487 24 2.3.3.2 Set Lockouts for Failed Password Attempts
U-10 Baad A4 A7 2.3.3.3 Use pam deny.so to Quickly Deny Access to a Service
U-11 sajap 2ol oo AA x3 2.3.3.5 Upgrade Password Hashing Algorithm to SHA-512
U-12 Al7ge] EAFA k= GID FA 2.3.3.6 Limit Password Reuse
U-13 FY3 UD 754 93412 Ensure that Root’s Bath qus Not Include World-Writable
U-14 AH&AF shell 7 or Group—-Writable Directories
U-15 Session Timeout 44 2.34.4 Ensure that Users Have Sensible Umask Values
U-16 root &, s HHEe] Ak 9 g A2A 2.5.1.1 Network Parameters for Hosts Only
u-17 e % CEEE i A 2.5.1.2 Network Parameters for Hosts and Routers
u-18 /ete/passwd f}?] iz % AG 44 2.5.3.2.5 | Limit Network-Transmitted Configuration
R fete/shadow 9 LAt % A% 14 2.5.5.1 Inspect and Activate Default Rules
U-20 /fetc/hosts 3+ Afab 9 A A
U Jete/Oinetd.cont St afA 2 Ad 44 2.6.1.2.5 | Send Logs to a Remote Host Using Reliable Transport
U-22 Jote/syslog.conf 72 2f7f @ Ag 24 96.126 Enable rsyslog to Accept Remote Messages on Loghosts
U-23 Jetc/services T A 2 A A Only
U-24 SUID, SGID, Sticky bit 474 < H4
U-25 | e A2 A 9 aduel 264 9 A9 44 FAFH 24 4 23 HE :rL“a'fI
U-26 world writable ¥4 %7 <3t 3>-Lo—_— <3 1>-o/] 6]"51‘1 = E ‘?‘%?}j’ ‘% ii%éq
U-27 Jdevel ZA13HA 9= device #+3l A7 QR Foltt, IE 0S AFE AxEle] AA k3t (1]
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<¥(2> AF 0SVM (7HdvEE) &8 A Ha
FENE Aokd A4 W%
2.2.1.1 Add nodev Option to Non-Root Local Partitions
o Add nodev, nosuid, and noexec Options to Removable
2.2.1.2 .

Storage Partitions
2.2.1.3.1 | Add nodev, nosuid, and noexec Options to /tmp
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<3 3>moi guide check.sh & 2T HE

#!/bin/sh
account="whoami®
[ "$account” != "root" 1; then
echo "Root ©]€j9 A= AdAlgte] AT 4 glon]
Fo15A7] vk ok
exit
fi
"2")
echo"" >> moi_guide_check.log
echo"'=============" >> moi_guide_check.log
echo " 1.1. root A1 92 A< Algk " >> moi_guide_check.log
echo "=============" >> moi_guide_check.log
cat /etc/securetty | egrep "“tty" >> moi_guide_check.log
echo"" >> moi_guide_check.log
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echo "¥3: #ity7t BF FHE A9 (oot AR HE & 2 97
ARl 2PgE)" >> moi_guide_check.log

echo "#F°F tty7b 1/ ol &¥" A9 (oot A AL & B
LA My AFEF)" >> moi_guide_check.log

echo"" >> moi_guide_check.log

echo"" >> moi_guide_check.log

cat /etc/pam.d/login >> moi_guide_check.log

echo"" >> moi_guide_check.log

echo "¥3: EF #auth®Z FZA] (root FF A& L 97 AMujx
ZFEHE)" >> moi_guide_check.log

i

nm

echo "#FoF: 5% auth7} 17] o) &¥=E A (root A7 H&ES
38 2 94 Au)2x AFEF)" >> moi_guide_check.log

echo"" >> moi_guide_check.log

echo "=============">> moi_guide_check.log

echo " 1.2. H= 534 A4 " >> moi_guide_check.log

echo "=============" >> moi_guide_check.log

cat /etc/shadow >> moi_guide_check.log

echo"" >> moi_guide_check.log

echo "¥%: JiE,2AEFEAE EFE 8&kE] ool w9 =rt
5 AAE A" >> moi _guide_check.log

echo "# < ‘I‘ 2 ALEFEAE EgeE 87 Hnky
e A" 49" >> moi_guide_check.log

echo"" >> moi_guide_check.log

=7t

echo -n "Enter JE Al H72 thA] HEopzi )"
read TEMP;;

sh moi_guide_check.sh;;
esac

done

} MainMenuClass
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<3 4>nsa_guide check.sh & =T HE

#!/bin/sh

account="whoami’

if [ "$account" != "root" 1; then

echo "Root ©191¢] AHAAE Q@A) FHT + Yoy
REREER

exit

fi

Helata)

"4")

echo"" >> nsa_guide_check.log

echo " ">
nsa_guide_check.log

echo " 2.2.1.1 Add nodev Option to Non-Root Local Partitions " >>
nsa_guide_check.log

echo " ">
nsa_guide_check.log

cat /usr/share/baselayout/fstab >> nsa_guide_check.log

n

echo"" >> nsa_guide_check.log

echo "¥&: ¥ A AE] G2o] ext2 L& ext3o]H mlLE 2% o] /7
A W 4R ZAHel nodevZt dEH 3= A" >>
nsa_guide_check.log

echo "#oF: T AJ2=®l P20l ext2 T ext3oln] whEE x| /7}

o o 4A] Aol nodevit YT} A B AL >>
nsa_guide_check.log

echo"" >> nsa_guide_check.log

echo " ">
nsa_guide_check.log

echo " 2.2.1.2 Add nodev, nosuid, and noexec Options to Removable
Storage Partitions " >> nsa_guide_check.log

echo " ">
nsa_guide_check.log

cat /usr/share/baselayout/fstab >> nsa_guide_check.log

echo"" >> nsa_guide_check.log
echo "¥%: (DVD Eglo]lB 7+&

jaasut ‘ﬂ/ﬂ—o] 7}s3k Ao nE

2174 4H A A7 ol nodev, nosuid, noexec’} YFF ] U= A" >>
nsa_guide_check.log

echo "F°F: (DVD EglolH ) &©alw) Jabo] 7hggh |9 nfE
A7 4RA A nodev, nosuid, noexec’} JHE ] AA ke AH9"

>> nsa_guide_check.log
echo"" >> nsa_guide_check.log

echo -n "Enter J# A W72 thA] HZolzhc"
read TEMP;;

sh moi_guide_check.sh;;
esac

done

} MainMenuClass

3. 4%
31 A% 84
2 =32 moi_guide check.sh ¢} nsa guide check.sh
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27 (LG A A+ 15ND530-PX7SK)
(16GB 2 dagolx)

CPU Q1€ {7-4702MQ 2.20Ghz F =59
(Intel 17-4702MQ 2.20Ghz L Z.2])
RAM 16 GB (2 GB)
HDD 500 GB (6 GB)
=13 08 28.0.1484.1 4028.0.2013 04 20 1746
A (Developer Build - hexxeh) vanilla x86-
generic
Y Linux Version 3.4.0

(Chrome-bot@build107-m2)
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AF 0S FHekd &4 9 Het AsE APk ¢l
Al /bin/sh AWMEE  S3 moi_guide check.sh 2}
nsa_guide check.sh & ~IAHEE A3 6}‘:} “12f sk
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<H 6> AP A PYLAR sl =il ek

A7k A5

FEUT Het A% B FEHS Wk A EA
U-01 A (3.0) U-16 0 (5.0)
U-02 0 (5.0) U-17 A (3.0)
U-03 X (0.0) U-18 0 (5.0)
U-04 0 (5.0) U-19 X (0.0)
U-05 0 (5.0) U-20 X (0.0)
U-06 0 (5.0) U-21 X (0.0)
u-07 X (0.0) U-22 0 (5.0)
U-08 0 (5.0) U-23 0 (5.0)
U-09 X (0.0) U-24 X (0.0)
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U-10 0 (5.0) 0
U-11 0 (5.0) 0 (5.0)
U-12 0 (5.0) 0 (5.0)
U-13 0 (5.0) 0 (5.0)
U-14 X (0.0) 0 (5.0)
-1 X (0.0) 0 (5.0)
0 (5.

net 34 59

<3¥ 7> 2% 7 NSA 7tol=gQ 37 A3
g5 wet 4% B4 ke
2.2.1.1 X (0.0) 2.3. 0 (5.0)
2.2.1.2 X (0.0) 2.3. A (3.0
2.2.1.3.1 X (0.0) 2.3. X (0.0)
2.2.1.3.2 X (0.0) 2.3. X (0.0)
2.2.1.4 X (0.0) 2.3. X (0.0)
2.2.3.2 0 (5.0) 2.3.: X (0.0)
2.2.3.3 0 (5.0 2.3. X (0.0)
2.2.3.4 0 (5.0) 2.3. X (0.0)
2.2.3.5 0 (5.0) 2.3.0 X (0.0)
2.2.3.6 0 (5.0 2.3. 0 (5.0
2 X (0.0) 2.3. X (0.0)
2. 1 X (0.0) 2.5. X (0.0)
2.2 X (0.0) 2.5. X (0.0)
2. 1 X (0.0) 2.5.3.2.5 X (0.0)
4.1 X (0.0) 2 0 (5.0
2.3.1.3 A (3.0) .5 X (0.0)
2.3.1.4 0 (5.0 X (0.0)
net B/A 51.0
<3 8> R 7hol =21l Bt T
3}
FEUS o A% Bt A%
U-01 0 (5.0 0 (5.0
U-02 0 (5.0 0 (5.0
U-03 0 (5.0) 0 (5.0)
U-04 0 (5.0) 0 (5.0)
U-05 0 (5.0 0 (5.0
U-06 0 (5.0) 0 (5.0)
U-07 0 (5.0 0 (5.0
U-08 0 (5.0) 0 (5.0
U-09 0 (5.0) 0 (5.0)
U-10 0 (5.0) 0 (5.0)
U-11 0 (5.0) 0 (5.0)
U-12 0 (5.0) 0 (5.0
1-13 0 (5.0) 0 (5.0)
U-14 0 (5.0) 0 (5.0)
U-15 0 (5.0) 0 (5.0
0 (5.0)
wet 94 ¢ 155.0
<% 9> NSA 7}o] 7} Az
FE=ws | o 4% By s
0 (5.0) 2.3.1.5. 0 (5.0
0 (5.0 2.3.1.7 0 (5.0
0 (5.0) 2.3.1.9 0 (5.0)
0 (5.0) 2.3.3.1. 0 (5.0)
0 (5.0 2. 0 (5.0)
0 (5.0) 2. 0 (5.0
0 (5.0) 2. 0 (5.0)
0 (5.0) 2.: 0 (5.0)
0 (5.0 2. 0 (5.0)
0 (5.0) 2.3 0 (5.0)
0 (5.0) 2. 0 (5.0
0 (5.0) 2. 0 (5.0)
2.2.4.3 0 (5.0) 0 (5.0)

2.2.4.3.1 0 (5.0) 2.5.3.2.5 0 (5.0)
2.2.4.4.1 0 (5.0) 2.5.5.1 0 (5.0)
2.3.1.3 0 (5.0) 2.6.1.2.5 0 (5.0)
2.3.1.4 0 (5.0 2.6.1.2.6 0 (5.0)
Het Hd F% 170.0
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aEAT AAEAE A7 0SS WA webA] 3o
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