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.       
 OS     . 

 
    

[1]   root     
     , OS 

      . 
   [1]   < 1>  
        

 ,   . 
 
< 1> OS VM ( )    

    

U-01 root     

U-02    

U-03     

U-04    

U-05 root  UID  '0'  

U-06 root  su  

U-07     

U-08      

U-09     

U-10    

U-11      

U-12    GID  

U-13  UID  

U-14  shell  

U-15 Session Timeout  

U-16 root ,       

U-17      

U-18 /etc/passwd      

U-19 /etc/shadow      

U-20 /etc/hosts      

U-21 /etc/(x)inetd.conf      

U-22 /etc/syslog.conf      

U-23 /etc/services      

U-24 SUID, SGID, Sticky bit    

U-25 ,         

U-26 world writable   

U-27 /dev    device   

U-32 UMASK   

U-33      

U-34       

U-35        

 
[2]  NSA    5  

  . [1]     
    , [2]    
     .  

 OS     <
2>      [1]  

. 
 

< 2> OS VM ( )    
    

2.2.1.1 Add nodev Option to Non-Root Local Partitions 

2.2.1.2 
Add nodev, nosuid, and noexec Options to Removable 

Storage Partitions 

2.2.1.3.1 Add nodev, nosuid, and noexec Options to /tmp 

2.2.1.3.2 Add nodev, nosuid, and noexec Options to /dev/shm 

2.2.1.4 Bind-mount /var/tmp to /tmp 

2.2.3.2 
Verify that All World-Writable Directories Have Sticky 

Bits Set 

2.2.3.3 Find Unauthorized World-Writable Files 

2.2.3.4 Find Unauthorized SUID/SGID System Executables 

2.2.3.5 Find and Repair Unowned Files 

2.2.3.6 
Verify that All World-Writable Directories Have Proper 

Ownership 

2.2.4.2 Disable Core Dumps 

2.2.4.2.1 Ensure SUID Core Dumps are Disabled 

2.2.4.3 Enable ExecShield 

2.2.4.3.1 Ensure ExecShield is Enabled 

2.2.4.4.1 Check for Processor Support on x86 Systems 

2.3.1.3 Configure sudo to Improve Auditing of Root Access 

2.3.1.4 
Block Shell and Login Access for Non-Root System 

Accounts 

2.3.1.5.1 Verify that No Accounts Have Empty Password Fields 

2.3.1.7 Set Password Expiration Parameters 

2.3.1.9 Set Accounts to Disable After Password Expiration 

2.3.3.1.1 Set Password Quality Requirements, if using pam cracklib 

2.3.3.1.2 Set Password Quality Requirements, if using pam passwdqc 

2.3.3.2 Set Lockouts for Failed Password Attempts 

2.3.3.3 Use pam deny.so to Quickly Deny Access to a Service 

2.3.3.5 Upgrade Password Hashing Algorithm to SHA-512 

2.3.3.6 Limit Password Reuse 

2.3.4.1.2 
Ensure that Root's Path Does Not Include World-Writable 

or Group-Writable Directories 

2.3.4.4 Ensure that Users Have Sensible Umask Values 

2.5.1.1 Network Parameters for Hosts Only 

2.5.1.2 Network Parameters for Hosts and Routers 

2.5.3.2.5 Limit Network-Transmitted Configuration 

2.5.5.1 Inspect and Activate Default Rules 

2.6.1.2.5 Send Logs to a Remote Host Using Reliable Transport 

2.6.1.2.6 
Enable rsyslog to Accept Remote Messages on Loghosts 

Only 

 
     

< 3>  < 1>      
. OS     [1]

       
 . [4], [5], [6]     

       .  OS
        

   . 
 

< 3> moi_guide_check.sh   
#!/bin/sh 

account=`whoami` 

if [ "$account" != "root" ]; then 

echo "Root       

 ." 

exit 

fi 

... 

"2") 

echo"" >> moi_guide_check.log 

echo"=============" >> moi_guide_check.log 

echo " 1.1. root     " >> moi_guide_check.log 

echo "=============" >> moi_guide_check.log 

cat /etc/securetty | egrep "^tty" >> moi_guide_check.log 

echo"" >> moi_guide_check.log 
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echo " : #tty     (root      

 )" >> moi_guide_check.log 

echo " : tty  1     (root     

  )" >> moi_guide_check.log 

echo"" >> moi_guide_check.log 

echo"" >> moi_guide_check.log 

cat /etc/pam.d/login >> moi_guide_check.log 

echo"" >> moi_guide_check.log 

echo " :  #auth   (root      

)" >> moi_guide_check.log 

echo " :  auth  1     (root   

    )" >> moi_guide_check.log 

echo"" >> moi_guide_check.log 

echo "=============" >> moi_guide_check.log 

echo " 1.2.    " >> moi_guide_check.log 

echo "=============" >> moi_guide_check.log 

cat /etc/shadow >> moi_guide_check.log 

echo"" >> moi_guide_check.log 

echo " : , ,   8    

  " >> moi_guide_check.log 

echo " : , ,   8    

1   " >> moi_guide_check.log 

echo"" >> moi_guide_check.log 

... 

echo -n "Enter    ." 

read TEMP;;  

... 

sh moi_guide_check.sh;; 

esac 

done 

} MainMenuClass 
 
< 4>  < 2>      

.    < 3>  
 OS     [2]  
    .  < 3>

       
     . 

 
< 4> nsa_guide_check.sh   

#!/bin/sh 

account=`whoami` 

if [ "$account" != "root" ]; then 

echo "Root        

." 

exit 

fi 

... 

"4") 

echo"" >> nsa_guide_check.log 

echo "================================" >> 

nsa_guide_check.log 

echo " 2.2.1.1 Add nodev Option to Non-Root Local Partitions " >> 

nsa_guide_check.log 

echo "================================" >> 

nsa_guide_check.log 

cat /usr/share/baselayout/fstab >> nsa_guide_check.log 

echo"" >> nsa_guide_check.log 

echo " :    ext2  ext3    /  

  4   nodev    " >> 

nsa_guide_check.log 

echo " :    ext2  ext3    /  

  4   nodev     " >> 

nsa_guide_check.log 

echo"" >> nsa_guide_check.log 

echo "================================" >> 

nsa_guide_check.log 

echo " 2.2.1.2 Add nodev, nosuid, and noexec Options to Removable 

Storage Partitions " >> nsa_guide_check.log 

echo "================================" >> 

nsa_guide_check.log 

cat /usr/share/baselayout/fstab >> nsa_guide_check.log 

echo"" >> nsa_guide_check.log 

echo " : (DVD  )      

 4   nodev, nosuid, noexec    " >> 

nsa_guide_check.log 

echo " : (DVD  )      

 4   nodev, nosuid, noexec     " 

>> nsa_guide_check.log 

echo"" >> nsa_guide_check.log 

... 

echo -n "Enter    ." 

read TEMP;; 

... 

sh moi_guide_check.sh;; 

esac 

done 

} MainMenuClass 
 
3.  
3.1   

  moi_guide_check.sh  nsa_guide_check.sh
  [1]  [2]     

   ,   
       

.      <  5>
 .      . 

 
< 5>  (LG  15ND530-PX7SK) 

(16GB  ) 
CPU  i7-4702MQ 2.20Ghz  

(Intel i7-4702MQ 2.20Ghz ) 
RAM  16 GB  (2 GB) 
HDD 500 GB  (6 GB) 

OS 
 

28.0.1484.1 4028.0.2013_04_20_1746 
(Developer Build - hexxeh) vanilla x86-

generic 
  
 

Linux Version 3.4.0 
(Chrome-bot@build107-m2) 

 
3.2  
 

OS       
 /bin/sh   moi_guide_check.sh  

nsa_guide_check.sh   .  
        

      . 
   [1]  [2]   X  0 , 

 3 , O  5     155
 170  . 

 
4.     
 

< 6>      
  

        

U-01 (3.0) U-16 O (5.0) 

U-02 O (5.0) U-17 (3.0) 

U-03 X (0.0) U-18 O (5.0) 

U-04 O (5.0) U-19 X (0.0) 

U-05 O (5.0) U-20 X (0.0) 

U-06 O (5.0) U-21 X (0.0) 

U-07 X (0.0) U-22 O (5.0) 

U-08 O (5.0) U-23 O (5.0) 

U-09 X (0.0) U-24 X (0.0) 
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U-10 O (5.0) U-25 O (5.0) 

U-11 O (5.0) U-26 O (5.0) 

U-12 O (5.0) U-27 O (5.0) 

U-13 O (5.0) U-32 O (5.0) 

U-14 X (0.0) U-33 O (5.0) 

U-15 X (0.0) U-34 O (5.0) 

  U-35 O (5.0) 

   106.0 

 
< 7>   NSA     

        

2.2.1.1 X (0.0) 2.3.1.5.1 O (5.0) 

2.2.1.2 X (0.0) 2.3.1.7 (3.0) 

2.2.1.3.1 X (0.0) 2.3.1.9 X (0.0) 

2.2.1.3.2 X (0.0) 2.3.3.1.1 X (0.0) 

2.2.1.4 X (0.0) 2.3.3.1.2 X (0.0) 

2.2.3.2 O (5.0) 2.3.3.2 X (0.0) 

2.2.3.3 O (5.0) 2.3.3.3 X (0.0) 

2.2.3.4 O (5.0) 2.3.3.5 X (0.0) 

2.2.3.5 O (5.0) 2.3.3.6 X (0.0) 

2.2.3.6 O (5.0) 2.3.4.1.2 O (5.0) 

2.2.4.2 X (0.0) 2.3.4.4 X (0.0) 

2.2.4.2.1 X (0.0) 2.5.1.1 X (0.0) 

2.2.4.3 X (0.0) 2.5.1.2 X (0.0) 

2.2.4.3.1 X (0.0) 2.5.3.2.5 X (0.0) 

2.2.4.4.1 X (0.0) 2.5.5.1 O (5.0) 

2.3.1.3 (3.0) 2.6.1.2.5 X (0.0) 

2.3.1.4 O (5.0) 2.6.1.2.6 X (0.0) 

   51.0 

 
< 8>      

  
        

U-01 O (5.0) U-16 O (5.0) 

U-02 O (5.0) U-17 O (5.0) 

U-03 O (5.0) U-18 O (5.0) 

U-04 O (5.0) U-19 O (5.0) 

U-05 O (5.0) U-20 O (5.0) 

U-06 O (5.0) U-21 O (5.0) 

U-07 O (5.0) U-22 O (5.0) 

U-08 O (5.0) U-23 O (5.0) 

U-09 O (5.0) U-24 O (5.0) 

U-10 O (5.0) U-25 O (5.0) 

U-11 O (5.0) U-26 O (5.0) 

U-12 O (5.0) U-27 O (5.0) 

U-13 O (5.0) U-32 O (5.0) 

U-14 O (5.0) U-33 O (5.0) 

U-15 O (5.0) U-34 O (5.0) 

  U-35 O (5.0) 

   155.0 

 
< 9>   NSA     

        

2.2.1.1 O (5.0) 2.3.1.5.1 O (5.0) 

2.2.1.2 O (5.0) 2.3.1.7 O (5.0) 

2.2.1.3.1 O (5.0) 2.3.1.9 O (5.0) 

2.2.1.3.2 O (5.0) 2.3.3.1.1 O (5.0) 

2.2.1.4 O (5.0) 2.3.3.1.2 O (5.0) 

2.2.3.2 O (5.0) 2.3.3.2 O (5.0) 

2.2.3.3 O (5.0) 2.3.3.3 O (5.0) 

2.2.3.4 O (5.0) 2.3.3.5 O (5.0) 

2.2.3.5 O (5.0) 2.3.3.6 O (5.0) 

2.2.3.6 O (5.0) 2.3.4.1.2 O (5.0) 

2.2.4.2 O (5.0) 2.3.4.4 O (5.0) 

2.2.4.2.1 O (5.0) 2.5.1.1 O (5.0) 

2.2.4.3 O (5.0) 2.5.1.2 O (5.0) 

2.2.4.3.1 O (5.0) 2.5.3.2.5 O (5.0) 

2.2.4.4.1 O (5.0) 2.5.5.1 O (5.0) 

2.3.1.3 O (5.0) 2.6.1.2.5 O (5.0) 

2.3.1.4 O (5.0) 2.6.1.2.6 O (5.0) 

   170.0 

 
       

         . 
     OS  
     .  

 105~106  150~155    
  . 

 
5.    
 

  OS     
      .  

     moi_guide_check.sh
 nsa_guide_check.sh     

      . 
  OS    

       
    .   

        
    . 
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