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Ⅰ. Introduction

In the last decade, network technology has 

dramatically been developed. Recently, more 

and more network technologies have been 

applied to control systems[1].  This kind of 

control systems in which a control loop is 

closed via communication channel is called 

networked control systems. Now, networked 

control is a new area in control systems. 

Particularly, Internet based control systems 

allow remote monitoring and adjustment of 

plants over the Internet, which makes the 

control systems benefit from the ways of 

retrieving data and reacting to plant fl

uctuations from anywhere around the world at 

any time. The concept of cloud control systems 

is discussed in this paper, which is an 

extension of networked control systems (NCSs). 

With the development of Internet of Things 

(IOT), the technology of NCSs has played a 

key role in IOT. At the same, cloud computing 

is developed rapidly, which provides a perfect 

platform for huge mass data processing, 

controller design and performance assessment. 

Cloud control will give new contribution to the 

control theory and applications in the near 

future. Despite the wide use of WSNs in the 

IoT architectures, there are a few limitations 

that should be taken into consideration. First of 

all, SOs are still severe-resource constrained 

devices, despite the technological advancements 

in this domain. Many IoT applications are 

supported by battery-operated SO(Smart 

Objects)s; hence, there is always the risk of 

operation disruption when one or more SOs 

fail to properly function due to energy shortage 

[1]. The IoT paradigm has increasingly received 

attention from both academia and industry as a 

key enabler for the emergence of new 

applications and systems with a significant infl

uence in the daily lives of human beings. 

Recently, we have witnessed the convergence of 

this paradigm with Cloud Computing largely 
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motivated by the need of IoT infrastructures 

and applications to be enhanced in terms of 

computational resources, scalability, and 

performance [2]. Survey on IoT security and 

privacy, a great deal of research is needed in 

order to make the IoT paradigm become 

reality.

 Ⅱ. IoT Architecture

 In 2005, the International 

Telecommunications Union(ITU) proposed that 

"Internet of Things" will connect the real world 

objects in both a sensory and intelligent 

manner. The IoT can find its applications in 

almost every aspect of our daily life. Below are 

some of the examples [3].

1) Prediction  of  natural  disasters:  

2) Industry applications: 

3) Water Scarcity monitoring: 

4) Design of smart homes: 

5) Medical applications:

6) Agriculture application:  

7) Intelligent  transport  system  design: 

8) Design  of  smart  cities: 

9) Smart  metering  and  monitoring: 

10) Smart  Security:

Ⅲ. Security and Privacy

The Internet of Things is a multi-domain 

environment with a  large  number  of  

devices  and  services  connected  together to  

exchange  information.  Each  domain  can  

apply  its  own security, privacy, and trust 

requirements. In order to establish more secure 

and readily available IoT devices and services 

at low cost, there are many security and 

privacy challenges to overcome [4]. 

1) User  privacy  and  data  protection: 

2) Authentication and identity management: 

3) Trust management and policy integration: 

4) Authorization and access control: 

5) End-to-End security: 

6) Attack  resistant  security  solution: 

  The IoT can change the shape of the  

Internet and can offer enormous economic bene

fits but it also faces many key challenges.  

Some of them are briefly described below [5].

1) Naming and identity management: 

2) Interoperability and Standardization:

3) Information privacy: 

4) Objects safety and security: 

5) Data confidentiality and encryption:  

6) Network  security: 

7) Spectrum: 

8) Greening of IoT: 

Ⅳ. Conclusion

 The IoT in the future will realize the  

interconnection between individuals and the  

expansion between things at any time and in 

any place, by which a lot of exposed 

information in public places will be  

transmitted to the network layer and 

application layer. Along with the rapid 

development of the IoT industry, the 

importance of the security in the IoT is 

gradually emerging and IoT is one of the  

most promising network technologies in the 

new network. We analyzed security and 

privacy in IoT system.
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