Aoy A4S B3 APTEA Ax 4 &4

}01,
2
i)
L
El
=)
S
u)
o]
r{o

The Analysis of the APT Prelude by Big Data Analytics

Chan-young Choi* - Dea-woo Park”
"Hoseo Graduate School of Venture

E-mail : cchany@fsec.or.kr, prof_pdw@naver.com

2011'd NH&d Aabdmin] Abd, 2013 3.20 Aol Elz] 5 20151 1249 J=redae X
T8AE fFEARC] AT ol Aol H 2= sjef(FahlA EHHela AT AX 1=3
d APTEAS st WG AtolwElg] Aotk akA%k, o2 gk APTE-Z(Advanced Persistent
Threat Attack)& *golstr] A3k Breddk et ob2 vidsA] XA APTEA2 @A &Al B4 o
2= Wojstrizh gt webd, & =wodAde BdHely 245 T APTEA S 52 5 s
WS ATEn B A7 g3 AT BedAl AA F, AERSFEAAEHIAOE VLR
skl "WElolE 24, APTE4 3 Hekxd 24l sl Aok =AE ok i ofF-9 &£
2E [P 8! DNS LogE ©| &3 APTE4 o= weke] AA W, 28 A=xdd 24 O 2 APT
A0l et th-3gtel] thal d73o

ABSTRACT

The NH-NongHyup network and servers were paralyzed in 2011, in the 2013 3.20 cyber attack happened and
Classified documents of Korea Hydro & Nuclear Power Co. Ltd were leaked on December in 2015. All of them
were conducted by a foreign country. These attacks were planned for a long time compared to the script kids
attacks and the techniques used were very complex and sophisticated. However, no successful solution has been
implemented to defend an APT attack thus far. Therefore, we will use big data analytics to analyze whether or
not APT attack has occurred in order to defend against the manipulative attackers. This research is based on
the data collected through ISAC monitoring among 3 hierarchical Korean defense system. First, we will introduce
related research about big data analytics and machine learning. Then, we design two big data analytics models
to detect an APT attack and evaluate the models’ accuracy and other results. Lastly, we will present an
effective response method to address a detected APT attack.
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