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II. Preliminaries

1. Related works

1.1 2l2lelin-line) = URL Xfct
ekl Heoll] URLE Apdels e 7o 3ids
Aledl] Qtell siple: AER 3 5= 917] wizel] w51E Drop
URLE 2t & = Sltk a§51& Drop shax] 71402 #lo|=
Zlco|gliS: sle] Yah= Ho|AS HolZ 5= gl o}l 2
Rl Bl wo]#] gjtteldlishs Agn wjejd REo
RST(Rest) A& 53 URLS xiekshs 4ok

o

2 &

03



rok
H
ol
&[]
m
0!
Hr
il
ol
ol
N
1ok
>
=

@ . Web Site @ l Web Site

_—

Page URL Prevention System

URL Prevention System
QN il

Eg Client Eg Client
-  — Y

In—-line Mode VS Mirroring Mode

1.2 0/242(Mirroring)2= URL Xt

H

TCP Z2&EZ9] RST(Reset) IS o185t Al A £5 WHo]
QN1 TCP ZRESF Wh2ks o]83]e] RST #pls: B SejoliE
o Aol A F5 23S gk ofHjofrk o WEe Apet
ApElol] Apeb g Siche ejulcks Aplol AN £8E WY
the ofnlz ol
1.3 IP Spoofing

Spoofing®] APA] ejml= “Zolckolck wehr] IP Spoofingoleh
IPE Zolekeke ofnlE APle) PE ol TR PR 45le
ZoIEH2). MRS B Q= B S F A 327} AR
o] B2ER SPFale) A& S Qe Tl 3],

i
 — ]  —

Host A Host B

Like Host A

E‘;‘
Attacker

IP Spoofing

S| 2= o] FARR= Arlo] ‘Host ARl AR IPE 13t
‘Host B¢l #<:3lt). ‘Host B'E o] AlZ|#A|E WS ‘Host
AZ P31 FHE stk
1.4 Packet Hooking
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~>protocol [~ IPPROTO_TCP)
NF_ACCEPT

teoh = sidb_header_pointer(«pskb. ip_hdrien(-pskb). sizeof(«tcph). Btcobuf): |
Cteph == MULL
NF_ACCEPT

(teph->dest == port) 7 NF_DROP : NF_ACCEPT

unc.
NE_IP_PRE |
NEPROTO_ | PYd.
NF_{P_PRI_FIRST

w_init(voidh

nf_unregister_hook( nfho)

module_init(ny_init)
i module exit(my_exit)

Netfilter Hooking Module Example(Wikipedia)

lll. The Proposed Scheme

1. H0[X| 2|clo[2M(Page Redirection)

1.1 Execution Architecture
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2. Testing

2.1 Test Environment

Item Version
Linux Kernel 2.6.32
Module Netfiltter Hooking Module

Hooking Point Netfilter INET_PRE_ROUTING

System Environment

9 = gve]glds 93 2E & Solc) gls #del
Netfilter 7 2ES o]&ale] T35}
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e Naver
‘;ﬁé /‘ http://www.naver.com
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Test Environment Configuration
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IV. Conclusion
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