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1) Core Requirement : ,
.

2) POS Terminal Integration : ,
 Approval .

.
3) Open Protocols : TCP/IP 

.
4) Secure Reading and Exchange of Data : 

.
5) Device Management :  Life cycle 

.

3.  PCI PTS 

PCI PTS

.

“The key-management techniques implemented in the device 
conform to ISO 11568 and/or ANSI X9.24. Key-management 
techniques must support the ANSI TR-31 key derivation 
methodology or an equivalent methodology for maintaining 
the TDEA key bundle.” 
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 PEK(PIN Encryption Key) :  112-bit 
TDES ,  PIN
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UBK(User Base Key) :  112-bit TDES
,  TMK .

TSN(Terminal Serial Number) : 
 8-byte .

TMK .

TMK(Terminal Mater Key) : PEK
 PEK . TMK

. (ANSI X9.24 )

1) UBK1 = UBK 
2) Left of TMK = 3DES_ENC (KSN, UBK1) 
3) UBK2 = UBK XOR (0xC0C0 C0C0 0000 0000 C0C0 
C0C0 0000 0000) 
4) Right of TMK = 3DES_ENC (KSN, UBK2) 
5) TMK = Left of TMK || right of TMK. 
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TMK .
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. .

5.  PEK 

1)  TSN  TMK  KCV
. TMK

KCV  TMK
ANSI X9.24  KCV 

. CBC-MAC  4-byte
.

M = M1||M2||….Mn 
K = Kl||Kr 
IV = 0x0000000000000000 

2)  TSN  UBK
 TMK  TMK  KCV

 KCV
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3)  TMK
 PEK  X9 TR-31

TSNTDES 

ASK 

TDES 

0xC0C0 C0C0 0000 0000 
C0C0 C0C0 0000 0000 
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3-1) .

Key Block 
2  (Key length) 
16  PEK 
6

3-2) encTMK .
encTMK = (Left 8-byte of TMK) XOR (“EEEEEEEE”) || 
(Right 8-byte of TMK) XOR (“EEEEEEEE”) 

3-3) encTMK  TDES CBC 
. IV  Header  8-byte 

.

3-4) macTMK .
macTMK =  (Left 8-byte of TMK) XOR 
(“MMMMMMMM”) || (Right 8-byte of TMK) XOR 
(“MMMMMMMM”) 

3-5) macTMK  TDES CBC 
Header  MAC .

4)  CBC-MAC
.  PEK  PEK 

. , PEK .
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