WiFi Zoneol 4] Smart Phone A& A] FHoFd A3}

gt o
A S, W4
« A WA AT IT-S 8 7=+
A Study of Vulnerability Analysis and Attack using Smart Phone at WiFi Zone
Se—Hwan Kwon®, Dea—Woo Park’

ok
)
=2

“Dept. of, IT Application Technology, Hoseo Graduate School of Venture
e—mail : light@dgu.edu, profl@paran.com

2 9
# < Smart Phonel|A WiFi Zone2 &&%7} Zﬂﬂ_ﬂ Tl WiFi Zoned F4 Qe UL F Ao
A DT B 9’]‘—’?@% IR 7EA A Q7] wistell Hekel ‘3H -r]‘—’nk@O] tZHOP"’ Ha|Abarel] iy
Els 04‘?7P I a3t} B =gAle Wik Zone°ﬂ/‘1 37k A F4 AP HRls FHske] 24
3, sl A AP access 43 E Yoputh iv‘f‘#ﬂr WlFl Zonel HFHLS WA sle] War

Driving 7] AFg3ste]l F4 AJEY Y Hekd s B435ka, F4 APl thdt ¥4 3 ARP Spoofing
AL 3] Y T4 APE vHIA7IAY 1 44 APE AAs] ARE FHS s B =%
ATE E3t% Smart Phoned}t 74 HEHN T B S Aststs AT AR AFSE Aol

7|1/ =
slo]gto] £ (WiFi Zone), 2~"FEE(Smart Phone), °F4 4] (Vulnerability Analysis), ARP 3 7 (ARP Attack)

LA B o 9t 9EE A3 Y AEAT ST F
A shae AT A Aokl FFelA
Ad7tE A

n
rr
Ry &
=
o

U WiFi Zone< ©]&3F SNS9O| &&o] Ax1 )

o
o

3}1
Smart Phone®] XHo] &wtal] WA 3GWeo] z=g

©

_]

12
1o
o M o

<‘>{_,
4
52
Qe

ok 7 FAAbebes A os ad <lEYY & guz A5
S5 A 7] 938 WiFi Zones g A7) B efoME= Smart Phone®] #4t¥ A WiFi
Slal 3GE 0]"“‘} JEUE “dol8] QWS Zoned LTI} FrhsbEA FA W] FA 1 9
FA|8EC 2 &= G Smart Phonea &8st A = FHokHdS EAEa, WiFi Zone Yol Smart
U &45 el 7}3’— ATH1 PhoneAt &35 34-& AAsH T

SHARE 3GTo] ofr-] Tﬂl@ii MEIAE B 2 mRe 1L ARSI BEeME WiFi

Yo% WiFi Zoneoll A AHg8t= JAEIYS &% 7onest Smart Phoneol] ©&l 79z, T
zpol7b A7) wiEel 3G R = WiFi ZonelX  WiFi ZoneollA] Smart Phonel] ZoFd< “Er*i o
WiFiZ g &ate] JAEUS AMEsHE AFEA7E W M= WiFi ZoneolA Smart Phoned AME&+o]
o webd WiFi Zoneo] F41 912 KAl 7HA wikiE A&ata AulA skE 3ol 9] FHekd
A Q= A S 2H® AY il Smart Phone A & ®Bx319) 31 IV, WiFi Zone Ul Smart Phone A}
*‘lXP': & Bl el wE:Ho Fd WS A 44 B A= WiFi Zone ol Smart Phone.
skal Q. 2 WiFiE AFEst Sl AFgAbelAl 348 4
REeF -4 AP(Access Point)[2]°] B.qko]l A= A[3]8tm, V. dRo= FA4sith

A &2 A o] & Ae FHAPHA e v

E Fdow T4 A9s A = 3 9}«1@%

F A7} 145—?0}0% T4 APHS el e AR . = =

A9 MJAAFRE HA wMuZE 5 vk TS

AP 4EE At sl FHAPe HE LH

— 407 —



=3P RFAI8S] 2011 FATHBEE]

1. WiFi Zone
W T WiFi Zone
T sfolsto] £[4] ~E|A} HHa A%
NAEY, T3 2 W) e
ggsio] ~REE o F LER 5oz A
AP whSA AT 5 Qi SKT el Ay
~que,
® T solsto] £ 54 2 3
B e el AdEgle]l Wi-Fizk gA"
ARLEE Adk E A
U AMHAE BE 5 dSsU T
A5, 453l 5 HYAE AgFozH H
ok bdsA A Eﬂ;ﬂ—% ApE-gt
- ‘:/]__', DE—Q— Zﬂ 1__ %/\
2010 7% OH A H =
FMCI[5
o] é Lﬁoﬂ/\i

73,

%%LL]EP.
@ T glojzlo] & o] &1
Telolgto] & AE|AZF F-2E oA @
719l Wi-Fi 2E¥& T&3Ad Yt
Wi—Fi HHEHIE FAAsle] SKE U F
(SK=l#& APY : T wifi zone)
AIF &8 & AHY A&

B olleh WiFi Zone
olleh WiFi Zone[6]& %

AP A ¥l

a5 djst, #5 ¥,

A E 23 W AFA Fo| KT7} olleh WiFi
APE A 38lo] 117 0] Z} A FAJAHY AL
o] 7}eotesE wiHd FAE gujFyct LI,

QEwE BAA F 4 He AGdA Auel
H ok Wikl Zgm ¢l Syt

2. Smart Phone
FoEel AFEH 75e 2 A58 FUE

S%2 FUE s FAtHEAE A Fd 4
B @I7]1(PDA) 71w, AEIY 7% Fol F7hH o
ExAmdoly EdE 5 Huh ARgo] HEs
Aol ~E ZkHE 7]7]E deity, 7 JAEHY
7159 Ader A 9 AFHel| A& o]
o, frged, WA, AY T HLIEAL
715 % 433ttt Windows Mobile, iPone O.S.,

Android 5 Ag 9 AA(0.S)Z 231 9
0.8.54 wgt AMujArt gEAw 2%
SNS(Social network service)E 7}s3HA st}
[7]. 298 1& Smart Phone O.S.'8 A|A Zvj ¢
=5 YERA Aol

Auwx

r‘jw}lmul
!cmn, ak BA%
1624 2008 g i

Sl Windows |
A5 Mobile

* Memezang juslan
sebanyak 12.4%

104 2008) di dunin R

a2 1. Smart Phone O.S.

lIl. WiFi Zone2|l Smart Phone Al Al F24H
1 A
™=

9 Sefol e Beke] TA APA ol ¥
A ED RS :

I

1 =glolHl S
4%t 1ol ESSID7} SAMSUNG, BSSIDﬂ

)\1 64 Zoﬂ APE

d2e <

3
00:21:27:D8:C9:A8%1 A APQ} ESSID”} 305,
BSSID7} 00:08:9F:C2:11:5A¢1 ¥4 AP7} 91 &
T HeE RS d F 9l olg FA AP
WEPZ <3 3}7} 5]010101 Aircrack & o]&3}
oq 3}])\041: %)\_o Ol—o}\/lh:} lﬁ_ )stloﬂ/q‘— ESSID
7} 30591 A4 APE ¥ 435+ JH“’JEE oyl

E}. olAY FZAT Fd AP HUHTE doh
W o7 BUNSTE o] gdle] Fut X*i—% Eis
9z fAAHE AU ARP Spoofing,
SideJackin 9]

59 $4% F3 4ge A 3
g 55, Joge) pCut AvEES oy

— 408 —



IV. WiFi Zone2| Smart Phone AFZX

jre
o

b ol gt

N

FZe 4 AP wdWsE 234, A
= AT F4 APE T3 Ayl H&3
A 4 Qo YA 34
W2 DDoS ¥4 °|4 ARP Spoofing & 7 o]t}
Smart Phone® 2 QIE[Yl F&o] A 7}sd ¥
& DDoS #4°] oA Stk DDoS +4 2
13} Smart Phone AFEAE Holx E@o]
o= A& FH93) 9 Smart Phone?l 7= H
= 4 9A & F Sl

Smart Phones ¥
g

J

B 2R CHWindowswsystem 32wemd.exe

o B R

t Windows [Uersion 6.1.76881
ight (c) 2089 Microsoft Corporatien. All rights reserved.

Waceli®8oarp —a

192.168.08.2

224.8.8.252
239.255.255.250
255.255.255.255

a
FEFf—FF—FF—FF—£F

C:tisersiace1188>

a2 3. ARP Spoofing =4

w3t 79 34" 2419 MAC(Media Access
Control) 4% t& HFE S MACA #AHH &
o]+ ARP Spoofing ¥4 ¥4 AvfEES]
HEYAY £E& =HAA ™ ARP HeolES
Hzst AEHE A8 Hd AR Y
dIE M 9 44, 3871 5 AMEsE
74 e 9y AL AFEEO] el f
g & Atk olA¥  ARP

Spoofing &4 thestAl oF&7bsstal Ja =
AR FA ] gk Ex ek & gA &
t}.

E =Fofr= Smart Phones
Zoneoﬂ/‘i JEUS AMEE o 9 5
3 HAFHE A3k, APel dist 343 ARP
Spoofing 73 3dte & APE vwHHA 7]
A APE HAst] JRE FHE s Smart
Phone AF&=}el sl &2l A ¥ 3k3itt.

FE AFolM = WiFi Zoneo] FAHCo® o] F
A= e st 45 3lel Smart Phone?
A0 gt Wojrisel diet A7 H st

o] g3t WiFi
Ea}o]m S B

X =
FFel

[1] Doo—Soo Pak, Im—Ho Kang, "Consumer
Preference Analysis on 3G Upgrade and
Wi—Fi, 3G," Yonsei Economic Research
Institute, Vol.17, No.1, pp.89—107, 2010.

[2] Eun—Hee Jeong, In—Seock Cho, Byung—Kwan
Lee, "A Design of Security System
enhancing User Authentication using
OTP(One Time Password) on Wireless LAN,"
Journal of Korean Society for Internet
Information, Vol.9, No.2, pp.141-144,
November. 2008.

[3] Eun—Young Choi, Mi—Joo Kim, Hyun—Cheol
Jung, "A study for enhancing smartphone
security," Journal of Korean Society for
Internet Information, pp.781—785, June 2010.

[4] What is T wifi zone?,

http://blog.naver.com/PostVie
w.nhn?blogld=hepi2&logNo=100109967051

[5] Hwan—Kuk Kim, Kyoung—Hee Ko, Seok—Woong
Yoon, Chang—Yong Lee, Jeong—Wook Kim,
Hyun—Cheol Jeong, "A study on the security
requirements for construction of secure FMC
environment," Journal of Korean Society for
Internet Information, pp.793—796, June. 2010.

[6] olleh WiFi Zone,

http://first.nespot.com/intro.html

[7] Reggie Brown, "Smartphones and you," OTC
Beauty Magazine, pp. 56—58, April. 2010.

— 409 —



