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ABSTRACT

Error detection and correcting codes are typically used to protect against soft errors. In
addition, scrubbing is applied which is a fundamental technique to avoid the accumulation of
soft errors. This paper introduces an optimal scrubbing scheme, which is suitable for a system
with auto error detection and correction logic. An auto error detection and correction logic can
correct soft errors without CPU’s writing operation. The proposed scrubbing scheme leads to
maximum reliability by considering both allowable scrubbing load and the periodic accesses to
memory by the tasks running in the system.

71/ E

AZE o S5, A A=Y, AgEE A

[H

.M B olg3lol AAS 4= ity CPUYF WP o] AR

= A d= 2710 AR )yt 34 A%

AFE wel AAdel MASE AXE of g gus A% gelt of 3 Yue

el AFEH AAHY A=) 7P Z AT glo] 5o AT E g WA oRES A& o
= R R 2Ae] FAAETE oAl A g W) olyeA] AZE JeE FAT 5 gt}

a9 AR s s Aol SolAHA 4 aPan AZE oo A Jrrh A8d o
E cllgje] gl AHHoR st AW { AE 9 A4 sz 4A WS oM &
(11[3][4]. AE e wEee] BE Y=o dis) ~ay

R AXE e oF HE % AA (Scrubbing)[1][6][7][8]% A =tk Az o
J 9

(EDAC: Error Detection & Correction) 3| Z[5]5 F7]7} #S4=2 A% 92 "oy AxE

- 677 —



Bl FAR A 2011 FAFHSE3

e el FAE WA F QUrk shAN Wigh A~
YL CPU ¢ W2 Agdg Wol ARE3sfo] A
288 Aes "gojme A "ok webd Foixl
eF AE 9 A IR s ANxHY des
aHEEA AFREE HAdE & F e AadY
W F715 AEstojof sty o9 #¥A AU}
22w et

a" 14" CPUZF HixEe] RS ¢s
AZE RVl HEHW CPUSY JHY §lel &
AE 9 A3 2 2x® QF7 AAY ARE
W] Zdetes AT F vk 2 =2
A old 7wl Qe IEE At 5 o
#HE 9 A4 3 Z(Auto Error Detection &
Correction logic)2til =72 ).

,~ Ermor detection + — — — — —
H@ EDAC i :
CPU 7| Logic Memory
Error correction- = — — — |

O™ 1L AL 5 o HE Y

g3

A7k B 0F A% W Y A2t Aguw

eH7F AAY HRE dEgd 7IdEr] el
CPU7} WEHE ez 27 FZ& 3
HorF g7l Wi CPUY 23yW 22X

& Stk 53] vng
ST doje Lz
W = gelolu} A% dolE 4o FelHE 1
Az anrh 2 Aol

2L R0 ARHE gadel Fed
WEze) ol CPUZL AR BaaE £33 o
AE o iiﬂi‘ﬂgol o] Fo1A A Bk wekA A
28 elA] 7hgs 2ge 2EE HE7)He
1:4])\5'_01 UﬂE’_E] oioio]q_ jﬂ)\oﬂ‘— xJ:LE] ] ol-
=y Qe saepe] ALgah Alsue]
]_,_E] AFEE 2o £ 98 Aot} B =Fo
27 B 2R AE ”T A% R HIEE

(Scrubbing load)E 47t &
Fd TolM A el

R

HEgE zt= AFE /\]AEﬂoﬂ A3 £ Q=
HEe AEde uHd HA iﬂﬂ“] 7IW =
A ket

. M2 85 ol

Zt7F N, WEY f=E Afsta o FUE
Zte AT 1(i=1,2,..,n) 7F AYEE HFE
Wl AAEE Pgsith 7 MR fgre] 2
71 AR AZES f% wilES dYgE ARES
A ecvlER FAE i, Hdgk AE e
dobd ol uwhel WAskE AXE o] o
s et 7Hggth 2 JuY 1M EY] A
ezt AHE F e oF AF LAY 2
s 7P

el

[t |m o

<19l 75 st

A el et NEE F
e AP 2

7'0(t) :e—A(uz+c)t+(w+c)(1_e—At)e—)\(w+c—1)t

=~ 1—%(w+c)(w+c—1)/\2t2, t>0

Ao oate] Oz:%(w-l-c)(w-l—c—

= A9 A1)

To(t) ~l—at’ t=0 @)

2 QRYE HxA b AHgste ViR o
oo thdt AFE e vedt 2y

R,,(t)=(r,(0)" = 1—aNt’, t=0 3)

EH}\E_ 7_7}_ uH t‘:’]'D}‘ _7‘7];(4 o7 }\18145] ti
vlo} AFgeHlo] F£3EHE RAow 753 £ 9l
o ~zee] AgHw etk 44 Jbsw
8 AZE QfFEo] AAHER AFHE e
W ey Aol gRHE AN RE @
F7F AR, F2 A3 Fe] o]%o FF
2bsd 9R/b WS e BEI g
g 2ey Gng wAd Bxd 5o Hxe

2

\

of thst AFE e e Zrh
R,(t)=IR,;(t)IR, (1) (4
~(1—aNt)(1—aN7)
~(1— aNtz)? t>0

AZIA t=tl+7 °lA 1+ 0<7<t, B UFH
st Aolr 12 1= 08 REste F4olth

AA = e ot MTTFi= 2 J2lel wet
245 ol&3sto] Fabd v 2o

MTTF, = / 0012[ R, ;(t)dt (5)

1

E%ln(l —aNit?)

i=1"%

Wmel ~age] we &
MR e)E 9 ol )
skul | ghch, wheba] Al
2 FRsEA AA vneE

N
[ N &

U 2 2 o2

- 678 —



R Ape] ATE o S5 9)9k HH AT st

- 2N (6)

H Al~"E] THEst Aas 2
Az dgd WEg 99
W oAA Wrge AFREE A
o a8 7pEsk AW =
FABIEA A w2 AREE A
s b Hjaa g HA gy S &
Zlolty, F7ke] AFeiyo] 2§49 ZF HA
a (<t,i=1,2,..n) &
HA gt EAE

1
maximize — — ) (7)
—In(1—aN, T}
i=1 "4
n ]vl n ]Vz 1 n
- = - N
such that 27 1; ti + 7 2N (8)

A () 4 (5)9 MTTEIA 5 7,2 A3
Rog 7t YAz Amud F7] 7,7 WA v
e HA 3 57
21
|
g 255 duste], w2 7b HAATE AR
o] A8 F7] wir} Aol RFoR FHHE
23 & A (6)9] 7HEE AT 2
TE vt

0<z<1 =
In(l—z)=—2z o°|BZ 24 (7)Y
3% o] HbE = Qlth

C
1o
»
rE
o
ofr I\

N
%4 Pet o

minimize » N, T, )

i=1
2@ @R olFx HA3)

=
Lagrange 425 # &3t &9 o
g 2lo] Aozt

N, KN 1
Netel| 2 g e
71=1,2,--,n

(10)
LN KN 1
Ef_ % T N, =0 (11)

o174 ki Lagrange multiplier®] T},
A (10) 2} anE

T,(>0,i=1,2,---,n) & T3 Zo] 7}&3t ~
A 2E=E FAGEA A4 w2 AFE
= HAdistele 24 Biaa g FHF A3y
F71% Fake Zlolth add Tl Baa o
oA g F7] T, Foll T, =t,F WSshe
A r7F S 5 Aok T HA A3y
F717F BiAaAe AY FrjEv A Ak
AL o] BiaAe] i F7hAQl Aol 3
Q& ¢lse dulst webs Tl A (10)7 (11)
S T I, =t,5 WFshe Zlo] TAsHdE T
= T=t;% Wdstol 4 (10)% s HA T
data, @l T,F 1, =t5 "I Zlo] gle
W 7kA] o] g HEE S}

T, <t 2 WEss g2z rol deids w2
Al AE R S SsiA F7e A3

N

3o

=
o] Fositk= Ae gt BAA nE
At F7F ~ae F FUE el &Y, 1)
o} ¢, 283l e8] A A (122 BAH, o

RHE o= 4 (13)F gol 7 & 9l

N NN
70 e 12
Tit;

€ = LT (13)

#7 x3ze]l AHALHE HRE AA®
MTTF= 242k 2 (5)ellAd 5 7,2 A A3
2t

v. 4 Bt

i 1% e Ay F717h 1, 5 109 309 F
714 gazek 1 ] BF714 gAaart A
= A4S JHg stk nF) Al gAaa 49 F7]
v R xdeth A Friek A39 F7] A
Aol wE ang vty fEA Baae] &
g ovEy 9= e FYsA 102 g
=3

1. 4e F37E 98 HEE AAE

T;lSk [1: zlc-i]Od # of Words
1 1 10°
2 5 10°
3 10 10°
4 © 10°

~

b o] A7])= 7 HE (w=4, c¢=3)°|1
YueA BAstE 1 HE /e ALY F A
= AF oF HE Y A RS PR &

- 679 —



B8] 2011 FAE <3

IE—‘_ oﬂ"ﬂ H]—/Kg% A= 2><10*8
s, AZEAE BE A
T2 A23uyd e "6‘?

[bit/sec]E 717
= 10%(7,=10)9]
A7k vk

7Hg gt
/\lﬁ%m F7lel wE &3 BlaE flske] 27}
Aol A aefet.

TN BRE
B HFE714¢ gAd 4 99 AFe =
o ARt 4x10° Y9=F 102 TR A4
el AL 10° Y5 25% FU|E AAd
Wels R 5d5h7] e ez 49 &~
W F71E 2571 @k UyHA A s F719
238WE YA PouZ gHAarge Ay F
717y 238w F717F "o ZF glage] ~39
W g9k F1 23R F717F & 290 9l

Case 2: & =itoA Aotst A3} Wl 4
& AR Haa 1, 2 03 49 dos 47,
43, 43, 4322 AA593t gAa 1S 71
~3ee] " glow, 4x10° Y=5 102 F
712 AaWEle 222 A 2, 3, 42 747
30.7, 7.5, 43% ZF7} AzeWsl=d gyt
7k glage ey F)9 F7F A3EW F
717F % 3l Qlth

N

¥ 2. Case 1: 7}43 ~3ey] 257 8lA3 4

o] Amywef g A4S

Task Scrubbing Extra  scrubbing
# period [sec] period [sec]
1 1 0
2 5 0
3 10 0
4 2.5 25

X 3. Case 2: #A|¢te H& A3y Wt A&

Task Scrubbing Extra  scrubbing
# period [sec] period [sec]
1 1 0
2 43 30.7
3 43 7.5
4 43 43
E 4= F A%l o Wme] A9 MITF
5 HoFETh MTTEZL 33% MA=EE s & +
oltt.
¥ 4. MTTF H|
Case 1 Case 2
MTTF
745 991
[day]

v.d 2
2 =2 CPUYF RS ARE & o &
IE &7 A& CPUS MY Qo] e HE
49T F Ade A B 2/ AEF W A4 g
Zo o3 RIEE vEE Ali%‘ﬂ A48k 5
= HA Az wers ﬂloh‘s}@‘v} Aot
Heke vngls HHsks Baay A FU1E
aEske] WRE 1é%§4 A E7F Hgrh HE

E 7FE3t A3y 22 HAA
Fate Aotk H|F71 A HlAade] o Hfy
v "R gdolyt Fr1H HaAed o A
FEAT Fr1g02 HEHA g dEg 99
2 1 F7)E ot sk AlQbE WES A

%?‘é‘ = Atk

ooiggaﬂi ‘81—

J

ild]

to

Ho
rok

[1] s. Karp and B.K. Gilbert, “Digital system
design in the presence of single event
upsets,” IEEE Trans. Aerospace and Electronic
Systems, vol.29, no. 2, pp. 310-316, Apr.,,
1993.

[2] R. Harboe-Sorensen, E. Daly, F. Teston, H.
Schweitzer, R. Nartallo, P. Perol, F.
Vandenbussche, H. Dzitko, and J. Cretolle,
“Observation and Analysis of Single Event
Effects On-Board the SOHO Satellite,” IEEE
Trans. Nuclear Science, vol. 49, no. 3, pp.
1345-1350, Jun., 2002.

[3] A. Taber and E. Normand, “Single event
upset in avionics,” IEEE Trans. Nuclear
Science, vol. 40, no. 2, pp. 120-126, Apr., 1993.

[4] E. Normand, “Single event upset at ground
level,” IEEE Trans. Nuclear Science, vol. 43,
no. 6, pp. 2742-2750, Dec., 1996.

[5] R.  Morelos-Zaragoza, The Art
Correcting Coding, Wiley, 2002.

[6] AM. Saleh, JJ. Serrano, and J.H. Patel,
“Reliability of scrubbing recovery-techniques
for RAMs,” IEEE Trans. Reliability, vol. 39,
no.l, pp. 114-122, Apr., 1990.

[7] G.C. Yang, “Reliability of semiconductor
RAMs with softerror scrubbing techniques,”
IEE Proc. in Computers and Digital
Techniques, vol.142, pp. 337-344, Sep., 1995.

[8] RM. Goodman and M. Sayano, “The
reliability of semiconductor RAM memories
with on-chip error-correction coding,” IEEE
Trans. Information Theory, vol.37, no. 3,

pp. 884-896, May., 1991.

of Error

— 680 —



