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ABSTRACT

Recently, Voice over Internet protocol(VoIP) in IP—based wired and wireless voice, as well as by providing
multimedia information transfer. Wired and wireless VoIP is easy on illegal eavesdropping of phone calls and
VoIP call control signals on the network. In addition, service misuse attacks, denial of service attacks can be
targeted as compared to traditional landline phones, there are several security vulnerabilities. In this paper,
VoIP equipment in order to obtain information on the IP Phone is scanning. And check the password of IP
Phone, and log in successful from the administrator's page. Then after reaching the page VoIP IP Phone
Administrator Settings screen, phone number, port number, certification number, is changed. In addition, IP
Phones that are registered in the administrator page of the call records check and personal information is the
study of hacking.
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H 1. CM-5000 QIE{HE™SIO £ A

A& ZTZ2ER
CM—5000 SIP & ZEEF

TS TaUE

Signaling ¥ SIPA9Y (RFC3261,

Sy, RFC3264, RFC3515,
RFC3842)

Z 2 A4 | -RISC CPU with 32MB
a} Memory ‘NOR Flash 16MB, SDRAM
E 32MB
Al o pag | AT 201 013 AFA] A
of| 2V TAC | g, ZenNr)E WE
LCD -3.5 Inch A2 TFT LCD
-G.711, G.723.1,
Codec G.729(default), G.722,
G.726, G.728(optional)
-DiffServ(DSCP marking)
‘IEEE 802.1p/Q
QoS -TOS support
‘Port—based hub priority
-Packet Loss concealment
Network ‘RI-45  I/F9 10/100
QlE]H|o] A~ | Base—T ethenet <44
PoE IEEE  802.3af ¥F7|%
UTP 3|4 Ad 3
-IPv4, IPv6
Network -DHCP client, DHCP server,
NAT, SNMP, DNS
protocol
‘NTP/SNTP, ICMP/ICMPv6,
LDAP, XML/SOAP, PPPoE
N wE ‘%‘ii’rrﬂ_% . AZES 0&
e ARIA ¢33} feiﬂa;11-d
7 sRTP, TLS &y 2F &
33} 74 A4

715)
‘Multi—line key definition (web base key
definition among External, Speed Dial,
Park, Hold and None)
-3way conference call support

‘Transfer, Forward, DND(Do Not
Disturb)/Mute, Auto Answering, Pick—up
features
-Phonebook, Wake—up call, Schedule,
Alarm, Memo, Calculator, World Time,
Weight & Measures
SMS @ XML WA 7]%
H 2.J2320 X9 F2 74
AEY |Size| T2EF A1) X} oF
NAT (Network
Address
Translation) Memory :
715A4, L3
Routing o12MB
J2320 1U . DRAM
Protocol(Static S
Flash disk :
, OSPF, IS—IS, 519MB
BGP, RIP
v1/v2), IEEE
802.1Q A ¥
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-BGP, OSPF, RIP, Static, ECMP
Protocol -JEEE 802.1Q
‘NAT (Network Address
Translation)
(54)

‘Support for T1, E1, Synchronous Serial,
ISDN BRI, ADSL/2/2+, G.SHDSL, and
Gigabit Ethernet interfaces

-Support for application acceleration using
the Juniper Networks ISM200 Integrated
Services Module

-4 fixed Gigabit Ethernet LAN ports, and
5 PIM slots

-512MB DRAM default, expandable to 1GB
DRAM

-512MB compact flash default, upgradeable
to 1GB

‘Full UTM antivirus, antispam, Web
filtering, intrusion prevention system(with
high memory version)

-Unified Access Control(UAC) and content
filtering

‘BGP, OSPF, RIP, Static, ECMP

‘PPP, FR, MLPP, MLFR, HDLC

-Maximum Number of Virtual Routers

B 3 EX2200 &9 =@ 7%

AEY |Size| ZTEEZ Fu] AFok
L3 Routing
Protocol
2] 91 (Static,
RIP VI/v2), | o1 10/100/10
IEEE 802.1Q 00BASE—T
EX2200 | 1U 214,
. Port
Dynamic Densities
VLAN
sk/Voice
VLAN 7]&
A4
TL75 &
‘RIPv1/v2, EIGRP, OSPF, IS—IS,
and BGPv4
Protocol | ‘IEEE 802.1Q
‘Dynamic VLAN /Voice VLAN
715 A4

(54)
:24—10/100/1000BASE—T Port Densities
‘4  per switch (fixed ports, SFP
required) —100BASE—FX/1000BASE—X(SF
P) port Densities
“Throughput : 42Mbps(wire speed)
-MAC Address : 8,000
-Jumbo Frames : 9216Bytes
-IPv4 Unicast / Multicast Routes :
0
‘Number of VLANs : 1,024
-ARP Entries : 2,000
‘QoS Queues / Port 8

6,500 /
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