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ABSTRACT

We propose a fast stream cipher ASC16 for software implementation. ASC16 has a very simple structure
with ASR(Arithmetic Shift Register), NLF(Non-Linear Filter), and NLB(Non-Linear Block), and is executed by
a word. It is a stream cipher for wireless communication, which makes 32bit key streams using s-box with
non-linear transformation. The processed result is almost same as SSC2, 32bit output stream cipher,
developed by Zhang, Carroll, and Chan. The period is longer than SSC2, and it causes the difficulty of
Correlation attack and raises security very much. The proposed ASC16 is efficiently used in the process of a
fast cipher in the limited environment such as wireless communication.
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