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ABSTRACT

This paper describes a location privacy control system. Also, we propose a model of location privacy
control for national usage and system. This research is applicable to location privacy protection in commercial
location-based services in wireless telecommunications, T-Money transtoration card system, GIS platform and
provide system of variety service.
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MessageType ::= ENUMERATED {
—— LPRManager —> LPRServer
— S/ ST HATO Ys X Z2H0IH Al
-— #AEE 2)|
Ipr—1istup-request (0),
Ipr—Iistup-response (1),

—— LPRManager —> LPRServer

— LPR T2 A4l
Ipr-update-request (2),
Ipr-update-response (3),

—— LPRServer —> LPRAgent
Ipr-update-notification (4),
Ipr-update—-notification—ack (5),

—— LPRServer <- LPRAgent
—— LPRAgentJt LPRServerE Sl AHEXt2 21E RF
|pr-assertion-request )
|pr—assertion-response )

—— LPRManager <- LPRServer

—— LPRAgentJt LPRServer Ol EH HES
—— OIAl &30 RuleOfl CHEE ZHAIFQI
- Certification(Grant)2 &8
Ipr—certification-request (8),
Ipr—certification-response (9),

LPRManager

—— LPRServer <- LPRAgent

—— PositionAl OtCt |IXIEE
—-- Logging
Ipl-positioning-log-request
Ipl-positioning-log-response

STAA EOl T2

—— LPRServer <- LPRAgent

— RIXNEE 2 £= HBA0D /FIXIEE 0l
— MI3AtA K= Logging

Ipl-usage-|og-request (12),
Ipl-usage-1og-response (13),

-- LPRManager —> LPRServer (LPLServer)
Ipl-listup-request (14),
Ipl-1istup-response (15)
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LPR Manager(Location Privacy Rule Manager)
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Ade I9 29 2
— S HolEl LPR 2 2 (LPRManager —> LPRServer)
LPRListupRequestMSG ::= SEQUENCE {
header MessageHeader ,
ms|D MSID,
conditionList  SET OF ListupCondition
}
-— S HoE LPR M2 RF SE (LPRServer —>
LPRManager )
LPRListupResponseMSG : := SEQUENCE {
header MessageHeader ,
result Resul tCode,
data LPRListupData
}
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— LPR 22 HAl QA (LPRManager —> LPRServer)

LPRUpdateRequestMSG ::= SEQUENCE {

header MessageHeader ,

ms|D MSID, — RAXNEE =H

privacyRule PrivacyRule —— Privacy Rule & &
}
— LPR 22 Al Bo S¢ (LPRServer —> LPRManager)
LPRUpdateResponseMSG : := SEQUENCE {

header MessageHeader

result ResultCode, -—- &1 ZE

error ErrorMessage OPTIONAL
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LPR Certification Request/Response | A]A]<]

ASN.1 Ao 78 49 7t}

— LPR EE Q&0 et 3ot 2F
(LPRServer —> LPRManager )
LPRCer tificationRequestMSG ::= SEQUENCE {
header MessageHeader ,
privacyRule PrivacyRule
—— Ot DX Gt= Privacy Rule

}

— LPR EE QF0l et 3ot & 8
(LPRManager —> LPRServer)
LPRCer tificationResponseMSG ::= SEQUENCE {

header MessageHeader ,
result Resul tCode, — & 2E
message LPRCertificationData
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LPR Update Nofication/Ack TIA#A= LPR
Update Request HA|A|oll oJ3] WHAH AXAH R
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Operatort} LBS Porviderol| Al &E]7] $13 AM&-
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A 2] ASNT e 17 59 2
— LPR Z22l A4l 23 (LPRServer —> LPRAgent)
LPRUpdateNot i ficationMSG ::= SEQUENCE {

header MessageHeader ,
ms|D MSID, — RAXNEE =H
rulelD RulelD — HAIE Rule ID

}

— LPR 29 A4 22 SE (LPRAgent —> LPRServer)
LPRUpdateNot i ficationAckMSG ::= SEQUENCE {

header MessageHeader ,
result ResultCode, — Z3t ZE
error ErrorMessage OPTIONAL

— &I} Al 2F W& &5
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— LPR B2 Q3 (LPRAgent —> LPRServer)
LPRAsser t ionRequestMSG ::= SEQUENCE {

header MessageHeader ,
ms|D MSID, -— LPR EE2 =H
privacyRule PrivacyRule -— MZ& Privacy Rule

}

— LPR 32 2% Sg (LPRServer —> LPRAgent)
LPRAsser t ionResponseMSG : := SEQUENCE {

header MessageHeader ,
result Resul tCode, -— & 2E
data LPRAsser tionData

}
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Positioning Log Request/Response
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— AXNEE =TAl O olY AFAIE2 200|128 2F
(LPRAgent —> LPRServer)

LPLPosi tioningLogRequestMSG ::= SEQUENCE {
header MessageHeader ,
positioninglog Positioninglog

}

— AN E &TAl OICH ol AHAE 20015
QA S¢ (LPRServer —> LPRAgent)
LPLPosi tioningLogResponseMSG ::= SEQUENCE {

header MessageHeader ,
result Resul tCode, — & 2E
error ErrorMessage OPTIONAL

— &I} Al 2% UWE &85

[Z2¥ 7] LPLPositioningLog ™| A]#]

LPL Usage Log Request/Response W A&
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(LPRAgent —> LPRServer)

LPLUsagelogRequestMSG ::= SEQUENCE {

header MessageHeader ,
usagelog Usagelog

}

— AN E HMSAl OICH ol AHAE 20015
2 S¢ (LPRServer —> LPRAgent)
LPLUsagelLogResponseMSG : := SEQUENCE {

header MessageHeader ,
result Resul tCode, -— & 2E
error ErrorMessage OPTIONAL
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— AXNEE HBAl OICH oY AFAIE 20018 2F
(LPRAgent —> LPRServer)

LPLUsagelogRequestMSG ::= SEQUENCE {
header MessageHeader ,
usagelog Usagelog

LPL Listup Request/Response WA A= 93|

}

— AXNEE HMBAl OICH ol AHAES 20018
2F SE (LPRServer —> LPRAgent)
LPLUsagelogResponseMSG ::= SEQUENCE {

header MessageHeader ,
result Resul tCode, — & 2E
error ErrorMessage OPTIONAL

— 2§ Al 28 W& &5
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