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Study on Safety Assessment for Train Control Communication Systems
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Abstract - Safety-critical systems related to the
railway communications are currently undergoing
changes. Mechanical and electro-mechanical devices
are being replaced by programmable electronics that
are often controlled remotely via communication
networks. Therefore designers and operators now not
only have to contend with component failures and
user errors, but also with the possibility that
malicious entities are seeking to disrupt the services
provided by theirs systems. This paper discusses the
safety  strategies employed in the railway
communications and proposes a security mechanism
for Korean railway communication system.
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