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Abstract

To achieve secure communication in current

ZigBee networks, encrypted messages using security
keys need to be shared among devices. A link key
devices is used for

shared by two unicast

communications, where the master key is the

link key. The

ZigBee protocol has some limitations in end-to—-end

starting point for establishing a
key establishment, which are discussed and an
improved end-to-end key establishment scheme is
presented.

I /ﬂ =

T

Az g odEda 2 fuHEs B od B

o] F7FetHAl @A A A&k WPAN(wireless
personal area network) 7|&Eo] F&EHE 3]
WPAN<e] tiEHQl 7|e&ZE ZigBee, UWB(ultra
wideband), Bluetooth 5] A=, & 7€ T 53
ZigBee'= 2A 71l A AN YEYIZ T
diel HAe wets AF

=g aHy ZigBee Al 2~ E o
(coordinator)”} UIE$ A2 tiule]2=Ee H[L7]S]
v}~ E 7] (master key)S & 2 Eujdic}

|

F27l(ink key)E AAstol vnpo]xzte]  whodt

=

= <)
of 3= FERAQA FHE 7HA L Yo B =l A
ZigBeeol| M2 dogt 7] A WHS
i, BAE TAPES NAS A=

WS A Qksho)
II. ZigBee 7] A4 #A

13 1€ initiator tlvFo] =9} responder ] w}o] <7}
WAH 71 E AMESte] HA7|E FESE HAHS UE
W Aotk o] wf, JFAIE A7 Hd, ZigBeew
SKKE Z2EZ& AM§-3h}

Routers Routers

Initiator Coordinator Responder
| |
] ] ]
] 1 I I 1
RequestiKey C [ |
T T | I ]

[ |
TransporttKey Command
(Master Key)

—t +

[
Transport-Key Command
(Master Key)

I | I I
SKKE-1 Command L !

| [ |
| SKKE-2 Command|
+ +—t +

I

1

1

I

I I | I I
| SKKE-3 Cbmmand I !
]

I

I

I [ I
| SKKE-4 Command|
—t +

19 1. ZigBeed| A 9] ddid 7] A4 I

a8y ZigBeei= 18 19419} 220 initiator Tl wW}o]




2008 4= CHEHMAIS S5

SIAIS

stst=mls| M31R 1S

==

2= responder tule]=9te] HAI|E A7 <
A, ¥ tuto]27te] miAE 7| -HFHHE}Z"’] wA 5y
Hojok gt =, Ftuvlo|HolAl F tluto]23te] nf
"Hﬂ 843loF 3t 8 S Wwe IAtdolHE 3
- U] vlo] 2~ & (initiator Tl HFo] 29} responder Ul H}O]
i‘-)oﬂﬂl Abdel A4 E 4 tupol~ete] HATE AL
&3t m2E 7S QbAEAl WA ofst= #A o
7t2 S ojof s, o= UHEHA *3%9] *d
Els Txﬂﬂg‘% of7)gth W wiAH7|E
tjuto] 2~ wolzlttd Z=r]u o] E ol 33}7} X
= o E"]’\] }01 AAd=, ok F(hop)T7t
o8 ZH$BHE Aok st7] wiol FAlAIZte] Zojx]
HEYA A =59 Hso] AstEE EA4130]

B3k ZigBee AlZ=®lo A& ZTUlolE7F M EH A4
o] BE tupo]xste] miay 7)ot g AIERE offe}
= FAE = 7 Yulo] 23kl wiAE | 7EA] A
F 7FAa Qlojoprt gith. T A wfitd UHES Y
o] tiutolx F7F FUtESFE old Hl#HEo ¥ B

eFHE 7] #HYLY FxA dHol &

p‘L
(Eoof rlr L A

=

A otsl+= ZigBee 7] A A

A3l ZigBee YEY A9 A%
g 7] AA A4S e A
st A, ZHdlolE & A4l
o Z& fule]xe] If{FF AL
o 7} dule]l~ o] w7
=sH, (IP) €GE AL} olu], 7} tjulo]x9] H]
el Al A G =AY AP 23 9
S WS o] &3 AE L, 7t tiute]

2 09 FMWINE K,=H(P)EGeITh Az=g e

e

N
ROV
N

H = paran=< G, Gye,p,PH,H, >t} 97|14 G G,
27t A8 pE YR e AT FAldtoln

G °] A4 A(generator), e: G X G—G= Al
. 0 G #: Gz a4 g

Aeratis WA= SKKE Z2EZ A8 o ¢
A FaE ool YUY F7F HA, F, initiator TIH}O

t ol o Al responder Uln}o]xele] uwlE
g oAty 9SS we IYvelEHE 3 tulo]
2% (initiator Tl HFo] 2~ ¢} responder TlHFo]Z~)oll Al A}

o AdE 2 tuto]~ote] HATNE AESte] wp
£ ¢tHdEAl AEste HAS AAS o 7

=l
T O
£

170

initiator ©w}o]l2 19} responder Tinpol~ RS z}z:
1E5 Apolel wka¥Y] MK,eZE (DI (2)9F 2ol A
H AT & Jde AlFa 2840 Yol

ES
1 MKy, =4, (E(KS; KP,,)) =4, (G(KP;KPR)S) @1

R - MK, =1, (S(KP;K,%)) =4, (E(KPZKPE)S) @)

[ : Coordinater
@ : Router
O ¢ End device

Initiator / Responder R

SKKE-1 Comand

>

SKKE-2 Comand

SKKE-3 Comand

SKKE-4 Comand

a9 2. AlRbslkE ddid 7] A 34

V. 28 9 &% A+ U

Ak e vhaEyle) 83 R AEHYS A

ZaA71 ZoY ol R AE=HJgd

SR YoM MEYa0 ¥5E Hdsta

MEQaY] nede FYAAG EE mrole st

Aol wul s Aas A5 QAH wegie] gar)

W PeSEE gomn mreles 7 weg 14

salech. meb Akshs WA W F (multi-hop)

740l Agw A 0% o L& Polr
Faed

(1]

[2]

(3]

[4]

ZigBee Alliance, “ZigBee Specification,” Technical
Report Document 053474r06, Version 1.0, ZigBee
Alliance, 2005.

A. Shamir, “Identity-based Cryptosystems and
Signature Schemes,” Proc. Advances in Cryptology,
Crypto’84, Springer-Verlag, LNCS 196, pp. 47~53,
1985.

D. Boneh and M. Franklin, “Identity-Based Encryption
from the Weil Pairing,” Proc. Advances in Cryptology,
Crypto 2001, Springer-Verlag, LNCS 2139, pp. 213~
229, Aug. 2001.

M. C. Gorantla, R. Gangishetti, and A. Saxena, “A
Survey on ID-Based Cryptographic Primitives,”
Cryptology ePrint Archive, Report 2004/131, available
at iacr.org/2005/094/.



